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The following report focuses on the growing trend of bring-your-own-device/tech (BYOD/T). Through the fictional example of Hyper-Fort, the ideas behind BYOD as well as certain problems that can arise are discussed, including an implementation model based on the needs of the company drawn out in Visio and Packet Tracer. Based on the models and the company needs a privacy policy has been written up to think about the protection of the company’s data, looking at it from the prospective of the software engineering course stream. This includes mobile device management software and collaboration software to be used in the development process to ensure that the data from any projects isn’t leaked. This goes onto the dismissal process for employees as well as what happens if an employee’s device used within the BYOD system is stolen or lost.	Comment by arya sdgh: 
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[bookmark: _Toc534801976]Introduction	Comment by arya sdgh: 
It would be nice for the introduction to also contain an overview of how your report is organized.
More frequently in passing years, the trend of BYOD (bring your own device) is becoming a prominent part of workplaces and universities. This report aims to expand on the idea of BYOD and, using the example of Hyper-Fort, create plans for a BYOD system using a DFD (data flow diagram) in Visio, and a network diagram in Packet Tracer. Advantages and disadvantages must be discussed about BYOD in relation to company productivity. A Privacy policy must be written up which takes into consideration the software engineering course stream. Said policy will contain details about what software employees should use to do their job, tools for keeping track of connected devices, contingencies for lost or stolen devices, and more. 























[bookmark: _Toc534801977]1 - Security framework

1.1 [bookmark: _Toc534801978]- Data management policy in terms of software development
· Using Microsoft’s Intune system, employees will be restricted to using only authorized applications.
· Data will be easily prevented from being copied to other unauthorized device or sent to a host outside of the company, this is ensured by Intune’s encryption methods and management list which restricts which apps can have data copied to and from them. [1]
· Project progress will be synced with a GitHub repository and commits pushed with the permission of the team leader.
[bookmark: _Toc534801979]1.2 - Device management policy
· Any new devices should be brought to the service desk in order to be added to the network white list and have the device scanned for any malicious software.
· A log of authorized devices must be regularly maintained by the service desk in order to ensure that only the correct devices are connected to the different parts of the network.
· Guests, be that customers or corporate partners, must connect through a separate guest network which provides limited access. If access to other materials is needed this must be authorized by managers and the device taken to the service desk to be registered.
· Activity will be logged during work hours to prevent procrastination due to employees using their own devices
[bookmark: _Toc534801980]2 - BYOT Implementation
[bookmark: _Toc534801981]2.1 - Data flow diagram	Comment by arya sdgh: 
Use numbered figure captions and cross reference in text while discussing it
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[bookmark: _Toc534801982]2.2 - Packet tracer model
For the purposes of the report passwords to gain initial access to switches and routers has been set to ‘cisco’, and the secret for privileged exec mode is ‘class’.
Implemented security:
· Banner message informing anyone trying to access a router or switch that unauthorised access is prohibited.
· Password for initial access to routers and switches.
· Secret set to access privileged exec mode on routers and switches
· Virtual teletype (VTY) password set on routers and switches.
· Set passwords to be stored in encrypted form in the config file rather than plaintext, using the “service password-encryption” command.
· Firewalls in place between the switches and the servers, and between the routers and the cloud. Not configured but assumed to be configured in a working model.
What could be added:
· A VPN
· Network security doors for the server room
[bookmark: _Toc534801983]2.3 - Mobile device management
When using a BYOT system, a certain level of control needs to be taken over what applications and privileges users have while connected to the network. This is where mobile device management (MDM) tools come into play. MDM tools provide the means to protect a company and its data without necessarily needing complete control over the device being used. Encryption methods and management lists can control which applications can use certain data and even what applications can have data copied and pasted between them. There are several choices when it comes to MDM tools:
· Microsoft Intune [1] [2]
· IBM MaaS360 [2]
· ManageEngine [3]
· VMware Airwatch [2]
And many others. For the purposes of this report we will be focusing primarily on Intune as its lightweight methods and integration with currently available Microsoft Office applications, make it easy to use and a good option for having lots of different types of devices connected to the network. Based on previous Microsoft applications Intune seems to be a good choice in terms of longevity as well as for use in a company wanting to use the most up to date software solutions. The portal app for Intune is available on the Apple app store [4] and available for android [5], so any employees wanting to use IOS or Android devices will be able to do so.
One of the programs to be used with the system to aid in the management or data and cooperation between employees, and to help ensure that data isn’t kept directly on employee devices is GitHub.
[bookmark: _Toc534801984]2.4 - Advantages and disadvantages of BYOD
As personal devices can be brought into a business environment for use, one must think about how this can impact the productivity of an employee, be that positively or negatively. Some advantages and disadvantages of BYOD go as follows:


Advantages:
· Having a device and operating system the employee is already comfortable may save time compared to having to get used to a different system.
· With employees bring their own devices, less money need be spent on IT solutions within the company, this money can go elsewhere to improve the general productivity of the company. [6]

Disadvantages:
· Employees may be tempted to use the device for personal rather than business use as they already associate the device with being used outside of work [7]
· If a business leant heavily towards BYOD certain employees may be at a disadvantage if their device has a lower technical specification than other employees and so any software that is being used may take longer to load thus reducing the amount time that can feasibly be spent working a per day.
· 
[bookmark: _Toc534801985]3 - Threat mitigation and potential issues

[bookmark: _Toc534801986]3.1 - Mobile devices
The network itself is using a version of the Eduroam network management system to create virtual access points (Aps) and more easily create guest portals to enter through as a client. [8]
Mobile devices would be able to set their device to remember their login credentials after the initial login and will store in the cache security certificates to facilitate the communication between the device and the access point. 
To add another level of security then employee’s login credentials will be updated monthly by the service desk. 
Users connecting through the guest network will only keep certificate information as the guest network does not have a password, this network again has limited access.

[bookmark: _Toc534801987]3.2 - Data leakage
Because of the remote management giving employees the ability to work from home using the portal, it is possible that employees may use information from their department for unauthorized purposes. Any login made using the employee’s credentials is logged with a time and location to help pinpoint a data-leak should one occur.
[bookmark: _Toc534801988]3.3 - Personal vs business usage of devices
With the use of the chosen MDM, apps allowed to be used by an employee are restricted by the management list. Any personal use of the machine during work time will therefore be limited by this. 
Employees should report to the service desk once a month to have the login credentials renewed and any devices registered under the login scanned for malware or other potential vulnerabilities. Employees will be given license keys, valid for the duration of their employment and deactivated upon termination of employment, for whichever antimalware the service desk gets approved for use.
Intune does give the option for activity logs which would provide incentive not to use devices for personal use this does however bring the issue of the line between security and employee privacy, one would argue that if the employee is doing work they have nothing to hide, others may see this as a violation of their privacy. In terms of our case, employees will have an activity log switched on for the duration of their working hours while logged into Intune, outside of work hours only location and login time is logged for access to the Intune portal; this part of the policy may be subject to change based on specific employee behaviour.
[bookmark: _Toc534801989]3.4 - Differences between BYOT devices
Giving employees the option to bring their own devices in own work on poses the issues of different brands, and by extension different operating systems. The selected MDM allows both Windows and Apple users, users with a distribution of Linux wouldn’t be compatible with Intune. Linux users would need to either bring a different device or run Windows or OSX on a virtual machine.
With Intune being used on the devices a large proportion of the applications being used will be the same but there will be some differences to account for. Depending on the IDE (integrated development environment) being used for programming it would be possible for both OSX and Windows to use the same programs; for the purposes of this report assumptions are made that the employees will be using Visual Studio. The reason for this decision being that, it being a Microsoft product, will integrate nicely with the Intune system, as well as it being the main IDE being currently used in the university software engineering stream. The full release of visual studio is available for both Windows and OSX though it does have minor limitations on OSX. 
[bookmark: _Toc534801990]3.5 - Termination of employment and device loss
[bookmark: _Toc534801991]3.5.1 - After an employee leaves the company
Upon termination of employment and employee’s login credentials for the Intune portal will be deactivated and any device registered to the employee removes from network whitelists. Devices belonging to the employee must be taken to the service desk during the process of removing as MAC address details from the whitelist, to check that the employee hasn’t copied any files over onto these devices; with the Intune portal restrictions based around copying files should make this unlikely but the possibility is still there.
[bookmark: _Toc534801992]3.5.2 - Lost or stolen devices
If a device is lost or stolen the first step will be to change the login credentials linked to the employee to whom the device belongs, this should help to ensure that whoever finds themselves in possession of the device, won’t be able to access the Intune portal. Employees will also be made to setup security measures on any devices they use at work in case of the event of theft or loss. Said security measures can be as simple as a suitably complex password that will take time to crack; making sure not to use dictionary words, making use or numbers and punctuation, and alternating use of upper and lowercase letters. 
[bookmark: _Toc534801993]3.5.3 - Device failure
Projects being worked on by employees should be synced to a GitHub repository, with commits being pushed as approved by project managers, as such no data should in theory be on the device directly relevant to the company. Devices can be taken to the service desk to attempt repair. As a precaution the login credentials for the user will be updated, in case of someone taking the device if the device goes to be recycled. The device will also be removed from the network permissions list.
[bookmark: _Toc534801994]4 - Conclusion

BYOD will continue to have growing prominence in both the business and educational world and with the increased numbers of mobile devices a strong MDM application is needed for any business wanting to implement a BYOD policy in their workplace. A business will need to think about how to secure their network and the data contained on said network against both internal and external threats. One of the big problems, depending on how the data is being managed is the loss or theft of devices; with the login credentials for the MDM portal a thief would have access to a large amount of sensitive company data, companies should therefore ensure that any employee device has a strong password to access the device in the first place before getting to the Intune portal. 
As discussed there are several disadvantages and advantages to the BYOD idea in terms of productivity, one of the big disadvantages is the idea that employees may feel more inclined to slack off as it’s their device and as such they are already comfortable with it and used to not doing company work on it. 
With the right policy in place a BYOD system can ultimately provide many benefits to a company, the main matter is ensuring that enough security measures are in place to prevent damages to the company.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Some literature research, however no literature was presented on BYOT/BYOD. (Grade mark: 47.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Good level of knowledge overall, but more reading could improve the writing style and reflect a deeper understanding. (Grade mark: 73.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Very brief comparison of MDM solutions is presented. Could expand on this. (Grade mark: 68.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]27

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Some security configurations. No SSH, no hierarchical design, no VPN and no redundancy. (Grade mark: 50.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]10

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]More credible references and a broader range of sources could improve the work. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]62%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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