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The department has been informed of a data breech in an operational department whereby manager Stuart Jones has sent out an email to a member of public containing staff names and their addresses from his team. Stuart has explained the list was available on an operational system to download so he downloaded this file to undertake a  task ‘more efficiently’ and mistakenly attached the incorrect document when sending a leaflet stored on his desktop.
This information is required to be held in the operational system but it appears the data has been misused for another task, there are questions to be asked on how this operational system works in allowing someone to download its contents to another location, permissions and processes will need to be assessed.
An investigation has taken place and scanned copies of other personal data documents such as sick notes and occupational health reports were found accumulated on the managers desktop. This is another potential data breach, staff need to ensure data is being held in the correct filing systems, and to why these documents are accumulating on the desktop.
The team will work closely with the manager and follow all ICO guidelines in resolving this breach and ensuring the risk is minimised as much as possible.

[bookmark: _Toc50715530]Possible Principles breached by the incident
An investigation has found that there has been several GDPR principles broken by this breach of personal data, at this moment no special category data has been leaked but it has been found on the desktop of the manager involved. A list of possible principles that have breached by the events of the incident has been put together along with reasoning:
· Processed fairly, lawfully and transparently
In this instance the data has not been processed fairly by the manager of the department. It has been collected from a operational system where it is stored securely and stored in a non-secure location with no encryption to be used to complete a task it was not originally collected for ‘more efficiently’, without consent.
There was no transparency with the staff who’s data is in the list, they had not been informed that it was going to be used for a different task, one which may not be in the policies. This would need to be checked.
· Data collected for specified, explicit & legitimate purposes
This principle means the organisation must be clear about what the purpose of processing data is from the start. If the data is required for a new purpose the individual must get consent or have clear obligation to use this data in another way. [1] This is another principle that may have been broken considering the task in which the data was collected for may not be in the policies.


· Accurate & where necessary, kept up to date
There is a chance the data kept on the managers desktop will breach this principle. Information kept in operational systems will be kept up to date as it is a live system. Creating a copy of this information and storing it outside of the live system makes it poses a risk of old data being retains and inaccurate data may be stored. [2]
· Data kept in identifiable form for no longer than necessary
This is another principle that may have been broken pending investigation, the sick notes and occupational health records would need to be check with the data retention policy and ensured that they have not been kept longer than necessary. It will also need to be checked if these have been submitting into the correct filing system.
· Data processed securely
It is vital that data is handled securely, in this case it hasn’t been. An investigation needs to be completed to ensure the special category data has been put into the appropriate filing system. Storing such data along with other personal data in the desktop folder of the computer is not secure, evidentially in this incident the data has been sent out mistakenly and insecurely resulting in the said breach.
In this circumstance the risk exposure is very difficult to assess what the risk is, the risk would need to be reviewed. The breach will need to be investigated properly to understand the risk, this could be affected by the amount of names leaked verses the type data that’s been leaked.

[bookmark: _Toc50715531]Organisation Policies in relation to the breach
The data protection policy is in place to reduce the chances of breaches happening. If a breach happens it must be reported to the data protection officer. There are serious consequences for both staff and organisation if these are not reported correctly.
Bridgend Council have a code of practice to assist in responding effectively to personal data breaches. The council holds substantial amounts or personal and special categories data so care must be taken to avoid data breaches. It is vital that the appropriate steps are followed as soon as possible to minimise any associated risk. [9]
Bridgend Council policy suggests every breach is dealt with on a case-by-case basis, the risks involved need to be assessed and actions will be taken depending on the circumstances. [9] The council use a risk assessment system to mark the impact of the breach and the likelihood of it recuring out of 5. 1 on the scale of impact suggests there is minimal or no impact, the more severe or quantity of records leaked higher the breach is likely to rate on the impact chart. 5 is the highest which rates a breach as catastrophic, this is the worst type of breach where very sensitive data or thousands of records have been leaked. Any breach rating 4 or 5 will need to be reported to the ICO. This breach is likely to be a moderate breach but further investigation is required.
The council will need to ensure they inform the ICO in 72 hours. It is worth noting that if this is not a serious breach that it may be worth containing it within the council, as if any further serious breaches happen then ICO will look into the smaller details and the repercussions could be worse.[8]
The council also has a data retention policy for each department, it is important staff follow these to minimise the risk. The investigation will need to determine whether the documents stored on the managers desktop break any of these data retention policies for the department, this will also have an effect on the GDPR principle ‘Data kept in identifiable form for no longer than necessary’. [11]
Another policy in place is the information management policy. This policy implements secure management of all types of personal data. Data is protected by policies from The Wales Accord on the Sharing of Personal Information, Information Commissioners’ Office, Data Protection Act and Freedom Of Information. This breach has proved that data has not been kept in secure management, storing personal documents on a desktop provides serious risks in a number of ways, in this case staff names and addresses were sent but in the case of an occupational records being sent the breach would be catastrophic. This will need to be addresses with Stuart who has committed the breach. [10]
All these policies ensure data is correctly collected, processed and stored to reduce the risk of data breaches. All staff are aware of these policies, and will have completed courses on these topics during inductions. There are also emails sent out periodically to remind staff of principles.
In this case it may be worth auditing current procedures and process on the operational system to see how and why it has been possible to download personal information, the data protection officer will liaise with the IT department to check if this manager requires the permissions they have to download staff details, it may even be the case they do not need any permission to this system at all.
The ICT department also have a policy on ensuring safe usage of council computers, files and the network. The ‘Six Simple Rules’ discusses topics such as:
· Security
· Email use
· Council Purposes
· yoUr Password
· Report it!
· Ethical [12]
The policy spells SECURE and goes give simple rules on using the systems. The first topic Security suggests “You must not try and work around or change anything we’ve put in for your security” The manager will need to go through this course again and familiarise themselves as they have tried to use a work around to make things safer. 
It may need to be checked on how this data is downloadable as well, there may well be a need for changes to be made to this system so that people cannot download data to complete other task. There will need to be checks to see if staff do download this data for any reason
[bookmark: _Toc50715532]Actions to contain a future breach
The investigation has confirmed that the breach happened because a manager downloaded staff details to undertake another task more efficiently. There needs to be a review on current systems and procedures to ensure this does not happen again, a list has been drafted up for recommendations:
· Analyse current breach effectively
· How has it happened?
· Could it have been prevented?
· Current policies and procedures correct?
· Email to all staff to remind them of importance of GDPR and personal data
· Make courses available on data protection
· Consideration on how the current operational system works
· Do the right people have the right permissions?
· Should system allow people to download information from there?
· Is this system managed centrally?
· Consideration on Managers tasks
· How does downloading this file make it more efficient?
· Can processes be changed to undertake this task efficiently without data breach?
· Preventing breaches like this again
· Communications with ICT
· Should things be emailed externally insecurely?
· Is there software available to reduce risk of breaches?
· Cloud software where files are managed and stored in a secure place?
· Possibility of requesting audit of records, data audit to ensure organisation is following good practice [3]
· Retraining/disciplinary action for manager involved
· Follow ICO guidelines appropriately to ensure collected data is secure.

[bookmark: _Toc50715533]Evaluation of Actions
Firstly the manager will contact the recipient formally, explain the situation, apologise and ask them to delete the file and email immediately. If the email was sent within the organisation there is a possibility to recall the email but as the email is sent outside of the organisations exchange server this is not possible, so contacting the recipient is best practice. If the recipient agrees, the manager and data protection officer will weigh up the scenario and decide whether the people whose data was sent need to be told about the breach. The reason for deciding this is telling people their data has been leaked may cause more distress than needed, I would suggest in this case that the data subjects are informed as it is important to respect the rights of the peoples whose personal data has been collected in any instance.
The immediate manager of the people affected will be informed to tell their staff so that the communication come from someone they know, they can raise any questions here with their manager. In this case it will be Stuarts manager that speaks to the staff to advise of the situation.
In light of organisation policy the breach will then be assessed in terms of how serious the breach is. The risk assessment will be marked on how much personal data has been leaked, in the case that ten or twenty records have been leaked this will score low on the score sheet. This means the ICO will not need to be informed. On the other side if there are hundreds or thousands of records leaked this is a more serious breach and it is likely the ICO would then need to be informed.
The other thing that is checked is the sensitivity of the data, in this breach names and addresses are not as serious as leaking special category data such as sexuality, health records. This information can affect an individual’s rights and freedoms. This breach is not a serious breach, it would probably be marked as a moderate breach so it is unlikely the ICO will need to be contacted.
It was also discovered in the investigation that special category data was found accumulated on the managers desktop so this could have resulted in a catastrophic breach. There will be a meeting between Stuart and his manager to stress the importance of following the data protection policies in place to reduce risks of breaches.
The manager in charge of Stuart will liaise with the data protection officer throughout the investigation, the decisions will be made together to ensure the best practices are implemented. Stuart will face disciplinary, in this instance the manager will require re-training, it is important that the manager is reminded of the policies and procedures that are in place in the organisation for data protection, data retention and the rules of IT. The manager will also receive a verbal or written warning, depending on what is decided by the DPO and manager.
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It has been brought to our attention that a moderate breach has occurred recently involving a manager from an operational department sending staff names and addresses of his team to a member of public instead of sending a leaflet. The manager had downloaded a file containing these details from a operational to complete another task which the records were not collected for, the file was stored insecurely on his desktop, following an investigation we have established that the following GDPR principles have been broken in the breach, these are:
· Processed fairly, lawfully and transparently
· Data collected for specified, explicit & legitimate purposes
· Accurate & where necessary, kept up to date
· Data kept in identifiable form for no longer than necessary
· Data processed securely
The investigation also found more sensitive files accumulated on the desktop of the managers computer which if sent would result in a catastrophic breach.
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It is important to measure the future loss resulting in the activity. In this case we have used a risk matrix to establish the severity of the breach. [4] The risk assessed by how many records have been leaked against how sensitive the data is that’s been leaked.
In this case names and addresses are not identified as extremely sensitive data, an example of sensitive data would be sexuality or occupation health record etc. There has also been one teams worth of records leaked which is under 100 – this is why the breach has been established as a moderate breach. 
The tables on the next page show the impact risk matrix and frequency/likelihood matrix. The risk matrix explains the different types of impact of breaches. 1 being the lowest impact so there would be no privacy impact. 5 would be a catastrophic breach, where very sensitive data or thousands of records are leaked.
The frequency/likelihood matrix is to decide if this likely to happen again, on this table 1 is rare so this would mean this type of breach would probably never happen or recur. 5 on this table means it is almost certain to happen again. This is where it is probably a good idea to obtain a data protection audit on processes to reduce the risk. These two matrix’s are multiplied together to decide the severity of the breach as seen under the Risk Matrix heading.
In this case the breach has been marked as 3 on Impact and 2 on likelihood. These have been decided on the basis of how many records have been leaked and the steps that will now follow after the breach to ensure the data is not downloadable and the correct permissions are set for staff in the organisation. This gives the breach an overall mark of 6 which is comes under moderate risk on the risk matrix. (The impact score multiplied by likelihood score)
It is worth noting that in this instance that there will be no financial penalty, but if the occupational health records were leaked there would, accumulating documents needs to be addressed with the manager involved
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	I
M
P
A
C
T

	1
	2
	3
	4
	5

	
	Negligible
	Minor
	Moderate
	Major
	Catastrophic

	
	Minimal / No privacy impact
	Minor impact on an individual’s privacy
	Moderate privacy impact requiring professional intervention
	Breach leading to possible larger scale privacy breaches

	Serious IG breach and non-compliance with the law if requirement not adhered to

	
	No/minimal intervention required

	Other manual or electronic process in place to mitigate the IG risk
	Aspects of reputational damage for the organisation if IG requirement not adopted
	Mismanagement of patient/client privacy with long-term reputational issues
	

	
	
	
	Could impact on a moderate (less than 100) number of patients/clients
	Would impact on over 100 patients/clients – part system failure
	An event which impacts on a large number of patients/clients – full system breach because of no adherence to standards. Is likely to be 1000 of patients/clients
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	1
	2
	3
	4
	5

	
	Rare
	Unlikely
	Possible
	Likely
	Almost Certain

	
	This will probably never happen/recur
	Do not expect it to happen/recur but it is possible
	Might happen or recur occasionally
	Will probably happen/recur but it may not be a persisting issue
	Will undoubtedly happen/recur
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	Status

	1-3
	Low Risk

	4-6
	Moderate Risk

	8-12
	High Risk

	15-25
	Extreme Risk
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Following on from the previous heading, the appropriate actions will need to take place to ensure this doesn’t happen again. A plan is in place which will cover these points:
· Email to all staff to remind them of importance of GDPR and personal data
· Make courses available on data protection for staff to refresh memory or gain better understanding
· Consideration on how the current operational system works, do people need to download files of personal data, this is posing a security risk
· Consideration on the Managers task the document was downloaded for, there may be a need for a procedure to be updated so this take is completed in a better way
· Communications with ICT regarding software, security and permissions
· Possibility of requesting audit of records, data audit to ensure organisation is following good practice [3]
· Retraining for the manager involved
· Disciplinary action for manager involved, this is likely to be a verbal or written warning – retraining is more essential
· Amendments implemented on current system, permissions etc 
These points will ensure risk is reduced significantly, it not only educates people on the importance of data protection, it has the ability to find new technologies that will ensure a more secure network, this along with the consideration on how the current operational system works will hopefully cover up any loop holes that are a risk to the policies.
It will ensure only the right people have the permissions to the system and there is likely to be a change on the system to stop staff from downloading personal information for task outside of the system in future.

[bookmark: _Toc50715541]Evaluation of whether the ICO need to be informed v If an occupational health or sick note was sent
It has been decided in this case that the ICO does not need to be informed. The breach scored 3 – moderate which is lower than required against the organisational policy for informing the ICO. The nature of the breach only saw staff from the managers team leaked, in this case there was not many records leaked and it is unlikely to happen again if the right procedures are followed. The manager has spoken to the member of public and has confirmed the file and email has been deleted. The staff in the team have been informed that the information has been leaked and the correct procedures have been taken to ensure their health and wellbeing is okay and the manager involved has been disciplined.
In this case the manager will be retrained, they will need to complete the GDPR induction again, along with the ICT Six Simple Rules course. Their manager will be holding a meeting to discuss the task in which the file was downloaded for, they will be reminded of the importance of storing documents in correct filing system and the impact sending out more sensitive documents could have on the organisation and the staff. 
If the occupational documents were sent out then the ICO would need to be informed. The more sensitive the personal data leaked the more severe the breach would be ranked. Items such as occupational health records and sick notes come under special category data. This data in the wrong hands could create risks for individuals right to respect for private and family life and freedom of discrimination.[5] It is vital this information is stored securely for its purpose only and not accumulated on the desktop of the computer. 
The manager will be reminded of data retention policies and asked to go through all items stored in their documents and desktops to clear up anything that may pose a risk. 
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[bookmark: _Toc50715543]Introduction
This is a discussion being held in response to the data breach that occurred this month whereby a manager from an operational department has sent out a document containing his staff’s personal information to a member of the public via email. Members are reminded of the confidential nature of the discussions and are asked not to share the minutes with any other person outside of today’s meeting without the permission of the chair.

The purpose of the discussion is to share and discuss in detail all information gather to date to consider the breach itself and principles breached, the risk exposure and the actions that need to be taken to minimise further risks. 

[bookmark: _Toc50715544]Discussion 1 – About The Breach
The nature of the breach, how it has happened and the principles that have been breached and the severity of the breach. 
How much personal data has been leaked and how has the investigation started, have data subjects been informed and has the member of public been contacted and th file now been deleted.

[bookmark: _Toc50715545]Discussion 2 – Risk Exposure
Risk is currently scored as 6 in risk matrix (3 on Impact, 2 on likelihood)
How does the Risk Exposure of the breach weigh up?
How does this breach rank on impact? 
How does it rank on likelihood? 
What is the overall score? How does it rank? 
Is it severe? 
Overall thoughts on the breach.
 
[bookmark: _Toc50715546]Discussion 3 – Actions to minimise risk of future breach
Actions that need to be considered to minimise risks of future breaches. 
Are there adequate policies and procedures in place? 
Is there a loop hole that need to be looked at? 
What software is available to help prevent this from happening again?
Making training and courses available for staff about data protection?

[bookmark: _Toc50715547]Summary – How it will reduce risk
How will these actions minimise the risk of future breaches?
· Staff will be more educated on data protection and the procedures/policies.
· Procedures and policies will be amended as need fit to reduce risk
· IT team to ensure safety when sending documents. Using portals such as Sharefile[6] so data is managed centrally and can be deleted instantly if uploaded incorrectly
· Only the correct people have the access required to access the system
· Removing options to download data from the current operational system will ensure files like the one in this incident do not end up on users’ desktop
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