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Introduction
The UK Police Service has been humiliated numerous times in the past because of their old procedures of collecting, storing and sharing information between forces and with partner agencies.  Over the years there have been many major failings on the part of the police that could have been avoided if their procedures had been up to date and in line with what the public expect from an organisation created to keep the public safe.  The following assignment will outline the procedures and legislations that have been established since these failings in order to ensure information is gathered, kept, destroyed and communicated efficiently to avoid atrocities that could be prevented.  It will begin by examining the different methods the police use to gather their information and intelligence.  It will then evaluate how that information contributes to proactive policing, how officers are tasked and coordinated to preform specific duties or operations to disrupt Organised Crime Groups, Country Lines leaders, Terrorism and other key players that bring disorder and crime to our communities.  Finally, it will assess how information is communicated to ensure the best level of policing throughout the UK and abroad. 


[bookmark: _Toc58937071]Open Source
Open-Source Intelligence or OSINT refers to the broad array of information and sources that are available to the public.  This includes but is not limited to media coverage, academic records, public data and social media pages.  Estimates suggest that roughly 90% of valuable intelligence comes from open sources and according to the CIA open sources often equal or surpass classified information.  OSINT provides access to an abundance of intelligence, one just needs to know where and how to look for this information (Hill, 2018).  

[bookmark: _Toc58937072]Opportunities
Social media has become the forefront of police investigations.  When a person is reported missing, one of the initial attendance actions is to ask about social media, what they have, how often they post and when they last posted, what it was about.  If the account is not private officers can access this as an OSINT to establish where the missing person may be in order to check their safety and return them home as quickly as possible.  Facebook and Twitter are both able to be accessed through OSINT.  These sites can also be used to gather information when a person is wanted by police or to build a background of a victim or suspect for investigators. 

The greatest gift of OSINT is that it does not cost the police anything to access this information as it is widely available to everyone and in the hands of trained officers can disclose a wide range of information on subjects to assist with investigations.  Often the most relevant information that is collected by officers on the subjects is posted online themselves.  This is because many criminals like to show off the profits from their crimes, such as new cars or expensive houses but this also allows police to gather and store this information.  They may also post photos with friends and family members which makes it easier for the police to identify who the subject is close to and who could provide them with the most information. 

[bookmark: _Toc58937073]Issues
Not all social media platforms are OSINT, Snapchat and Instagram use algorithms and safety measures to prevent user’s information being accessed by OSINT and users have learned this.  With COVID restrictions, this has been taken advantage of by criminals to arrange parties and raves without local authorities being aware.  A key example of this was the rave in Banwen, South Wales during COVID restrictions.  This event was planned through Snapchat and a location was only given in the last hour in order to prevent police from gaining knowledge of the planned event.  This obviously shows that open sources will not always contain all the information local authorities need especially when users are actively trying to prevent them finding out.  In this specific case, the only way police would have found out is if they had an informant within the private Snapchat group or a member of the public who knew and could have informed police.


[bookmark: _Toc58937074]CHIS
A CHIS is a Covert Human Intelligence Source and establishes or maintains a relationship with a person and covertly use the relationship to obtain information or to provide access to any information to or covertly disclose information obtained through this relationship (Home Office1, 2018, P.9).  

The information a CHIS collects is sanitised by their handler before it is passed to the intelligence unit to be shared with further police units.  This means that the information is formatted in a way that it is impossible to identify the source of the information.  Handlers must also decide if the information can be shared on the system at all based on its provenance.  If the CHIS is the only person who knows the information then the risks are too high to share that information.  It is because of these risks that a CHIS must be authorised by a Superintendent or a rank above (Home Office1, 2018, P.18).

A CHIS is usually a person who already has easy access to criminality and usually participate at a low level in that criminality, for example a drug user with an established relationship with their drug dealer.  A CHIS will provide authorities with information on this drug dealer and is asked by local authorities to perform certain tasks covertly.  For instance, A CHIS may be tasked to find out where the dealer is storing their drugs or when they get their shipment. 

[bookmark: _Toc58937075]Challenges
A CHIS will then be financially rewarded for the tasks they complete.  The reward depends on the information provided, the greater the worth of the information is to local authorities, the greater the reward.  With these rewards come risks.  Due to the nature of a CHIS generally being drug users, a large pay out could lead to the CHIS overdosing and so these payments are sometimes spread out to avoid these sorts of risks. 

The risks to the CHIS are vast and ever evolving.  With each piece of information they provide there is a risk that the subject will realise it is them that is giving information to authorities and therefore betraying their trust.  The role of the Handler is to minimise these risks but they are always there.  A CHIS will only be used if they have credibility and toughness to stand up for themselves when they may be accused and to get themselves out of difficult situations.  There is a lifetime safeguarding in place for a CHIS, this means even once they have stopped providing information, authorities will keep them safe, even providing a new life elsewhere funded by the authorities. 

Collateral intrusion is another risk and would be taken into account by an authorising officer.  Collateral intrusion is the interference with the private or family life of the person who are not the intended subject of the CHIS.  Any application will include a risk assessment on collateral intrusion and the measures that will be taken to minimise the risk (Home Office1, 2018, P.16)

Public perception is another issue with the use of a CHIS.  A perfect example of this is when Northumbria Police paid a convicted child rapist almost £10,000 for the information he provided to infiltrate and bring down a paedophile gang.  The public and press villainised the police for this action despite approximately 100 people being convicted with jail terms totalling more than 300 years and 278 victims found (Osborne, 2017).

[bookmark: _Toc58937076]Benefits
Despite all the challenges associated with a CHIS, when circumstances are right, the benefits can out way all these risks and challenges and this is when a CHIS will be utilised by police.  As shown in the example above, one CHIS over time can bring down an entire gang.  A CHIS will only be authorised if it is in the public interest and so they are most often used to gain information on Organised Crime Groups (OCGs) and County Lines drug dealers to disrupt business and learn more about the leaders and organisers of these groups to eventually disband the organisation through arrests. 


[bookmark: _Toc58937077]Undercover Operative (UCOs)
The National Undercover Working Group defines a UCO as “a specially trained law enforcement operative working under direction in an authorised law enforcement operation in which the operative’s identity and purpose is concealed from third parties (College of Policing, 2020, P.8).”  A UCO differs from a CHIS as they are law enforcement officers who place themselves into an organisation in order to gain information where as a CHIS is a person already cemented into an organisation who decides to sell the information they already have access to.  Risk assessments are conducted on the right person for the job and the length of time a UCO will be left under cover.  Once a UCO is in position they much comply with the Undercover Code of Conduct as well as the College of Policing Code of Ethics which all officers already follow.  The reason for all these codes which must be followed is to ensure that undercover work is always, proportionate, lawful and ethical in obtaining intelligence.  

[bookmark: _Toc58937078]Issues
Although there are guild lines for officers to follow when undercover, UCOs are in a grey area of policing.  It is debated whether undercover work can be conducted ethically, especially when officers are under cover for long periods of time.  By definition, undercover work is a lie, officers put on a front and pretend to be someone else, which goes directly against the Honesty and Integrity expected by officers in the Code of Ethics.  It is decided that the benefits of undercover working out ways the grey areas of this ethical dilemma by the information being worth more, and doing more good by collecting and acting on it than the negatives the UCO may be doing to obtain this information. 

There have also been points raised that Human Rights, mainly, Article 8, your right to private life.  As this right allows you to forge your own friendships and other relationships but UCOs make themselves a part of the target’s life, in many cases getting to know personal information and in some cases forming very close relationships with the target or close companions to the target.  Forces work around this because the information UCOs are collecting is to prevent disorder or crime (Equality and Human Rights Commission, 2018). 

Undercover operations can also have a detrimental effect on the officer’s mental health due to them spending long periods of time living as someone else, without the support of their family or friends.  They may also see crimes that impact their psychological well-being.  If officers are left undercover for too long they may begin to forget who they really are and what they are trying to achieve (www.parliament.uk, 2013). 

[bookmark: _Toc58937079]Advantages
The main advantage of UCOs is that they gather information that may otherwise never be known, or not known until too late.  UCOs can give real time information to their handlers which can be passed to response to action then and there.  It would be rare for information to be used in this way but it could be if a UCO learned about an imminent terror threat for example.  This sort of information could save thousands of lives and millions of pounds in damages.  Having a UCO can gain information on who the leaders of these organisations are, how they are being funded and what their targets could be.  

Generally the information that UCOs collect will be passed to a handler, sanitised before being disseminated and tasked to response units.  This is to allow the UCO to remain under cover longer, without them being discovered whilst still enabling the intelligence to be used.  Another way to gather such information is to intercept communications.

[bookmark: _Toc58937080]Interception of Communication
The Serious and Organised Crime Agency (SOCA) intercepts communications on behalf of the police.  This is essential in the fight against serious organised crime and terrorism.  This method is used to intercept digital information, such as emails, social media messages, texts and phone calls.

[bookmark: _Toc58937081]Pros
Intercepting communications allows large amounts of information to be gathered covertly with very little safety risk for officers involved.  This method although, intrusive, is considered a less intrusive tactic than eavesdropping or placing cameras or microphones within the subject’s private residence.  This tactic was stated to be a flexible tactic in a review published in 2008.  This tactic allows officers to gain quality leads to investigate criminal activity, in real time or after the fact in order to build evidence.  The method also allows the police to identify suspects and stolen goods through their interceptions (The Police Foundation, 2009, P.3). 

[bookmark: _Toc58937082]Complications
Intelligence is being gathered every day using this method and is used to prevent many planned terrorist attacks every single year, however, this information is kept out of the public domain to prevent mass fear and panic.  Due to this tactic being so covert it is difficult to gain statistics on its effectiveness, meaning that it is hard to quantify how much of the information gathered is used to fight crime and terrorism.  

Information gathered through this means can only be used for criminal intelligence and not as evidence at court.  This means, it can assist police in their investigation, however, even if a suspect admits to an offence through one of the intercepted communications, it is not admissible in court.  This is due to a number of reasons, such as, criminals may change their way of communicating meaning, making it harder for police to gather information in the future.  The information would also have to be kept and produced by the security services, putting a larger burden on them.  This tactic is also considered to be an infringement on Article 8, Right to a Private life as the communications that are intercepted may not always be between two criminals and could intercept an innocent third person.  This is another factor preventing the information being used as evidence in court (The Police Foundation, 2009, P.4).


[bookmark: _Toc58937083]Law Enforcement in the UK and Abroad
The Police National Computer (PNC) shares information between the UK police forces.  Searches can be conducted in real time to gather information, like convictions or conditions of release that persons may have.  However, the sharing of information does get more difficult when it comes to sharing to and from oversees police forces or other law enforcement agencies. 

[bookmark: _Toc58937084]Obstacles
When dealing with foreign nationals, officers need to make requests via ACRO Criminal Records Office to get details of oversee convictions. ACROS exchanges information between European Union, EU, countries and those outside the EU.  However, this process is not as fast as PNC, it cannot be completed in real time on the street and it will take time for the request to be processed and returned to the UK authority.  Within the UK it is now automated for foreign nationals to be checked when they come into custody, however, different countries need to be provided with different details in order to process the request (ACRO, 2020).  

[bookmark: _Toc58937085]Advantages
Although this process cannot be used in response policing, it can be used after the fact of arrest to be used as bad character evidence in court and support reasons for remanding defendants in custody awaiting trial.  The UK also shares information with other countries regarding suspects who have fled the country before facing trial.  If the local authorities in that country then come into contact with that subject they will inform the UK authorities.  This is not the case with all countries but some have deals with the UK to extradite suspects back to the country in which they committed a crime. 
 

[bookmark: _Toc58937086]Partner Agencies
The police gather a large amount of information via partner agencies, such as social services, schools, the ambulance service, and the DVLA (Drivers and Vehicle Licensing Agency). 

[bookmark: _Toc58937087]Opportunities
The DVLA shares large quantities of information with the police which can be used to interrupt criminal activity and it is used daily.  Officers use the Police National Computer (PNC) every day to check driver details, including running number plates through the system to identify lost and stolen vehicles, as well as disqualified drivers.  It can assist officers with tackling Organised Crime Groups (OCGs) who run cars on false number plates as when officers run the plate PNC will also inform the officer of the colour, make and model the vehicle could be.  If this information does not match, the officer knows something is amiss.    The system can also be used to identify vehicles registered in different parts of the country to assist in tracking County Lines vehicles which do regular trips back and forth between major cities like Liverpool and Manchester to smaller towns and cities (College of Policing2, 2020).  

[bookmark: _Toc58937088]Issues
The sharing of information between all these systems can often be slow to update due to such large amounts of details being held.  This can lead to the police working with outdated information.  For example, it may take time for the DVLA to update their records to show that a vehicle has been sold and now has a new owner.  If that vehicle and previous owner was known by officers to be used to move drugs, the new owner could find themselves being pulled and questioned by police regularly, causing them distress and scrambling to prove that they have recently bought the vehicle.  This could lead to a distrust in the police’s ability. 


[bookmark: _Toc58937089]Member of Public (MOP)
Members of the public can hold a wealth of information and not realise it.  Often they think that if they know about something going on in the local area, then all police officers must know too.  However, with resources on the front line of policing stretched, response officers often do not know a lot of the lower level crime or anti-social behaviour (ASB) that is being committed throughout their entire sector.  Response officers often end up helping other sectors that they do not usually cover and therefore have no idea about the crimes in that area or the prolific offenders.  

[bookmark: _Toc58937090]Opportunities
MOP are mixed in amongst the community, they are more likely to see or hear aspects of offenders operations than police officers as the offenders may not take any notice of them.  Extended members of the family or neighbours may know vital aspects of offenders operations that could allow local enforcement to disrupt or destroy operations.  For example, a stay at home mother may notice that their neighbour is carrying many bags of soil, plant pots and growing lamps into their house, but notice that they do not do any gardening, suggesting they are likely running a cannabis factory in that address.  Officers would not necessarily notice this factory until much later in the operation, if ever.  Therefore, MOP can supply key intelligence to help local enforcement shut down operations before they get bigger and start impacting other people’s lives.  If MOP begin to give information regularly, they need to be considered as becoming a CHIS so that the risks can be properly managed. 

[bookmark: _Toc58937091]Challenges
However, there are challenges that arise from MOP providing information.  Often, the motivation for giving the intelligence can be questionable.  The information may not always be true and can be given to police due to grudges.  This is why information is gathered through the 3x5x2 process to record motivation and the reliability of the information.  The system also asks officers to determine if they believe the information to be true or not, and if not, to state their reasoning for thinking that.  Information is entered whether it is believed to be true and reliable or not and it will be processed and analysed before it can be turned into actionable information. 


[bookmark: _Toc58937092]Communicating Information
When and how information is collected, recorded, evaluated, shared, reviewed and disposed of is critical. A number of models are used within policing to ensure that information is dealt with appropriately. 


[bookmark: _Toc58937093]The Management of Police Information (MOPI)
MOPI ensures that all information the police gather must be for a policing purpose and managed lawfully.  Information/intelligence gathered must be stored using the 3x5x2 system to ensure it is categorised by how accurate or inaccurate the officer believes it to be. 

The five policing purposes are; protecting life and property, preserving order, preventing the commission of offences, bringing offenders to justice and any duty or responsibility of the police arising from common or statute law.  These purposes provide the legal basis for collecting, recording, evaluating, sharing and retaining the information police gather.  Without them, the information cannot be legally held. (NPIA, 2010, pp.13-14).

The policing purposes are not mutually exclusive meaning that information can be collected for one policing purpose and used for another. The intelligence is then managed using the National Intelligence Model, in order to manage risks and communicate information effectively (NPIA, 2010, P.14). 


[bookmark: _Toc58937094]The National Intelligence Model (NIM)
The NIM is a ‘Model for Policing’ used to provide strategic direction, make resourcing decisions and manage risks.  It ensures that all information is fully researched developed and analysed to provide intelligence to senior management.  The NIM is used in proactive policing as it allows management to identify, understand and address underlying problems and trends rather than just responding in a reactive manner (UWTSD, 2019, P.1).  The NIM is made up of three levels designed to maximise the communication of information between the levels; 

Level 1 is the sharing of Local Intelligence, this is information collected at neighbourhood level that is shared with Basic Command Units (BCU) level.  Local Intelligence Units provide intelligence to officers with the BCUs and any information submitted by operational officers is submitted via the Local Intelligence Unit who ensure the intelligence is sanitised to ensure the information cannot lead back to the source. 

Level 2 is the sharing of Regional Intelligence.  This information is collected by one force and is shared to other local forces.  The Force Intelligence Bureau (FIB) deal with this inter-force intelligence. Within this department are specialists in interception of communications. 

Level 3 is National Intelligence sharing.  This is when intelligence is shared with International forces.  This is dealt with by the National Crime Agency (NCA) and UK Border Agency.  The NCA is divided between seven regional offices and it collates and analyses intelligence on the UK’s top criminal groups and key crime players. (UWTSD, 2019, pp.4-5)


[bookmark: _Toc58937095]The Criminal Procedure and Investigations Act 1996 (CPIA)
The CPIA requires that police Record, Retain and Reveal any material gathered during a criminal investigation and disclose any relevant material that may weaken its own case or strengthen that of the defence (UWTSD2 2019, P.4).  This will be completed by the disclosure officer in the case and it is up to that officer to ensure that the regulation is followed to prevent a miscarriage of justice.  Failure to follow CPIA could also mean that MOPI guidelines have been breached. 

Information is stored depending on which group it is placed into.  Group 1 contains public protection matters and is placed within this category until the subject reaches 100 years of ages.  It should be reviewed every 10 years to ensure it is up to date.   Group 2 contains other sexual, violent or serious offences.  This information should be reviewed after a 10-year clear period and a decision made on if they should be disposed of or retained based on risk-management. 

Group 3 contains all other offences that do not fall into group 1 or group 2.  Most forces use a time-based, automatic disposal for these.  They will be retained for an initial six year period before being disposed of if the offender has not re-offended or suspected on re-offending in that time.  Group 4 contain miscellaneous intelligence, such as undetected crime, intelligence products, missing persons and intelligence on victims or witnesses (UWTSD (2) 2019, pp.4-5). 


[bookmark: _Toc58937096]The Regulation of Investigatory Powers Act 2000 (RIPA)
RIPA ensures that when public authorities, i.e. the police, use covert techniques to gather private information, it is completed in line with human rights and is only done where the use of such technique is deemed proportionate and necessary. 

RIPA covers information gathered through technical interception of communication, it includes the interception of the content of telephone calls, texts, emails, letters or any other type of communication.  It allows covert intrusive surveillance within private premises or vehicles as well as directed surveillance in public places.  The act covers how informants such as CHIS or undercover officers gain their information.  RIPA can also be used to access electronic data protected by passwords or encryption technology as well as billing or subscriber details from telephone or internet providers (GOV.uk, 2013). 

RIPA authority is difficult to get as it must be shown to be a proportionate technique.  Therefore, RIPA is often only authorised for very serious offences, for instance, terrorism, organised crime groups (OCGs) and County Lines operations.


[bookmark: _Toc58937097]The Intelligence Cycle
[bookmark: _GoBack]For information gathering to successfully be transitioned into useful intelligence it must first follow the five steps of the intelligence cycle.  The five steps of the intelligence cycle are as follows; Planning and Direction, Collection, Processing, Analysis and Production and Dissemination.  Firstly the force must plan and know the direction in which they wish to build intelligence.  For example, if the police are fairly certain that they have identified a member of a County Lines operation they will plan how to gather more information, and what sort or information it is that they wish to gather.  They then collect the information, this could be through, open or closed sources, through covert means such as intercepting communications.  The information then needs to be processed through the 3x5x2 method.  Then it will be analysed and sanitised into the end product of intelligence which will them be disseminated to the right officers.  Those officers can then feedback how useful, accurate and up to date the intelligence was, as well as what information they require going forward before the cycle starts again (Blaney, 2020). 


[bookmark: _Toc58937098]Tasking and Coordinating
Managers use the tasking and coordinating process to priorities the deployment of resources.  The decisions are made through a thorough understanding of the problems forces face and using the intelligence gained it allows the managers to make decisions at strategic and tactical levels.  All tasking and coordination decisions made must be recorded with the operational plans created and the results of their decisions (College of Policing, 2015). 

Daily Management Meetings (DMM) are conducted every day by a senior operation officer in which acts to make fast decisions based on the incidents in the last twenty four hours and what is anticipated over the next twenty four hours (College of Policing, 2015).  In DMM it is decided which departments will progress different investigations based on the resource levels of each department, the seriousness of the crime and the amount of information gathered to that stage.  Within DMM decisions will be made based on the risk the offender represents, if the crime is particularly violent, it will be a priority to task officers to make arrests or investigate and the senior officer will ensure coordination between departments to establish who is taking primacy and who is doing each part of the investigation.  For example, response may be tasked with making arrest enquiries, whilst CID may take witness statements and interview the suspect whilst NPT check CCTV in the area and conduct house to house enquiries.  Together they all investigate the offence, completing their own small task. 


[bookmark: _Toc58937099]Conclusion

The police gather their information through an array of open and closed sources as well as through covert means.  Each method through which they receive the information will always have issues of some kind, whether it be that the information is not detailed enough, or that the risks involved in gaining that information may be great to the officers involved.  However, once all the information gained through the different means are used collectively, it can be used to prevent terror threats and disrupt Organised Crime Groups by intercepting and destroying massive quantities of drugs being moved around the country.  

That being said, the information gathered isn’t worth anything until it has fully completed the Intelligence cycle.  It has been analysed, sanitised and stored appropriately so that it can be disseminated through tasking and coordinating to the appropriate departments, whether that be to counter terrorism police, specialist task forces for organised crime groups, the priority policing unit, response and so on.  Managers and senior officers will use the information to assist with resourcing levels, establishing where more officers may be needed.  For example, if there was information that a terror attack was being planned during a Six Nations Rugby match being played in Cardiff City Centre, more officers would be deployed to the area along with specialist firearms and counter-terrorism police.  There would also be more resources placed into watching CCTV in the area and officers that film crowds, looking out for the supposed suspect.  The information would also be shared with partner agencies, such as British Transport Police. 

The police have to be very careful with the how they store and disseminate intelligence, as they must meet the legal requirements of many different legislations to ensure that all the intelligence they gain is for a policing purpose and prevent it from falling into the wrong hands.  Intelligence must only be shared with those who need to know it and used for investigations or officer safety.  The reason that intelligence must be kept from the knowledge of the many is to ensure the safety of those providing the information and to avoid subjects from changing their habits so that the police can continue to gather the information they need. 

Every single method police use to gather intelligence is needed to build an overall picture of what is happening within a force area, between multiple force areas, nationally and globally.  The police must keep an eye out and an ear to the ground to ensure that they are aware of the issues facing them every single day.  Forces must ensure that they have the most up to date information possible and the resources available to respond quickly to the intelligence they gain when necessary. 
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