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Why are terrorist organisations often involved in other forms of criminality (e.g. acquisitive crime), and how can this inform counter-terrorism policing? 
Your answer must be based on academic research, although you may make reference relevant case studies. 



This essay will be looking into how there are deep connections between terrorist organisations and other forms of criminality such as, drug trafficking, money laundering, fraud, arms smuggling, cybercrime, human trafficking, and smuggling. As global security has strengthened across the world, terrorist’s organisations have to adapt and evolve their operations, relaying strongly on criminal activities that can fund their aims and targets.  This essay will also investigate the crime-terror nexus project which shows the lengths that terrorists organisations work to secure funding “Terrorism has become an enduring global threat, due to an unprecedented growth in interactivity between and among a range of armed violent non-state actors, including organized criminal groups. This is due to a crisis of state fragility, as state institutions weaken and some states even face the prospect of collapse.” Liang, C.S. (2022).

The term crime-terror nexus refers to the crossing over from terrorism to criminal activity, where terrorist’s organisation engages or benefit from criminal activities or enterprises to subject their objections. This connection comes from various forms, from direct involvement in illegal and illicit activities to from alliances with criminal enterprises or groups. Terrorist organisations and criminal enterprises operate in the shadows of society, such as smuggling networks, to move people and goods across borders. “The Crime State Nexus project tries to take action against politically exposed people in Albania, which can include banning them from Britain. The basic aim is therefore to break the links between politics, business and illicit activity.” Daily Mail (2024) The illicit economy offers terrorists groups an opportunity to generate revenue through drug trafficking, arms smuggling and other criminal activities. In countries where funded is well needed and desired or where state institutions are weak, terrorist groups and criminal groups can exploit lawlessness to achieve their objectives “Economic crises also increase opportunities for terrorist recruitment by weakening institutions for coping with the consequences of sharp economic downturns. On the other hand, the economic losses caused by crises reduce the resources available to terrorist groups." Omelicheva, M, Webb, C (2020) These overlapping motivations and opportunities create ground for terrorists’ organisations and criminal groups to form an allegiance.

One of the primary reasons for terrorists’ organisations to engage in criminal activity is the need for financing their objectives. As counter terrorism efforts have successfully targeted traditional sources of funding, such as state sponsoring “ the steady pattern of decline in the number of states sponsoring terrorism and the intensity of support provided to terrorist clients” Collins, S, D (2014) or donations from wealthy benefactors or wealthy companies “A small but steady flow of money to ISIS from rich individuals in the Gulf continues, with Qataris the biggest suppliers. These rich individuals have long served as "angel investors," as one expert put it, for the most violent militants in the region, providing the “seed money” that helped launch ISIS and other jihadi groups.” NBC news (2014) many have turned to crime as an alternative revenue stream.

Drug trafficking is one of the most lucrative criminal activities linked to terrorism. The connection between terrorist groups and the drug trade are well documented in regions like Afghanistan, Syria and Iraq, where the Taliban and ISIS profit from the opium trade “the Taliban has continued to enjoy the huge volume of income generated from Afghan opiates. Every year some US 2–3 billion afghan opiate money flows to the Afghan drug traders and a certain percentage of this amount goes to the Afghan Taliban.” Demirbuken, H (2016), Similarly, groups in Latin America, such as the Revolutionary armed forces of Colombia, have been involved in cocaine trafficking and using the profits to fund their operations “the group is better known for its major role in the illicit narcotics industry” Post, J.M. (2009).

Kidnapping for ransom has also become a common method for terrorist’s organisations to raise funds. Groups like al-Qaeda, ISIS and Boko Haram “the kidnapping of girls and young women as an act of retaliation or revenge against the government” Leonard Boyle, E. (2023) have increasingly resorted to this tactic, in regions where kidnapping has become a major industry. “The UN (United Nations) estimates that terrorist’s groups in these regions have received million of dollars in ransom payments over the years” Global Counterterrorism Forum (2017). 

In addition to traditional crimes like drug trafficking and kidnapping, terrorists’ groups often engage in financial crimes such as money laundering “money laundering that finances the ‘new’ terrorism of the post-9/11 era has been further hampered by remaining locked into static money laundering concepts.” Ridley, N (2008) fraud and the production and selling of counterfeit goods. These activities not only provide financial support but also help to secure the sources of their funding. The complexity of modern-day financial systems has made it easier for terrorists’ groups to launder money through global networks, posing significant challenges for law enforcement agencies. "terrorist financing typically involves smaller amounts of money than does traditional money laundering, often far less that $100,000. Combatting such relatively small-scale laundering can be far more difficult" Reuter, P & Truman, E, M (2004)

Aside from financial gains, terrorist groups are often involved in criminal activity for logistical and operational reasons. Engaging in criminal enterprises allows them to establish networks to facilitate the movement of weapons, people, and fighters. Criminal networks that are involved in smuggling, provide terrorists group access to the black market, where they can obtain arms and explosives. The global arms trade is an essential component of many terrorist organisations for their operational abilities. In conflict zones, the availability of arms is linked to criminal activity. “In the Middle East and North Africa, arms smuggling has allowed terrorists groups like ISIS to acquire advanced weaponry.” Berman (2017) Similarly, in West Africa, “Boko Haram has benefitted from the arms trade, obtaining weapons from Libya after the fall of Colonel Gaddafi” Hermon, (2014)

Human trafficking and smuggling are also big for terrorist organisations in regions where the state control is weak or are easily bribed by these organisations. Not only do they sell people all around the world as slaves, but they also use this method to recruit fighters into their organisations. These activities make the organisations stronger by creating a bigger organisation to fight, creates revenue and they can move people across borders undetected and with ease. “ISIS, for instance, has been linked to human trafficking in the territories it controls, where it systematically enslaved and trafficked women and children” Binetti, (2015)
Terrorism and the criminal activity that coincides with being a terrorist organisation has profound implications for counterterrorism policing. Traditional counterterrorism policing strategies have focused on intelligence gathering, surveillance and military operations to disrupt terrorist’s plots. The crime terror nexus complicates these efforts, as it blurs the line between terrorism and organised crime, making it more difficult to identify and target terrorist networks. "The Terrorist-Criminal Nexus: An Alliance of International Drug Cartels, Organized Crime, and Terror Group" Hesterman (2013) 

Given the overlap between terrorism and organised crime, counterterrorism policing must adopt and adapt to a more integrated approach, involving cooperation between police forces worldwide, intelligence agencies and regulators of the financial industry. Investigations in the financials, often require expertise in financial crime and money laundering, including collaboration with agencies who specialize in that area. Successful counterterrorism efforts depend on the breaking down the barriers that stop agencies for tackling terrorism and those fighting organized crime working together. The Financial Action Task Force is an international body that set standards for combating money laundering. “The FATF plays a central role in global efforts in combatting terrorist financing, through its role in setting global standards to combat terrorist financing, assisting jurisdictions in implementing financial provisions of the United Nations Security Council resolutions on terrorism, and evaluating countries’ ability to prevent, detect, investigate and prosecute the financing of terrorism. FATF (n.d)

Disrupting the financial lifelines of terrorist organisations is a key component of counterterrorism policing. As terrorist groups increasingly rely on criminal activity to fund their operations. Targeting their financial networks has been a top priority, this involves identifying and freezing bank accounts, disrupting money laundering operations and cutting off access to illicit funds. “impact of the ‘Financial War on Terrorism’ on the UK’s CTF legislation after 9/11 and it concentrates on the criminalisation of terrorist financing, the ability to freeze the assets of terrorists, the confiscation or forfeiture of terrorist assets, the implementation of the United Nations sanctions regime” Ryder, Thomas & Webb (2018). Another strategy to stop money laundering is by looking at corrupt officials, who take bribes or look the other way, in regions where the wealth in the region is poor and identifying complicit businesses in these regions. It involves activities in which public officials, legislators, and politicians “use powers delegated to them by the public to further their own economic interests at the expense of the common good” Jain (2021) 

Intelligence sharing is critical in addressing the crime terror nexus. Criminal organisations and terrorist groups often operate across borders, making international cooperation essential. Multinational bodies like Interpol and Europol play key roles in facilitating the exchange of information between countries. “Current operational cooperation between Europol and INTERPOL rests on a solid basis and this new secure link will undoubtedly strengthen the alliance between our two organizations. It will ensure an even more powerful response for the international law enforcement community, ultimately enhancing our capabilities” Interpol (2011)

As terrorist’s organisations increasingly engage in cybercrime, counterterrorism policing must evolve to address the digital dimension aspect of terrorism. This requires enhanced cybersecurity measures, including monitoring of online platforms, social media accounts and cryptocurrency transactions. Cyber units within law enforcement must be equipped with the tools and expertise to track digital threats and prevent cyberattacks from terrorist’s groups. “In an increasingly digital world, law enforcement agencies face the daunting challenge of protecting their digital assets from ever-evolving cyber threats. To successfully combat cybercrime, agencies must adopt best practices, leverage technology, collaborate with other organizations” Iannarelli (2023). International cooperation is essential in the fight against cyber terrorism, as cybercriminals and terrorists often operate across borders. The European Union Agency for Cybersecurity (ENISA) aim to strengthen cybersecurity capabilities across Europe “The European Union Agency for Cybersecurity, ENISA, is the Union's agency dedicated to achieving a high common level of cybersecurity across Europe” European Union Agency for Cybersecurity, (n.d)

While counterterrorism policing must adapt, it also faces significant challenges and ethical considerations. Enhances surveillance, financial tracking and intelligence sharing must be balanced and must not infringe on civil rights and privacy right, not to profile individuals and communities in an unjust way. “"Under the guise of counter-terrorism, the state has acquired totalitarian style surveillance powers and this is the most intrusive system" British Broadcasting Corporation (2017)

In summary, the crime terror nexus of terrorism and criminal activities presents significant challenges for counterterrorism policing “running a terrorist organization requires substantial financial resources which are transferred to the groups through clandestine and often illegal channels” Krieger, T, Meierrieks, D (2011) Terrorism organisations are using criminal exploits to beef up their bank balance and make themselves more of a threat. By recognizing the interconnection between terrorist organisations and organized crime, law enforcement agencies must spread resources in different areas of policing to thwart illicit activities of these terrorist groups, to try and freeze assets or stop these terrorists’ groups from getting more equipped and getting bigger and stronger.
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What options do the police have for investigating volume crime? How might personal attitudes, values and bias impact upon the effectiveness of these options? 
Your answer must be based on academic research rather than personal experience, but you may make reference to relevant case studies.

In this essay, I will be exploring the options available to police when investigating volume crime "any crime which, through its sheer volume, has a significant impact on the community and the ability of the local police to tackle it. Volume crime often includes priority crimes such as street robbery, burglary and vehicle-related criminality, but can also apply to criminal damage or assaults." College of Policing (2013), from traditional forensics and intelligence led approaches. Additionally, this essay will dissect how personal attitudes, values, and biases, whether conscious or unconscious, may impact the investigation. Volume crime or “high frequency crime” encompasses offences that occur frequently but are often seen low impact, crimes such as shoplifting, vandalism, burglary, and vehicle thefts. These high-volume crimes do not typically use violence but have an impact of social and economic consequences. 

Traditional policing methods have long formed the backbone of investigations into high volume crime. Response policing is the most straightforward approach to volume crime is response policing, where calls are made to police and response officers arrive at scene and conduct their work. Gather evidence, golden hour enquires “The golden hour is the period immediately following the report of an offence or incident, when positive action should be taken. This may include protecting, preserving or gathering material that may otherwise be concealed, lost, damaged, altered or destroyed. Effective action during the golden hour will increase the opportunity to identify suspects, protect victims and witnesses and help to secure positive criminal justice outcomes.” College of Policing (2013), take statements and attempt to identify the offender(s). Whilst this method is straightforward, its effectiveness can be undermined by the sheer volume of cases on an officer’s workload and the amount of time it can take to conduct the golden hour enquires. Officers’ workload can tough to manage and taking time out to investigate high volume crime is a rarity, so managing investigations and workload can be a tough ask.

Community policing is also a staple in preventing high volume crime. "Depending on crime type, CP can be a promising policing strategy to reduce crimes. und a statistically significant" Ekici, N., Akdogan, H., Kelly, R., & Gultekin, S. (2022). Community officers can build good relationships between the police and known offenders. Community officers are assigned to specific areas to act as a deterrent and help build a rapport with local business owners and residents. This type of policing is more proactive and focuses on building trust to gather information that could prevent or solve high volume crime. Community policing helps gather intelligence on offenders and business are at risk of being the victims of high-volume crime.

Advancements in Forensic science and technology have revolutionised the way police investigate and approach high volume crime. Forensic science can play a pivotal role in high volume but low-level crimes. The analysis of fingerprints and DNA can lead to identification of suspects or help establish links between different crimes scenes. "The importance of using forensic science at the early stages of an investigation to provide intelligence and support decision making together with the need to adopt a partnership approach to tackling crime" Mennell, J & Shaw, I (2006). However, using forensic science in high volume crime comes at a significant cost to police forces, resources and funding could be better used than trying to identify offenders of low-level crimes. "The effectiveness of forensic science is directly related to the quality of the scientific analysis and the timeliness with which that analysis is provided, while efficiency is associated with attempts to minimize costs without negatively impacting quality." Kobus, H, Houck, M, Speaker, P, Riley R, et al (2011) Forensic science methods are expensive and time consuming and their application tends to be reserved for more serious offences or cases. 

The widespread availability of surveillance technologies has significantly enhanced the ability of police forces to investigate volume crimes. CCTV cameras, automated number plate recognition (ANPR) and online digital forensics tools allow police to track suspects and gather additional evidence. CCTV cameras in public spaces and private business and properties can provide crucial footage to enable police to identify suspects or vehicle involved in crime. ANPR cameras can provide the movements and times of a vehicle that has been involved in criminal activities. ANPR camera can provide live updates if vehicles are still on the roads and can assist with tracking stolen vehicles. "Many police forces across the UK, including West Midlands Police, have invested substantially in ANPR technology to help achieve crime reduction, detection and public safety objectives." Sidhu, B, Barnes, G & Sherman, L (2017) With the increasing use of social media, police can monitor and track individuals via their use of social media and have the ability to track phones and pin them to a location. While technical solutions offer significant advantages, they are not without flaws. Poorer neighbourhoods may lack significant amount of technical infrastructure, such as CCTV camera and ANPR cameras. The local councils in these poorer neighbourhoods, may lack funding so can turn off technical infrastructure to save costs.

Intelligence led policing focuses on the collection, analysis and sharing data to inform. "Actionable intelligence is established through the identification of the best features and parameters, within a decision support system, that will yield the most accurate models for predicting crime within the local community" Osborn, B (2018). Rather than responding to crimes, the intelligence led approach can deter high volume crime from occurring in the first place and the behaviour of prolific offenders. High volume crime is often committed by prolific offenders, by focusing resources on identifying and disrupting these individuals, police can have an impact on crime rates. Intelligence led policing often relies on informants, surveillance, and data analysis to track the activities of prolific offenders. Once identified, these individuals could be subject of enhanced monitoring. The effectiveness of intelligence led policing relies on quality of the intelligence and the data analysis. Poor intelligence and data analysis can stifle the ability of police forces to target high volume crime. "issues with training, and data quality and availability hamper the ability of intelligence analysts to contribute to the crime reduction effort." Ratcliffe, J (2006)

While the methods and tools the police use to investigate volume crime, human factors can disrupt the effectiveness of the investigation. Personal attitudes, values and biases among police officers can influence how these strategies are implemented. Police officers have the right to exercise discretion in how they investigate volume crimes, officers may prioritize certain investigations over others. The unconscious bias decision can be influenced by certain personal attitudes about victims, the seriousness of the crime, assumptions of the crime or if the victim is a global company “A major cause of biased policing is likely the implicit biases that operate outside of conscious awareness and control but nevertheless influence our behaviors.” Charbonneau, A, Glaser, J, Spencer, K (2016). Crimes occurring in wealthier areas/neighbourhoods could possibly receive more attention than volume crimes in more disadvantaged areas. Crimes committed in disadvantaged areas are less likely to be investigated as it is seen a “normal” in these types of areas and could possibly be the a known offender(s) in these disadvantaged neighbourhoods “Neighbourhoods with a high rate of crime are more densely populated and have a higher percentage of residents living in multi-unit dwellings, the residents of these neighbourhoods are also less likely to have a university degree, more likely to earn a lower wage, and more likely to live in low-income households” Charron, M (2006). Shoplifting from large retailers might be treated with less seriousness than a theft from a small, independent retailer, based on judgements about the perceived impact of the crime. 

Implicit bias refers to unconscious attitudes or stereotypes that affect decision-making. In policing, implicit biases can result in officers targeting certain demographic based on notions about who is likely to commit crimes “implicit and explicit bias, race-crime stereotypes, intragroup bias, ingroup favoritism, stereotype threat, and dehumanization in policing interactions,” Kahn, K, Martin, K (2020) This is particular relevant in volume crimes investigations, where police rely on well known offenders who frequent the local areas and are well known for committing crime, in absence of hard evidence. Officers might be more likely to suspect young men and women from minority ethnic backgrounds of committing crime “black men are significantly more likely to be stopped and questioned by the police and subsequently arrested, and far more likely to receive a harsher sentence in comparison to white men. This is also true for black women, who are four times more likely than white women” Pittaro, M (2018) This kind of bias not only undermines the fairness in investigations but can also damage the trust between the police and the communities that they serve, making harder to gather intelligence in future cases.

Police officers’ attitudes amongst police forces values “Nottinghamshire Police is among those forces that say they are no longer able to investigate shoplifting unless violence is involved. British Broadcasting Corporation (2017)   towards low level volume crimes like shoplifting and vandalism could be treated as less serious because of the low-level nature of the crime. This can result in these sorts of crimes not being investigated as the evidence is not fully gathered or the suspects are not pursued with the same attitude as in a more serious case. “that shop theft is not treated seriously by the police which "risks undermining confidence in the police and wider criminal justice system” British Broadcasting Corporation (2024)

Another way that personal values and biases can influence investigations is through victim-blaming “the transference of blame from the perpetrator of a crime to the victim-survivor, who is held entirely or partially to blame for the harm they suffered” Independent Office of Police Conduct (2024). Officers who have certain attitudes about the seriousness of a crime or place the responsibility on to the victim, such as, if a burglary was to happen, officers could place the blame on to the victim by blaming them for leaving their doors unlocked or not installing to correct security camera and systems, which could lead to less thorough investigations. 

To conclude this essay, investigating volume crime requires a mixture of traditional policing methods, forensics and technological tools and intelligence led strategies. Each of these approaches offers distinct advantages but resources that are the disposal to police forces can also determine the outcome of these investigations. Personal attitudes, values and biases among police officers can influence the effectiveness of volume crime investigations, decision making, implicit bias, and victim blaming all have the potential to undermine police investigations into high volume crime.
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