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ABSTRACT
Data protection becomes more and more important for organizations with the rapid development of computer technology and with the increasing amount of data they have to deal with in daily basis.
I this report I investigate how aware of data protection the companies are, especially employees and how it is possible to increase their awareness in order to achieve better conformance with the low and to avoid data protection breaches.
I conducted desktop research by looking at relevant surveys, interviews and information provide by relevant organizations such as ICO and ACAS.
I have found that data protection must be built in the data management life cycle and it must be a part of organizational culture. 
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Introduction
In this report I examine how it is possible to raise organizational awareness of data protection issues and what type of measures should be in place to protect the personal data more effectively..
1. Background
Businesses and other organizations utilize and generate a high amount of data essential for their day to day operation and further development. Data is essential for planning and decision making, for carrying out everyday tasks (operational data) and for assessing performance. Nowadays operational data can be used to gain information and then knowledge regarding performance as well as for drawing conclusions for further planning and decision making. Big Data concepts are often used for creating knowledge by analysing patterns and trends in data. Also, Knowledge Base Systems are produced to help humans.
For generate meaningful information especially for strategic and tactical purposes the operational data should be put into relevant context and its meaning should be assessed on the basis of the relevant context.
We can speak about knowledge when the information gained from the data is applied to real life scenarios appropriately. Creating knowledge involves some data processing, interpretation and generalization. Individual data items should be summarized, relationships between data items should be identified to define some genaral rules often utilitizing statistical methods.
Since, as it was pointed out above, information and knowledge essential for operation and development of companies and they are created from raw data, we can conclude that data is important asset for companies.
Due to the rapid advance of computer technology in this informational society, data management, processing and interpretation became more effective, while on the other hand, due to the high volume of data as well as the high level of automatization and portability of data, data management involves more risk.
It is especially worrying since this data often includes relevant amount of personal data. Personal data should be protected because of ethical reasons. Every person has the right to privacy and freedom as basic human rights. 
2. Methodology 
I studied the literature regarding data protection, analysed surveys and interviews regarding awareness of GDPR in the aspect of employees’ role and responsibility.

[bookmark: _Hlk534588273]3.Findings and Discussion

Isos Housing Limited found that employee awareness of data protection and effectiveness of data handling were improved by employing a special advisor, checking the current level of awareness and effectiveness of data protection measures, creating new policies, giving face-to- face training, defining clear responsibilities and accountabilities,and investment of resources (ISOS, nd)
Acas guidelines also stress the importance of clear data protection policy for handling data, staff’s awareness of data protection principles and processes. Acas suggest that Data Protection Officer should be employed to coordinate tasks regarding data protection. Apart from defining rules and teach employees about the principles and processes, the overall culture of organization is important in order to employees feel responsibility for their actions in regards with data protection. Also, employees should be aware not to disclose personal data inadvertently. (ACAS, nd)
It is essential to have a clear response plan as part of the policy which details what to do and exactly who to turn to in the case of breach of data security. Also the impact of the breach to the data subject must be assessed and there must be a process in place clarifying the steps involved when informing the Information Commissioner (ICO) and the data subject. Breaches must be documented. (ICO1, nd)
GDPR takes the approach of ‘Data protection by design and default’ data protection should be built in into your processing activities and business practices, from the design stage right through the lifecycle. It is about designing and implementing technological and organisational measures in order to prevent data protection issues, deal with them methodically if becomes necesary and mitigate the effect once it has happened. It is an ongoing process requires periodical risk assessments.  The severity of consequences of breach must be identified. The policy then should be reviewed and updated on the basis of the latest risk assessment. Training to the staff must be provided after each update to the policy. 
People are becoming more sensitive of their right regarding data security, therefore appropriate  data protection provides businesses with competitive advantage due to better customer satisfaction. On the other hand, companies’ reputation can be lost if they dont have effective data protection measures in place. Organizations are becoming aware of the importance of appropriate data protection. Almost 91% of the respondents of the GDPR Compliance Survey 2018 understood that all employees must be well-informed about GDPR in order to provide effective data protection.
[image: ]
In order to become more GDPR-compliant, organizations must use more resources, more elaborated processes, procedures and controls.
Staff data protection training is essential for compliance, still a survey (Abela, 2018) found that less than 10% of the companies questioned conducted training to all employees and only 53% of plan to give training to the staff  
According to Rick Gruijters: “You can have the most solid security and information management systems to enhance personal data protection but as we know people are often the weakest link when it boils down to overall security and data protection.”
The engagement of the management is essential but not sufficient for the success. Management can provide plan and put measures in place, but the data protection is everyone’s business at a company (Biscoe, 2017). While companies tend to make the IT department responsible for data security and protection, other departments such as HR are affected. Symantec research found that 44% of European HR professionals was not familiar with GDPR principles. Only 14% of the respondents thought that the data protection is everyone’s responsibility according to a research in 2016 (I-SCOOP, nd)
Cencuswide’s survey found that the data breaches are „ the new normal” and companies are realistic about that, still they are not ready to be compliant fully.
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Less than half of the organizations conducted GDPR readiness assessment and only 28 % of businesses had clear plan to deal with breaches of personal data.. 
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Only 26% said that the business management is involved in the work of data protection cross-departmental bodies which is worrying since management should champion the changes. (PROOFPOINT,nd)
: Preparations for the new Data Protection Act  
 
 Awareness: 38 per cent of businesses, and 44 per cent of charities, say they have heard of the General Data Protection Regulation (GDPR), 
[bookmark: _GoBack] 
 Among those aware over a quarter of businesses and of charities made changes to their operations in response to GDPR’s introduction. 
  Cyber security changes to policy or practices: Among those making changes, just under half of businesses, and just over one third of charities, said these changes included those to cyber security practices..  
 
 Of the businesses and charities reporting cyber security changes, creating or changing policies was the most common cyber security change recorded. just over one-third made this change. 
[image: ]
how aware businesses and charities are of the incoming change, how they are actively preparing for the change; and how they are doing this specifically in the area of cyber security. 
 
These statistics are taken from the Cyber Security Breaches Survey, a wider survey which measures how well UK businesses and charities approach cyber security, and the impact of cyber attacks on these organisations. 
 
Responsible statistician: Rishi Vaidya 020 7211 2320 
s commissioned by the Department for Digital, Culture, Media and Sport (DCMS) as part of the National Cyber Security Programme. It is carried out by Ipsos MORI, in partnership with the Institute for Criminal Justice Studies at the University of Portsmouth. This year’s survey was carried out between October and December 2017 and featured responses from 1,519 businesses and, for the first time this year, a sample of registered charities (569 in total). 
(Cyber Security Breaches Survey, 2018)
--

their instinctive understanding of the law lines up reasonably closely with the actual law. 
sensitivity of data was in some cases highly influenced by the context in which the data could be used. 
How organisations should behave when collecting and using data
a very strong emphasis on consent. 
politeness and transparency in her reasoning for why consent was important.
transparency, decency, and political correctness. 
GDPR as a opportunity to have greater control about data about them..
. Awareness of rights to portability, to erasure, and around automated decisions was very low. 
unclear and long privacy information was causing some people to opt out and some people to opt in without thinking:
It seems clear that awareness of the complaints system for data protection issues is low had relatively high levels of understanding of data protection issues in general. Levels of confidence that they could be successful in having a complaint resolved to their satisfaction were also low.
Clearly for people to use their GDPR rights to complain to a regulating authority they have to be aware of the relevant regulating authority. 
public awareness of the various GDPR rights.. 
(OpenRights Group, nd)
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In this report I examined 
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Is your organisation currently GDPR compliant?

No, but we wil be before May 2018

No, but we wil be:
atter May 2018

Il vt

No, and | dont know
when we wil be:

I o, ommincwe
everwilbe

Yes, fully compliant





image5.tmp
‘Which of the following describes your organisation’s data governance strategy? (Tick allthat apply)
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Departments involved in project team tasked with getting your organisation to GDPR compliance
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