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[bookmark: _Toc237449777]1. Introduction
[bookmark: _Toc237449778]1.1 Background
Cloud computing is shifting from physical servers to virtual machines, containers and serverless architectures, helping businesses access computing power more flexibly and efficiently. 
[image: ]
[bookmark: _Toc237449400]Figure 1: Cloud Application
(Source: Self-developed)
The increasing need for services that can be scalable, cost-effective, and quickly deployed. Overhead and efficiency of containers defined as virtualised servers. Docker has therefore grown into a key technology for cloud-native development, enabling the deployment of portable, lightweight and consistent applications on modern cloud infrastructures [1].
[bookmark: _Toc237449779]1.2 Purpose and Scope

[bookmark: _Toc237449401]Figure 2: Cloud computing flow
(Source: Self-developed)
This document exemplifies the principles of virtualisation and evaluates containerisation using Docker in class-based demonstrations. It examines the construction of Docker images and their publication, container volumes and networking as well as load balancing, scalability, and application gateways in clouds. Moreover, the report studies various economic and technological drivers of cloud adoption such as flexibility and scalability. Further, containerisation is compared with serverless computing. It connects theoretical concepts with practical implementation.
[bookmark: _Toc237449780]1.3 Report Structure
The report first looks at the concepts of practical cloud deployment and Docker. Then virtualisation and containerisation are discussed. It then examines load balancing, scalability, and application gateways and the advantages they provide when used. The upcoming section will look into the motivating factors behind cloud adoption and comparison between serverless computing and containers. Finally, the report reviews the practical demonstration of the video and conclusion.
[bookmark: _Toc237449781]2. Cloud Technology: Docker and Examples 
[bookmark: _Toc237449782]2.1 Principles of Virtualisation 
[bookmark: _Toc237449783]2.1.1 Explanation
Virtualisation is a technology that creates a virtual version of something, including platforms, storage devices, and network resources. Hypervisors control the essential resources of underlying hardware and distribute them among the virtual machines (VMs) [2].  Every VM can operate its own guest OS and applications, but remain logically isolated from other VMs. Organisations can reduce hardware requirements while improving efficiency by consolidating multiple workloads onto shared infrastructure to improve resourcing [3]. The technology enabling today's cloud computing in an essential manner is known as virtualisation.
[bookmark: _Toc237449784]2.1.2 Theoretical Discussion
· Type 1 hypervisors operate on the physical machine or hardware without any operating system. They are used at large-scale enterprise data centres and cloud infrastructures.
· Type 2 (hosted) runs as an application on a conventional host operating system (OS). They are useful for development, testing and, often, desktop virtualisation.
Utilizing virtual machines enables better use of resources by sharing the workload’s CPU, memory, and storage. Resource isolation is another benefit of virtualization. Afterwards, problems occurring in one VM are not likely to affect another VM.  Each VM usually needs a full guest OS which adds more storage, memory and processing overhead, compared to containers.
[bookmark: _Toc237449785]2.1.3 Critical Evaluation
The ability of cloud providers to run multiple workloads on shared, physical infrastructure while maintaining logical isolation was made possible by virtualisation. As a result, this hardware was utilized more efficiently, requiring less infrastructure and allowing virtual machines to provision flexibly and as required [4]. The demand for every VM to run a full guest operating system adds memory, storage and startup overhead. 
Thus, organisations are using containerisation for light and rapid workloads. Unlike traditional VMs, containers share the host operating system kernel while isolating the OS, rather than the application, and making containers less resource-hogging VMs [5].  However, VMs typically provide better isolation, and remain useful in cases where one requires operating-system independence and infrastructure-level control [6].
[image: ] 
[bookmark: _Toc237449402]Figure 3: Virtualisation Architecture 
(Source: Self-developed)
The role of a hypervisor is shown in figure 2, which allows an operating system to run multiple virtual machines. The hypervisor abstracts computing resources and allocates them to virtual machines through isolation. Server consolidation facilitates an enhanced use of a well configuring cloud infrastructure.
[bookmark: _Toc237449786]2.2 Principles and Benefits of Containerisation 
[bookmark: _Toc237449787]2.2.1 Explanation
Containerization is an operating system-level virtualization method that allows applications to run in isolated user space while using the same operating system kernel [7]. Every container bundles an application with the required dependencies, libraries and configuration which create a consistent execution environment. Containers do not need a whole guest operating system unlike virtual machines, making them lightweight. Images containers provide a portable application that can be deployed in a constant manner on development, testing, and cloud environments [8]. Containers are capable of fast deployment because they can quickly start. Due to their isolation, portability and efficiency, containers are especially suitable for cloud-native applications and microservices.
[bookmark: _Toc237449788]2.2.2 Theoretical Analysis 
Containerization uses OS-level virtualization to package application processes to their own virtual containers while sharing the OS kernel [9]. Consequently, no operating system is run, which reduces overhead. 
Containers provide cloud-native architecture that breaks applications into independently deployable services. It facilitates scalability, portability, automation, and continuous delivery.
Containerized applications closely adhere to the principles of the Twelve-Factor App, especially in managing configurations, statelessness, declaring dependencies, and separating build, deploy and execution environments.
[bookmark: _Toc237449789]2.2.3 Comparison
	Virtual machines
	Containers

	Full guest OS
	Shared host kernel

	Hardware virtualisation
	OS-level virtualisation

	Higher overhead
	Lower overhead

	Slower startup
	Faster startup

	Stronger isolation
	Process-level isolation

	Larger images
	Lightweight images

	Separate OS resources
	Shared kernel resources

	Heavier deployment
	Lightweight deployment


[bookmark: _Toc237449422]Table 1: Virtual machines vs Containers
(Source: Self-developed)
Virtual machines have improved isolation and OS independence but take up more resources since each VM has its own guest OS. Containers share the host kernel for process-level isolation, while minimizing overhead. 
[image: ] 
[bookmark: _Toc237449403]Figure 4: Virtual machines vs Containers
(Source: Self-developed)
The differences between the two application virtualization approaches illustrated in figure 3. Virtual machines install full operating systems above a hypervisor and incur higher resource overhead. The host operating system kernel is instead used through a container runtime, e.g. Docker Engine. 
The main benefit of containers is not that they are simply “smaller”, it's that their shared-kernel architecture transforms the resource and operational model for deploying applications. As a result, they are particularly suitable for microservices, CI/CD pipelines and elastic cloud environments. However, Virtual machines remain important where stronger isolation or heterogeneous operating system requirements are needed [10].
[bookmark: _Toc237449790]2.3 Docker Architecture 
Docker functions on a client-server architecture to run containerized applications [11]. Docker provides volumes to save data that will persist beyond the life of the individual container. Docker networking allows containers to communicate with each other, the host, and external services via networks [12]. Using a docker registry, images can be stored and distributed. 
Docker Hub is a public registry that’s widely used in the industry. Combined, these elements create a uniform platform for cloud-native apps development, packaging, deployment, and distribution.
[image: ] 
[bookmark: _Toc237449404]Figure 5: Docker Architecture
(Source: Self-developed)
As illustrated in Figure 4, Docker components interact to run a containerized application. The Docker Client allows user communication while the daemon and engine maintain the container images, volumes, networks and more. Docker Hub and Docker Registry expands this architecture to allow the storing, retrieving and propagating of images over the development and cloud environments.
[bookmark: _Toc237449791]2.4 Construction of a Dockerfile 
[bookmark: _Toc237449792]2.4.1 Explanation
A Dockerfile is a file that contains instructions to automatically build a Docker image. The base image defined is nginx:alpine the command WORKDIR sets the working directory inside the image. COPY takes application files from a build context to the image. RUN carries out commands during the image process. For your application to work, you may have to install dependencies. EXPOSE shows the port used for the communication of the container’s application and CMD specifies the default command. The practical exercise allows you to put these instructions together, so you package an HTML web application into a portable Docker image, and then run it in a container. 
[bookmark: _Toc237449793]2.4.2 Example
FROM nginx:alpine
WORKDIR /usr/share/nginx/html
COPY index.html.
EXPOSE 80
CMD ["nginx", "-g", "daemon off;"]
	Instruction
	Purpose
	Practical Function

	FROM
	Base image
	NGINX Alpine

	WORKDIR
	Working directory
	Web-root environment

	COPY
	Copies files
	Adds index.html

	RUN
	Build-time command
	Installs/configures dependencies when required

	EXPOSE
	Documents port
	Port 80

	CMD
	Startup command
	Starts NGINX


[bookmark: _Toc237449423]Table 2: Dockerfile Practical Function
(Source: Self-developed)
[bookmark: _Toc237449794]2.4.3 Practical Sequence
[image: ]
[bookmark: _Toc237449405]Figure 6: Practical Docker command/build evidence 
(Source: Self-developed)
The practical sequence shows the conversion of application source code to a docker image. The application environment and configuration are defined through a Dockerfile and the docker build will generate the image. This image later creates containers to run the web application uniformly across suitable environments.
[image: ] 
[bookmark: _Toc237449406]Figure 7: Sequence Flow chart of Docker 
(Source: Self-developed)
The class exercise included the building of the Docker image, which is shown in Figure 7. It shows the use of Docker commands to proceed from application configuration to image creation. This practical example backs up the explanation that Dockerfiles are repeatable instructions for creating portable environments for applications.
[bookmark: _Toc237449795]2.5 Running a Docker Container 
I make an executable instance of a docker image using the docker run command to run a docker container. The command can specify configuration such as the container name, networking options and port mapping. Port mapping facilitates the connection of a host machine port with a port exposed by the application inside the container to allow the user to access the service externally. The statement p 8080:80 maps port 8080 on the host to port 80 on the container.  Docker containers follow the life cycle of creation, start, run, stop and remove [13]. When we run a container with -d (detached mode), it runs in the background, leaving the terminal free for commands. To verify currently running containers, the docker ps command can be used, or it displays the running and stopped containers with docker ps -a. The specified procedure enables communication from the host to the container. Also, it provides a practical mechanism for deploying web applications in a consistent way.
[image: ]
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[bookmark: _Toc237449407]Figure 8: Practical execution stage 
(Source: Self-developed)
The Docker image was then executed as a container to provide a web service.
[image: ] 
[bookmark: _Toc237449408]Figure 9: Practical Container Execution Workflow
(Source: Self-developed)
The sequence of steps shows how docker run will create a running container from an image.  Desktop alert status commands enable the operator to manage a container’s lifecycle by monitoring, stopping, and removing them.   
[bookmark: _Toc237449796]2.6 Images and Publishing Images 
The readily available Docker image lifecycle is the process and set of images that provide for the ready-to-use image. The process starts with the Dockerfile that describes the image. Docker tag gives those images a recognizable name and version of a repository. The docker build command builds the image. After tagged image usage, docker push, to a registry like docker hub can upload the image.
[image: ] 
[bookmark: _Toc237449409]Figure 10: Docker image lifecycle
(Source: Self-developed)
Docker images consist of layers, with each instruction in a Dockerfile creating a filesystem layer. Layering helps reuse and may reduce builds and transfers because unchanged layers can be cached [14]. Tags enable people to easily identify images, while versioning allows organizations to distinguish releases and support-controlled deployments. It is easier to transfer a packaged application between compatible development, testing and cloud environments and this means image portability [15]. Companies should implement image provenance to examine the origin of an altered. Vulnerability scanning during the image lifecycle is critical, as contain dependencies that have known vulnerabilities. 


[image: ]
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[bookmark: _Toc237449410]Figure 11: Practical work on Docker Build/Image Construction Evidence
(Source: Self-developed)
Developers should also ensure that passwords, API keys, and other secrets are not unintentionally included in image layers. Authentication in the registry should safeguard private repos while signing an image can strengthen trust and integrity.
[bookmark: _Toc237449797]2.7 Container Volumes 
A Docker container has its own container filesystem. However, any data that’s created inside the container is normally tied to the container’s lifecycle. This creates temporary storage, which means your data is removed when the container is erased. Persistent storage allows application data to be separated from the container itself so that it is not lost when the container is removed and replaced with a new container [16]. Docker volumes are special storage that can be attached to containers and are well-suited for persistent application data [17]. A bind mount a specific host filesystem location to a container. The volume lifecycle, therefore, creates, attaches, uses and detaches storage, as well as retain or delete it independently of the container lifecycle.
[image: ] 
[bookmark: _Toc237449411]Figure 12: Docker Volume Sequence Flow
(Source: Self-developed)
Docker volumes separate containerized application data from the container itself.  While data is being written, the container’s functioning is unaffected and the data remains after deletion of the said container. When a new container is created and the existing volume is reattached, the data stored in it persists.
[image: ]
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[image: ]
Figure 13: Demonstrating volume persistence 
(Source: Self-developed)
The above figures illustrate a realistic Docker volume workflow, from volume creation and attachment to container function and recreation. Above all, the evidence shows that data remained accessible after the deletion and recreation of the original container; in other words, volumes provide persistence independent of a single container’s lifecycle.
[bookmark: _Toc237449798]2.8 Container Networking 
Docker networking connects multiple containers with each other and with Docker host and external network, while maintaining the right level of isolation. If no networks are specified, containers are connected to the default bridge network created by Docker. To achieve a more controlled application architecture, the administrator can create a user-defined bridge network that provides better network organization and allows communication between the connected containers. Containers on a user-defined network can talk to each other using container names [18]. Container names are easier to remember than the changing IP addresses as they enable DNS based container discovery. 
It allows for multi-container applications such as web, application and database services, which are useful. What is port publishing in docker? “Port publishing” allows a container port to be connected to a port on the Docker host, with the aim of allowing services running inside containers to be accessed by external clients. For instance, the host port 8080 can be used to publish port 80 of the web container. Similarly, Docker networking also offers network isolation. That is, containers can be placed on different networks as per application requirements. As a result, networking enables modular cloud-native architectures and lessens unnecessary exposure between applications components. 
[image: ] 
[bookmark: _Toc237449412]Figure 14: Docker Container Networking
(Source: Self-developed)
As illustrated in Figure 22, the Docker bridge network allows the application components to connect while remaining separate from each other on the network.
[image: ]
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[bookmark: _Toc237449413]Figure 15: Relevant networking practical systems
(Source: Self-developed)
These provide real evidence from the Docker networking stage They show the evolution from the last volume exercise to network design and operation.
[bookmark: _Toc237449799]2.9 Integrated Docker Practical Demonstration 
[image: ] 
[bookmark: _Toc237449414]Figure 16: Practical Workflow of Docker
(Source: Self-developed)
As outlined in Figure 25, the primary Docker actions all subscribe to a single deployment workflow. The application content is in the HTML page and the preparation of the environment is in the Dockerfile. When we build docker it generates a reusable image and when we run docker it will generate a container which can run. Giving permission to the browser for access to the Web server. Subsequently, the image can be published to a registry. A Docker volume separates persistent data from the container lifecycle. In contrast, a Docker network allows controlled communication between containers [19]. As a result, the workflow shows Docker as an integrated cloud technology rather than a set of standalone commands. It incorporates application packaging, execution, storage and networking.
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[bookmark: _Toc237449415]Figure 17: the practical integration of Docker application deployment
(Source: Self-developed)
The implementation of the Docker application, containers, web service, persistent data as well as exceptions is illustrated by these figures. The evolution of application content toward implementing a working web service, with Figure 12 providing some clear visual evidence of the deployed application [20]. The practical document records service access through port 8080 and then another service through port 8081. These figures also exhibit the volume exercise, including persistence after container recreation, whilst subsequent networking evidence. Collectively, these hands-on activities show how Docker components can fit together into a complete deploying application workflow. 
[bookmark: _Toc237449800]2.10 Critical Evaluation of Docker in Cloud Computing 
[bookmark: _Toc237449801]2.10.1 Advantages and Limitations
Docker achieves portability via the packaging of applications and dependencies into consistent images, able to run on compatible environments. The lightweight framework of the operating system enables easy deployment and efficient use of the CPU and memory as compared to a full virtual machine. The consistency of the environment is useful in development, testing and production, and integration into the CI/CD pipeline enables automated build testing deployment capabilities. Containers can also be independently scaled to support architectures that use microservices where each service is deployed separately and managed separately [21]. The experience of Spotify shows this commercial value: Docker was a key part of backend infrastructure in Colombia, with containerised services supporting large scale operational workloads.
Docker doesn’t eliminate infrastructure or security problems. Vulnerabilities in container escapes can break isolation while vulnerabilities in libraries or the base image can pose security risk. Images can also inadvertently include passwords and extra software. When you reach the scale of an organization, the operations get complex because the teams have to manage the image lifecycles, networking, storage, monitoring and access controls. Systems that require extra storage architectures for the uses of data other than just analytics. Also, orchestration is usually needed for scheduling, scaling, service discovery and failures in production environments. Spotify's experience is illustrative of this problem. Docker upgrades resulted in operational issues, requiring gradual rollouts and more controls.
[bookmark: _Toc237449802]2.10.2 Applications of Docker 
Spotify is strong evidence of Docker’s transition from experimental services to critical backend infrastructure, as shown in their engineering docs. As of February 2017, Spotify reported that 80% of its production backend services run as containers.
PayPal shows the broader usefulness of containerized development environments. The existing developer documentation offers cloud-enabled development environments where applications can be developed and tested with dependencies already installed, eliminating the need for developers to manually recreate complex environments.
Adobe gives a helpful example in terms of the switch from traditional cloud-hosted applications to cloud-native services. Adobe differentiates between cloud-hosted applications and cloud-native services and emphasizes that apps must be designed for the cloud instead of simply being to the cloud.
	Cloud Requirement
	Docker Contribution
	Business Value

	Portability
	Container images
	Consistent deployment

	Rapid delivery
	Fast container startup
	Shorter release cycles

	Resource efficiency
	Shared kernel
	Better utilisation

	Scalability
	Independent containers
	Elastic workloads

	Microservices
	Service isolation
	Independent deployment

	CI/CD
	Automated image builds
	Faster releases

	Consistency
	Immutable images
	Fewer environment conflicts

	Cloud migration
	Portable application package
	Deployment flexibility


[bookmark: _Toc237449424]Table 3: Why Docker Is Particularly Valuable in Cloud Environments
(Source: Self-developed)
Nonetheless, one should not consider Docker as a complete cloud strategy. managing production environments require orchestration, security, monitoring, persistent-storage management, networking controls and governance. Spotify’s experience shows this clearly – as container adoption increased, the organization required extra tools to safely rollout infrastructure changes at scale.
[bookmark: _Toc237449803]3. Cloud Computing Concepts 
[bookmark: _Toc237449804]3.1 Load Balancing 
Load balancing refers to the distribution of the incoming application traffic across multiple backend servers. The main use of cluster is to avoid having a single server become a performance bottleneck while enhancing its availability, responsiveness and fault tolerance. A load balancer regularly makes requests routing decisions based on its routing method and can use health checks to identify unhealthy instances. Traffic can then be redirected to healthy resources, allowing the service to continue operating even when an individual server fails.
[image: ] 
[bookmark: _Toc237449416]Figure 18: Cloud Load Balancing Architecture
(Source: Self-developed)
Load balancing is related to horizontal scaling. This means an application can add extra instances to increase its capacity rather than continually ramping up the resources. AWS Elastic Load Balancing can route application traffic to multiple A2zon EC2 instances, for example. An Application Load Balancer (ALB) works at Layer 7, which means it takes application information and makes routing decisions based on this. Information like HTTP/HTTPS request, hostnames and URL paths. Layer 4 load balancing works at the transport layer. This means it deals with TCP/UDP connections and not application-level HTTP content.
	Feature
	Layer 4
	Layer 7

	OSI layer
	Transport
	Application

	Protocols
	TCP/UDP
	HTTP/HTTPS

	Routing basis
	IP/port
	Host/path/request

	Application awareness
	Limited
	High

	Typical use
	Network traffic
	Web applications

	Routing flexibility
	Lower
	Higher


[bookmark: _Toc237449425]Table 4: Layer 4 vs Layer 7
(Source: Self-developed)
As a result, ALB is especially appropriate for today’s web applications and microservices because it integrates traffic distribution with health monitoring and application aware routing.
[bookmark: _Toc237449805]3.2 Scalability 
Cloud scalability is the power of the cloud computing model, which allows consumers to increase or decrease computing as per use. There are two main strategies: vertical scaling and horizontal scaling. Vertical scaling enhances the allocated resources of an existing server or virtual machine-like CPU, RAM, Storage, etc [22]. It’s not possible to vertically scale indefinitely as every machine has a physical and architectural capacity after which it cannot comply. Scaling requires the service to be interrupted.
Horizontal scaling, on the other hand, increases computing power by adding EC2 instances, containers or application nodes. A system is named scalable when its capacity can be increased whenever required. Further, a system is elastic when it can automatically and dynamically add or remove resources according to demand. An application can auto-scale from two instances to five and then again back to two when the demand drops.

[bookmark: _Toc237449417]Figure 19: Horizontal Scaling During Increasing Demand
(Source: Self-developed)
As I can see in Figure 27, cloud computing permits horizontal scaling.  Adding more instances of the application can increase processing power to meet user demand.
[bookmark: _Toc237449806]3.3 Gateways Application 
An application gateway routes and manages traffic in the application layer, which is layer seven of the OSI model. An application gateway, unlike basic network-level load balancing, has the ability to inspect HTTP/HTTPS requests and route them based on application-level information. Routing can be done based on URLs, paths, and other factors (such as the requests /products and /api). Just like IP address-based routing, domain names can be used to direct traffic to application environments or services.
This method is illustrated by the Azure Application Gateway.  It can serve as an entrance to backend applications as well as application-aware traffic management.  By terminating the encrypted connection at the gateway, SSL/TLS termination means that the encryption-handling function does not need to be performed on every backend server. Application Gateway can also utilize the set of Web Application Firewall (WAF) capabilities that filter web requests.
Using backend health checks, we can identify services that are unavailable so that traffic can be shifted to healthy backends [23]. As a result, application gateways unify routing, availability, and security filtering into one component. These setups come in handy with modern web applications, or even microservice architectures when different URLs (or hosts or services) may need a different backend destination.
[image: ] 
[bookmark: _Toc237449418]Figure 20: Azure Application Gateway Architecture and Layer 7 Traffic management.
(Source: Self-developed)
This figure shows the HTTP/HTTPS requests according to URL paths which provide additional security functions that help to maintain availability by identifying unhealthy services. 
	Function
	Purpose

	Layer 7 routing
	Application-aware traffic management

	URL/path routing
	/Products, /orders, /api

	Host-based routing
	Domain-based destination selection

	SSL/TLS termination
	Centralised encryption handling

	WAF
	Web-request security filtering

	Health checks
	Identify unhealthy backends

	Security filtering
	Block suspicious requests


[bookmark: _Toc237449426]Table 5: Key Application Gateway Functions
(Source: Self-developed)
[bookmark: _Toc237449807]3.4 Why load balancing and scaling are important?
Scaling and load balancing are complementary concepts in cloud computing because they solve related but different problems. Scaling increases capacity, load balancing takes demand and spreads it across that capacity. When a user's traffic will increase, a cloud platform can use horizontal scaling or automatic scaling to add instances of an application. Just because you add more instances do not mean the traffic will be efficiently distributed on them. A load balancer is required to route incoming requests to appropriate and healthy instances.

[bookmark: _Toc237449419]Figure 21: Relationship between Load Balancing and Scaling
(Source: Self-developed)
In the absence of load balancing, a linear Scalability would lead to uneven workload distribution. New instances that you create may receive little or no traffic while the existing instances continue to be heavily used, thus limiting the benefit of capacity. In other words, load balancing without scaling could delegate requests well enough, but it cannot create processing capacity when all instances become busy.
[image: ] 
[bookmark: _Toc237449420]Figure 22: Complementary Relationship Between Scaling and Load Balancing
(Source: Self-developed)
Scaling will tell you how much capacity you have available while load balancing will tell you how effectively that capacity is used when combined with the health checks and automatic scaling.
The scaling and load balancing performed complementary functions which is shown in figure 22. With scaling, application capacity grows, and the load balancer distributes incoming requests over that capacity. The combination of both reduces the risk of overload by making available resources and contributing to availability when customer demand varies.
[bookmark: _Toc237449808]3.5 Recommended architecture
Merging application gateways, load balancing and scaling gives rise to a cloud architecture that is more resilient and responsive as distinct functions. The Application Gateway is an application-aware entry point that inspects incoming HTTP/HTTPS requests and applies functions such as URL-based routing, TLS termination, and security filtering. The load balancer distributes requests over suitable backend resources. Moreover, auto-scaling automatically increases or decreases available application capacity based on demand.
This combination enhances availability by diverting traffic to healthy resources when an instance goes down. It avoids dependency on any single application server; thus, it supports fault tolerance.  When demand goes up, the automatic scaling function will give more capacity. The load balancer will also distribute requests to the newly added resource automatically. The application-layer filtering and WAF abilities at the gateway can also enhance security.
[image: ] 
[bookmark: _Toc237449421]Figure 23: Application Gateway Architecture
(Source: Self-developed)
According to figure 23, the three cloud technologies work together as a service. The Application Gateway manages the traffic and security of application layers. The load balancer distributes the requests. 
The auto-scaling adjusts the available capacity of the container. This architecture improves availability and fault tolerance while making the application responds efficiently to a changing customer demand.
[bookmark: _Toc237449809]4. Driving Forces Behind Cloud Computing and Serverless 
[bookmark: _Toc237449810]4.1 Expansion of Cloud Computing 
The need for efficiency, flexibility, scalability and agility of the organisation have prompted the growth of cloud computing. Cloud platforms provide access to computing resources without a huge investment in fixed infrastructure before one knows the demand and provision them as per business requirement.  The ability to expand and contract a cloud platform based on changing workloads is called elasticity. The cloud infrastructure that exists globally makes services available in various geographic locations and makes them more resilient to disruptions and outages [24]. Additionally, services available through cloud platforms speed up innovation by using cloud services available on various applications. As a result, firms now see cloud computing as an important capability as opposed to just a mere alternative infrastructure-hosting model.
[bookmark: _Toc237449811]4.2 Cost Efficiency 
Standard infrastructure usually entails a high CapEx for servers, networking equipment, data-centre facilities, maintenance, power, and cooling. Cloud computing alters this approach by enabling operational expenditure (OpEx) with pay-as-you-go consumption [25]. Owner and maintainer of physical infrastructure can be avoided by organisations due to pooling of resources and economies of scale of providers.  However, lower cost is not guaranteed by cloud computing. Inadequately managed environments can incur charges from idle resources over-provisioning data-transfer operations and storage [26].  As a result, cloud cost efficiency relies on capacity planning, monitoring, and financial governance.
[bookmark: _Toc237449812]4.3 Flexibility and Agility 
Using cloud computing can enhance the flexibility and agility of an organisation. Provisioning infrastructure and services can take place at speed as opposed to waiting for physical hardware to be procured and installed.  Infrastructure as Code (IaC) enables the coding of configurations to help repeatedly deploy infrastructure [27]. By using DevOps and CI/CD, cloud environments enable development teams to easily build, test, and release applications more often. Development in the cloud natively further allows rapid experimentation since resources can be created and removed as per the projects [28]. With this mix of cloud elasticity, automation and DevOps, organisations can respond faster to changing customer demands and technology opportunities and reduce dependence on manually managed infrastructure.
[bookmark: _Toc237449813]4.4 Scalability, Elasticity and Availability 
Since demand is rarely certain, organizations are transitioning from fixed infrastructure to dynamic resources. The scalability allows the capacity of an application to increase either by adding or removing resources according to workload conditions. For instance, Netflix might have varying streaming workloads, while other e-commerce businesses experience a surge in traffic during the Black Friday sales or others. Banking apps need additional capacity during peak transaction times, while an online education platform may see concentrated demand around examination or enrolment times. As a result, dynamic cloud resources foster performance, availability and resource efficiency reducing peak infrastructure.
[bookmark: _Toc237449814]4.5 Serverless Computing 
Serverless computing is a cloud computing execution model in which the cloud provider dynamically manages the allocation of machine resources. Crucially, just because something is serverless doesn’t mean that servers don’t exist. It means the developer doesn’t manage the servers. Functions as a Service (FaaS) allows developers to deploy functions that run in response to events. AWS Lambda and Azure Functions are some examples. Serverless platform can automatically scale a function’s execution in response to demand and uses consumption-based pricing. This minimizes the responsibilities of managing infrastructure and is ideal for event-based workloads, APIs, automation and short-lived processing. 
[bookmark: _Toc237449815]4.6 Serverless vs Containerisation 
	Factor
	Docker Containers
	Serverless / FaaS

	Infrastructure
	Container runtime required
	Provider managed

	Control
	High
	Lower

	Scaling
	Configured/orchestrated
	Usually, automatic

	Startup
	Fast
	Potential cold starts

	Pricing
	Running resources
	Invocation/execution

	Portability
	High
	Lower

	Runtime control
	High
	More restricted

	Long-running workloads
	Suitable
	Often less suitable

	Microservices
	Excellent
	Excellent

	Operational management
	Moderate
	Low


[bookmark: _Toc237449427]Table 24: Serverless vs Containerisation
(Source: Self-developed)
Docker containers and serverless functions both support cloud-native application development, but they approach cloud drivers differently. Containers give users more control and they are portable, allowing organisations to package an application and its dependencies within the same runtime environment. It makes them fit for long-running workloads and complex applications and for businesses that want to reduce their dependence on any one cloud provider. Serverless abstracts and simplifies operations to a much larger extent because the provider controls everything under the covers and does most of the scaling automatically. But some workloads can be limited by cold starts, execution constraints, and lower run-time control. Therefore, containers emphasize control and portability while serverless emphasize on agility and infrastructure abstraction.
[bookmark: _Toc237449816]4.7 Critical Evaluation of Serverless 
With automatic scaling, your functions can respond to workload changes without server management. Cost-effective pay-as-you-go pricing can apply for intermittent or event-driven applications and functions can be deployed quickly as part of automated development processes. Serverless also comes with setbacks. Response latency can be impacted by cold starts, while execution limits may render the model unsuitable for some long-running workloads.
For organizations with consistent deployment requirements across cloud or hybrid environments, the relevance of containers is due to their portability, control over runtime and predictable application environment. Serverless maximises abstraction of the infrastructure, has automatic scaling, and relatively easier management letting development teams concentrate on application logic. As a result, neither is better. Because serverless is attractive for event-driven, variable and short-lived workloads, while containers are generally more preferable where control, portability and long-running workloads are important. The architecture should finally be determined by workload requirements.
In many situations, containerisation and serverless computing should not be seen as competing technologies. They show varying degrees of cloud abstraction. Containers allow for more flexibility and control over the runtime environment to the cloud provider. A modern cloud architecture may use both approaches, selecting containers for workloads requiring portability and runtime control while using serverless functions for event-driven and highly variable workloads.
[bookmark: _Toc237449817]5. Video Demonstration
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[bookmark: _Toc237449818]6. Conclusion 
The cloud allows organizations to deploy applications in an easy and efficient manner, gaining access to a host of computing resources. This piece of writing shows how virtualisation lays the foundation for resource sharing while Docker containerisation provides a light packaging, deployment and management of applications. The Docker example implemented in practice created an image exhibiting the containers executing the image persisted volumes and networking achieving the theoretical principles in a working cloud-based web service. The study continued to show that load balancing, horizontal scale and application gateways are complementary technologies that enhance availability, performance, security and resource usage. In the end, we found that containerisation and serverless computing, as examples of cloud architectures, contain trade-offs between portability, control, scalability and operational simplicity.
First, organisations can take a hybrid cloud-native approach instead of picking Docker or serverless. For portable applications or complex applications needing a long-running process that require runtime control, containers should be preferred over serverless functions.  Serverless functions are fine for event-driven and variable workloads.
Another crucial step would be organisations to merge containerization with automated cloud infrastructure like load balancing, auto-scaling, monitoring, and security controls. This method improves availability without wasting unnecessary resources. In particular, organizations should constantly check container images, manage vulnerability, restrict privileges and monitor cloud spending.
:
Video Link: https://youtu.be/txk9fD3GuUU
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Though the container was deleted and recreated. That proves the volume persisted data
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Cleanup code for everything we have created:
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image56.png
[ubuntu@ip-172-31-22-201:~/docker-demo$ docker build -t mywebapp:vl .

DEPRECATED: The legacy builder is deprecated and will be removed in a future release.
Install the buildx component to build images with BuildKit:
https://docs.docker . com/go/buildx/

Sending build context to Docker daemon 3.872kB
Step 1/3 : FROM nginx:alpine

alpine: Pulling from library/nginx
465197231d2: Pulling fs layer

62becé8d7c31: Pulling fs layer

46f977ee452f: Pulling fs layer

s5afalecc21d: Pulling fs layer

d0eesc891db4: Pulling fs layer

3cd5347e98c6: Pulling fs layer

390dc935348d: Pulling fs layer

1223f@16b4es: Pulling fs layer

390dc935348d: Download complete

1223f016b4e4: Download complete

d0008c891db4: Download complete

62bec8d7c31: Download complete

46977ee452f: Download complete

S5afalecc21d: Download complete

139¢372786b9: Download complete

3cd5347e98c6: Download complete

cd757d6c129e: Download complete

46519€7231d2: Download complete

s5afalecc21d: Pull complete

1223f@16b4es: Pull complete

62bec8d7c31: Pull complete

46977ee452f: Pull complete

3cd5347e98c6: Pull complete

390dc935348d: Pull complete

d008c891db4: Pull complete

46519€7231d2: Pull complete

Digest: sha256:4a73073bd557¢65b759505da037898b61F1bebebec3c2c3aeac22d2a470c1752
Status: Downloaded newer image for nginx:alpine
-—> 4a73073bd557

Step 2/3 : COPY index.html /usr/share/nginx/html/index.html
-—> 4562ecd6@d36

Step 3/3 : EXPOSE 80

> Running in 258dd2af2f2e

> Removed intermediate container 258dd2af2f2e
-—> 53df2eba3cef

Successfully built 53df2eba3cof

Successfully tagged mywebapp:vi
ubuntu@ip-172-31-22-201:~/docker—demo$ [|
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ubuntu@ip-172-31-22-201:~/docker-demo$ docker run —-d —p 8080:80 ——-name webapp mywebapp:vi

[docker ps
83d4ca30aa9f6194e4ea3048a8de207fOc5d40a04b0397e349dfb6cd79c38db
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES

BSdAcaBOaa?f mywebap v1 "/docker-entrypoint

1 second ago Up Less than a second ©.0.0.0:8080->80/tcp, [::1:8080->80/tcp  webapp
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Hello from my Docker Container!
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ubuntu@ip-172-31-22-201:~/docker-demo$ docker volume create webdata
docker run -d —p 8081:80 —v webdata:/usr/share/nginx/html ——name webapp2 mywebapp:vi
[docker exec webapp2 sh —-c "echo '<hl>Volume Test Page</h1>' > /usr/share/nginx/html/index.html"

webdata
d9b89df20616bab043d1d62bb26dfb4débd10dbasd3f3146becbe74fc12de9d52
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ubuntu@ip-172-31-22-201:~/docker-demo$ docker rm —f webapp2

[docker run -d -p 8081:80 -v webdata:/usr/share/nginx/html —-name webapp2 mywebapp:vi
webapp2

57db6173de4163a62bb5Fh395248eeef98037c361fec724Fa87f5c5d675d745e
ubuntu@ip-172-31-22-201: ~/docker-demo$ ||
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ubuntu@ip-172-31-22-201:~/docker-demo$ docker rm -f webapp2

[docker run -d —-p 8081:80 -v webdata:/usr/share/nginx/html —name webapp2 mywebapp:vl
webapp2

57db6173de4163a62bb5Tb395248eeef98037c361fec724fa87f5c5d675d745¢e
ubuntu@ip-172-31-22-201:~/docker-demo$ docker network create mynet

docker run -d ——network mynet ——name webapp3 mywebapp:vl

[docker run -it ——network mynet ——-name tester alpine sh
b1b4027a21d60bd547c44e58b10ee7d852a9e384857cdb3c193964e5427a7df
€592895b25¢c2029845d820eea2al3a42dcf1033b87cb0d22ee7fc9fas89538f

Unable to find image 'alpine:latest' locally

latest: Pulling from library/alpine

f5124fb579e2: Download complete

56dceff11b33: Download complete

Digest: sha256:28bd5fe8b56d1bde48e5babf5b10710ebe@baeb7db86916198abeecs34943F8b
Status: Downloaded newer image for alpine:latest

/ # apk add curl

[

(1/9) Installing brotli-libs (1.2.0-r1)

(2/9) Installing c-ares (1.34.8-r@)

(3/9) Installing libunistring (1.4.2-r0)

(4/9) Installing libidn2 (2.3.8-r0)

(5/9) Installing nghttp2-libs (1.69.0-r@)

(6/9) Installing libpsl (0.21.5-r3)

(7/9) Installing zstd-libs (1.5.7-r2)

(8/9) Installing libcurl (8.21.8-r@)

(9/9) Installing curl (8.21.0-r@)

Executing busybox-1.37.0-r31.trigger

OK: 13.0 MiB in 25 packages

/ # curl webapp3

<!DOCTYPE html>

<html>

<head><title>Docker Demo</title></head>

<body style="font-family:sans—serif;text-align:center;margin-top:100px;">
<h1>Hello from my Docker Container!</h1>

<p>Cloud Computing Assignment</p>

</body>
</html>
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3cd534fe98c6: Layer already exists

46519e7231d2: Layer already exists

c54c01381f75: Pushed

62bec68d7c31: Layer already exists

b55afalecc21d: Layer already exists

deee8c891db4: Layer already exists

1223f016b4e4: Layer already exists

46T977ee452f: Layer already exists

390dc935348d: Layer already exists

vl: digest: sha256:ac94639ea13b240f7ce2§a19a89e941c@6666666b36a7ee9a7974dbb69fff8ef size: 2261
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ubuntu@ip-172-31-22-201:~/docker-demo$ docker rm —f webapp webapp2 webapp3 tester
docker network rm mynet

docker volume rm webdata

[docker rmi mywebapp:vl srita@@5/mywebapp:vl

webapp

webapp2

webapp3

tester

mynet

webdata

Untagged: mywebapp:vil

Untagged: srita@@5/mywebapp:vil

Deleted: sha256:ac9463%9eal3b24cf7ce28a19a89e941c06660006b36a70e9a7974dbb69fff8ef
Deleted: sha256:9af106cf5d54e72d5e67560a71373c26a14786c19d36F8bb9de8lefbbcl20c90
[ubuntu@ip-172-31-22-201:~/docker-demo$ exit

logout

Connection to 54.196.185.185 closed.

$ aws ec2 terminate-instances —instance-ids i-0b818e9e9d740e43d

aws ec2 wait instance-terminated —-instance-ids i-@b818e9e9d740e43d

aws ec2 delete-security-group ——group-id sg-@laf58bcfa5e72ebf

aws ec2 delete-key-pair —-key-name docker—demo-key

[rm ~/docker—-demo-key.pem

{
"TerminatingInstances": [
{
"Instanceld": "i-@b818e9e9d740e43d",
"CurrentState": {
"Code": 32,
"Name": "shutting-down"
},
"PreviousState": {
"Code": 16,
"Name": "running"
}
}
1
}
{
"Return": true,
"GroupId": "sg-@laf58bcfabe72ebf"
}
{

"Return": true,
"KeyPairId": "key-@a6@ffbé63f5b8500f"
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Terminal

== [1/2] FROM docker.ilo/library/nginx:alpine@sha2s6: 4a73073bd557c65b759505da037898b61f 1bebebec3c2c3aeac22d2ad 6.1s
== == resolve docker.ilo/library/nginx:alpine@sha2s6:4a73073bd557c65b759505da037698b61f 1bebcbec3c2c3aeac22d2ad 6. 1s

== CACHED [2/2] COPY index.html fusr/share/nginx/html/index.html 0.0s
== exporting to image 0.4s
== == exporting layers 0.0s
= == exporting manifest sha256:bc7a47910ee31e7992f4fbe347a306c4122e2d8e90fd133ceaeccOad2b7294¢ 0.0s
= == exporting config sha256:c35f08b7ddf 1dfag7bSce24647510bScadee544e828b6d807c754b18061aced1 0.0s
= = exporting attestation manifest sha256:b118dedeb2e8e9945a26f1831fce3fbafe7794f foc3fa69d1ec7effasfesabbs  0.1s
== == exporting manifest list sha256:9efco76363fdeebeb2e152cae1e9803329db2a1d470381704378ccf ca57b79cc 0.1s
= == naming to docker.io/harsh/cloud-practical:o 0.0s
== == unpacking to docker.io/harsh/cloud-practical:0 0.0s
= == naming to docker.io/harsh/cloud-practical:latest 0.0s
== == unpacking to docker.io/harsh/cloud-practical:latest 0.0s

PS C:\Users\HaRSH\cloud- practical>

O

|+
H
=2

Gh
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Terminal

== == naming to docker.io/harsh/cloud-practical:o

== == unpacking to docker.io/harsh/cloud-practical:o

== == naming to docker.io/harsh/cloud-practical:latest
== == unpacking to docker.io/harsh/cloud-practical:latest
PS C:\Users\HARSH\cloud-practical> docker images

IMAGE 0] DISK USAGE ~ CONTENT SIZE
harsh/cloud-practical:0 9efco76363fd 92.7VB 26. 18
harsh/cloud-practical:latest  9efco76363fd 92.7MB 26. 18
koko/cloud-practical:e 4b7732b804sf 92.7M8 26. 118
koko/cloud-practical:latest ~ 4b7732b804sf 92.7V8 26,18
nginx:latest 60821007165 24118 6618
ubuntu:latest 53958ec7b67c 160MB 45.308

PS C:\Users\HaRSH\cloud- practical> I

u
U

0.0s
0.0s
0.0s
0.0s

E Info — In Use

O

H
.

G
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Docker Image

docker run

Container Created

Container Started

Detached Mode (-d)

Host / Browser

Port Mapping
Host:8080 — Container:80

Running Web Container

docker ps
Check Running Containers
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Dockerfile
Application Instructions

docker build
Build Image

Docker Image
Layered Application Package

docker tag

Repository + Version

Docker Hub
Image Repository

Docker Registry

docker pull
Retrieve Image

docker push
Upload Image

Deployment Environment
Run Container
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Terminal

26f6d8ec2c0a210f0dce6e995f Baaedd352114253161f60f boacof ffcosbed3

PS C:\Users\HaRSH\cloud- practical> docker ps

CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS
NAMES

26f6d8ec2c®a harsh/cloud-practical:latest  "/docker-entrypoint..." 11 seconds ago Up 9 seconds  0.0.0.0:8080-> w

80/tcp, [::]:8080-=80/tcp  cloud-webserver

PS C:\Users\HARSH\cloud-practical> docker login

Authenticating with existing credentials... [Username: harshdhokiya]

O

H
=

E Info —To login with a different account, run 'docker logout' followed by 'docker login'

Login Succeeded
PS C:\Users\HaRSH\cloud- practical> N2
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Terminal

PS C:\Users\HaRSH\cloud- practical> docker push harshdhokiya/cloud- practical:latest
The push refers to repository [docker.io/harshdhokiya/cloud-practical]
46519e7231d2:
62bec6sd7c3l:
1223f016b4ed:
S5afalecc21d:
deeosce91db4:
46f977ee452f:
26435a1755c0:
1763ba49a5a8:
3cds34fes8es:
390dc935248d:
latest: digest: sha256:9efc976363fdecbeb2e152eae1€9803329db2a1d4703817604378ccf ca57b79cc size: 856
PS C:\Users\HaRSH\cloud- practical> I

Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed

O

H
=2

G
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Terminal

3cds34fe98c6: Pushed

390dc935348d: Pushed

latest: digest: sha256:9efc976363fdecbeb2e152eae1e9803329db2a1d470381704378ccf ca57b79%cc size: 856
PS C:\Users\HaRSH\cloud- practical= ~C

PS C:\Users\HaRSH\cloud- practical> docker pull harshdhokiya/cloud-practical

Using default tag: latest

latest: Pulling from harshdhokiya/cloud-practical

Digest: sha256:9efco76363fdeebeb2e1520ae1e9803329db2a1d470381704378ccf ca57b79cc

Status: Image is up to date for harshdhokiya/cloud-practical:latest

docker. lo/harshdhokiya/cloud- practical: latest

What's next:
View a summary of image vulnerabilities and recommendations —docker scout quickview harshdhokiya/cloud-practical
PS C:\Users\HaRSH\cloud- practical>

O

H
.

G
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Terminal

Digest: sha256:9efc976363fdeebeb2e1520ae19803329db2a1d470381704378ccf ca57b79cc
Status: Image is up to date for harshdhokiya/cloud-practical:latest
docker. lo/harshdhokiya/cloud- practical: latest

what's next:
View a summary of image vulnerabilities and recommendations —docker scout quickview harshdhokiya/cloud-practical
PS C:\Users\HARSH\cloud-practical> docker volume create my-app-data
my-app-data
PS C:\Users\HARSH\cloud-practical> docker volume ls
DRIVER VOLUME NAME
local cloud-vol
Tocal my-app-data
Tlocal my-volume
PS C:\Users\HaRSH\cloud- practical> I

O

H
=2

G
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Volume Test Page
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Terminal

Digest: sha256:9efc976363fdeebeb2e1520ae19803329db2a1d470381704378ccf ca57b79cc
Status: Image is up to date for harshdhokiya/cloud-practical:latest
docker. lo/harshdhokiya/cloud- practical: latest

what's next:
View a summary of image vulnerabilities and recommendations —docker scout quickview harshdhokiya/cloud-practical
PS C:\Users\HARSH\cloud-practical> docker volume create my-app-data
my-app-data
PS C:\Users\HARSH\cloud-practical> docker volume ls
DRIVER VOLUME NAME
local cloud-vol
Tocal my-app-data
Tocal my-volume
PS C:\Users\HaRSH\cloud- practical> docke- run -d --name app-with-vol -v my-app-data:/app/

O

H
=2

G
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Terminal

PS C:\Users\HaRSH\cloud- practical>= docker run -d --name app-with-vol -v my-app-data:/app/data -p 8080:80 harshdhokiya Q
/cloud- practical: latest
ec9d2224cf F51047fd5367afedbc3f697 cf 2ac233c1454f d0sd7c 7 F486083a

H
=2

G

what's next:

Debug this container error with Gordon —docker ail "help me fix this container error"
docker: Error response from daemon: failed to set up container networking: driver failed programming external connect
ivity on endpoint app-with-vol (059a6306327113a2e1d69159660eb21381219f9eed3d8bbsbdb779b472¢cbe3f9): Bind for 0.0.0.0:8
080 falled: port is already allocated

Run 'docker run --help' for more information

PS C:\Users\HaRSH\cloud- practical> docker network create my-custom-net

6e561c6d3404ecas6bd71f3e3bf 272512ca3550046ebd 2474 9ef c©402993dfo

PS C:\Users\HaRSH\cloud- practical> N2
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Terminal

6e561c6d3404ecas6bd71f3e3bf 272512ca3550046ebd 3474 9ef c@402993dfo
PS C:\Users\HaRSH\cloud- practical> docker network ls

NETWORK ID

293cb3ebs757
1b4dd7d635d2
aB937f8ag9s576
doofoesboss
f31ffbbeaaas
6e561c6d3404
7baec7dc1sf2
b37b9ob78cc3
7de34bd0es82
biceseansssd

PS C:\Users\HaRSH\cloud- practical> docker run -d --name apd

NAME

bridge
cloud-net
harsh
harsh]\
host
my-custom-net
my-network
myHost

none
web-network

DRIVER
bridge
bridge
bridge
bridge
host

bridge
bridge
bridge
null

bridge

SCOPE
local
Tocal
Tocal
local
local
local
local
local
local
local

O

H
=2

G
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HTML Page
index.html

Dockerfile
Application Instructions

docker build
Build Docker Image

Docker Image
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docker run Docker Registry / Docker Hub
Create and Start Container Publish Image

Create Docker Volume Port Publishing
Persistent Storage Host Port — Container Port

Create Docker Network Attach Volume Web Browser
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Integrated Docker Application
Web + Storage + Networking
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>> cat ingex.html

Directory: C:\Users\HARSH\cloud-practical

LastWriteTime Length Name

17-08-2026  10:19 AM docker-demo
<html==body==<h1=Hello from my Docker Container!s/hls</bodys</html>

&

Gh
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== == transferring dockerfile: 115B

= [internal] load metadata for docker.io/Llibrary/nginx:alpine
== [auth] library/nginx:pull token for registry-1.docker.io
= [internal] load .dockerignore

=

g ey

bUe ey

=

transferring context: 2B

CACHED [2/2] COPY index.html fusr/share/nginx/html/index.html
exporting to image

exporting layers

exporting manifest sha256:bc7a47910ee31e7992f4f fbe347a306c4122e2d8e90f d133ceaeccad2b7294c

exporting config sha2s6:c35fesb7ddf1dfag7bsce24647510bScadees44e828b6d807c754b18061aced1

exporting attestation manifest sha2s6:d95a899c4f948ef1b15df489839e066bdf fba132b215ecazcedes7e1328003d0
exporting manifest list sha2s6:d87bad7co900fc328ch64fbs4355a197270d556df 4e48d37 2cf Fac1308d6006
naming to docker.io/library/mywebapp:vi

unpacking to docker.io/Llibrary/mywebapp:vi

0.1s
1.6s
0.0s
0.1s
0.0s
0.0s
0.8s
0.0s
0.0s
0.0s
0.2s
0.2s
0.1s
0.1s
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== == namng to docker.ilo/library/docker network create mynet 0.1s Q

»= docker run -d --network mynet --name webapp3 mywebapp:vl 0.1s

»= docker run --rm --network mynet curlimages/curl http: //webapp3 63
8b77702959bf 45001 3c8asecael3c832d72421f30f 291cdcb3eeeb2ef3144ca

d76080732fa76a7c1e8c2c69bd54edac97471967d41179e82f 3cdchbeBeacas8os @

Unable to find image 'curlimages/curl:latest' locally
latest: Pulling from curlimages/curl
8015bof4edbc: Pull complete
Digest: sha2s6:7c12af72ceb38b7432abg5e1a265cf FEaes8e06f95539d539b654f 2cFacabb13
Status: Downloaded newer image for curlimages/curl:latest

% Total % Recelved % Xferd Average Speed Time  Time  Time Current

Dload Upload Total Spent Left Speed

[} o 0 o 0 [} [} [} 0<!DOCTYPE html=<html><head=<title>=Cloud

Engineering Practical</title=</head=<body=<h1l-Helcome to Cloud Engineering Principles & Practice</hl=<p-Demonstrati |,
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PS C:\Users\HaRSH\cloud- practical> docker push harshdhokiya/mywebapp:vi
The push refers to repository [docker.io/harshdhokiya/mywebapp]

aceSf8d677ae:
62becesd7c31:
390dco35348d:
46519e7231d2:
3cds34fegses:
46f977ee452f
deeesce91db4:
1763ba49as5as:
S5afalecc21d:
1223f016b4ed:
vl: digest: sha256:d87bad7co900fc328cb64fbs4355a197270d55f6df4e48d372cf fac1308d6006 size: 856

Pushed

tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical
tounted from harshdhokiya/cloud-practical

PS C:\Users\HaRSH\cloud- practical> I

@ @ O
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03 / VIRTUALISATION PRINCIPLES
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04/ COMPARISON
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05 / DOCKER ARCHITECTURE

Docker Architecture

Docker Engine

Docker Client
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06 / BUILDING AN IMAGE

Building a Docker Image

index.html Dockerfile docker build Docker Image
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07 / CONTAINER EXECUTION

Running the Docker Container

docker run -d
-p 8080:80 webapp

=1

HOST :8080 — CONTAINER :80

FIGURE 6 » Excction md Port Mapping
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08 / PRACTICAL DEMONSTRATION
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09 / PUBLISHING IMAGES

Publishing Docker Images
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10 / YOLUMES + NETWORKING
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13 / INTEGRATED CLOUD ARCHITECTURE
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14 / CONTAINERS VS SERVERLESS
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$ aws ec2 create-key-pair ——key-name docker-demo-key ——query 'KeyMaterial' ——output text > ~/docker—demo-key.pem
[chmod 400 ~/docker—-demo-key.pem
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[$ aws ec2 create-security-group ——-group—name docker—-demo-sg ——description "docker demo sg"
{

ey e et

"GroupId": "sg-@laf58bcfabe72ebf",
"SecurityGroupArn": "arn:aws:ec2:us—east-1:069176179640:security—-group/sg-0laf58bcfabe72ebf"
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$ SG_ID=sg-@1af58bcfabe72ebf

aws ec2 authorize-security-group —-group-id $SG_ID —protocol tep —-port 22 —cidr 0.0.0.
aws ec2 authorize-security-group-ingress —group-id $6_ID
aws ec2 authorize-security-group-ingress —group-id $S6_ID
laws ec2 authorize-security-group-ingress —group-id $56_ID
{

"Return": true,
“SecurityGroupRules": [
{

"SecurityGroupRuleId' "sgr-ef44bfd76693fa99d",
"GroupId": "sg-@laf58bcfabe72ebf",
"GroupOwnerId": "@69176179640",

“IsEgress”: false,

“IpProtocol
"FromPort": 22,
ToPort"
“CidrIpv4”: "0.0.0.
“SecurityGroupRuleArn”: "arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-0f44brd76693fa99d"

"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleld": "sgr-ocb6711d98cas93aa”,
"GroupId": "sg-0laf58bcfase72ebf",
"GroupOwnerId": "@69176179640",
"IsEgress": false,
*IpProtocol": "tcp",
"FromPort": 80,
“ToPort": 80,
"CidrIpv4": "0.0.0.6/0"
"SecurityGroupRuleArn”

“"arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-@cb6711d98ca693aa"

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-080067e3bedcé06s:
"GroupId": "sg-0laf58bcfase72ebf",
"GroupOwnerId": "@69176179640",

"IsEgress": false,

“IpProtocol": “tcp*,

"FromPort": 8080,

"ToPort": 8680,

"CidrIpv4": "0.0.0.6/0",
"SecurityGroupRuleArn® :

arn:aws:ec2:us-east-1:0869176179640: security-group-rule/sgr-880067e3bedc60661"

"Return": true,
“SecurityGroupRules”: [
{

"SecurityGroupRuleId": "sgr-d6ecbl3e76d27204",
"GroupId": "sg-0laf58bcfase72ebf",
"GroupOwnerId": "@6917617964

"IsEgress": false,

“IpProtocol": "tcp*,

"FromPort": 8081,

ToPort": 8681,
"CidrIpv4": "0.0.0.0/0"
"SecurityGroupRuleArn"

arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-06ec4bl3e76d27204"
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aws ec2 run-instances \

—image-id resolve:ssm:/aws/service/canonical/ubuntu/server/22.04/stable/current/and64/hvm/ebs-gp2/ami-id \
—instance-type t3.micro \

—key-name docker-demo-key \

—security-group-ids sg-0laf58bcfase72ebf \

—tag-specifications 'ResourceType=instance,Tags=[{Key=Name,Value=docker-demo}]"

"ReservationId": "r-e6fee4e9d13cbcs@?",
"069176179640" ,
: [,
"Instances": [
{

"Architecture": "x86_64",
“BlockDeviceMappings": [],

"ClientToken": "bc4dé92d-8f9b-473c-96ec-d717502dcedo" ,
"EbsOptimized": false,
“EnaSupport": true,
"Hypervisor": "xen",
"NetworkInterfaces": [
{

“"Attachment": {
“"AttachTime": 6-08-11T02:26:29+00:00" ,
"AttachmentId ni-attach-099e1d29d81b7c2ce",
"DeleteOnTermination":

"DeviceIndex": @,
"Status": "attachin
"NetworkCardIndex"

By

Description

“Groups": [
1

"Groupld": "sg-@laf58bcfaSe72ebf",
"GroupName": "docker-demo-sg"
}
1.
“"IpvéAddresses": [1,
"MacAddress": "@a:ff:di: p
"NetworkInterfaceId": "eni-@b4d41b74@94ebldf",
"OwnerId": "06917617964
"PrivateDnsName": "ip-172-31-22-201.ec2.internal",
"PrivateIpAddress' 72.31.22.201",
"PrivateIpAddresses": [

{

"Primary": true,
"PrivateDnsName": "ip-172-31-22-201.ec2.internal",

"PrivateIpAddress": "172.31.22.201"
}
1.
"SourceDestChec| true,
"Status": “in-use",
"SubnetId": "subnet-850aclaecaabl79d4",
"VpcId": "vpc-0a2c66981de4lecte”,
"InterfaceType": "interface",
"Operator": {
"Managed": false
}
¥
1
"RootDeviceName": "/dev/sda1",
"RootDeviceType": "ebs",
"SecurityGroups": [
{
"GroupId": "sg-@1af58bcfaSe72ebf",
"GroupName": "docker-demo-sg"
}

1.
"SourceDestCheck": true,
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[$ aws ec2 describe-instances ——filters “"Name=tag:Name, Values=docker-demo" —-query "Reservations[].Instances[].{ID:Instanceld,State:State.Name,IP:PublicIpAddress}" —output table

| DescribeInstances |

L R

| 0] | P | state |

e R

| i-ebg18e9e9d740e43d | 54.196.185.185 | running |
E——— N ———
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[$ ssh —i ~/docker-demo-key.pem ubuntu@54.196.185.185

The authenticity of host '54.196.185.185 (54.196.185.185)' can't be established.
ED26519 key fingerprint is: SHA256:BeluT5cjc8DsUPiuaWlKOtxh9nZDyvXCtmSe2+5N+Cu
This key is not known by any other names.

ATe you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '54.196.185.185' (ED25519) to the list of known hosts.
Welcome to Ubuntu 22.@4.5 LTS (GNU/Linux 6.8.@-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management:  https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Tue Aug 11 02:28:10 UTC 2026

System load: ©.86 Processes: 111
Usage of /:  22.9% of 7.5768 Users logged in: ]
Memory usage: 24% IPv4 address for enss: 172.31.22.201

Swap usage:  @%

Expanded Security Maintenance for Applications is not enabled.
© updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.
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ubuntu@ip-172-31-22-201:~$ sudo apt-get update -y
sudo apt-get install -y docker.io
sudo systemctl start docker
sudo systemctl enable docker
[sudo usermod -aG docker ubuntu
Hit:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy InRelease
Get:2 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease [128 kB]
Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease [127 kB]
Get:4 http://security.ubuntu.com/ubuntu jammy-security InRelease [129 kB]
Get:5 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 Packages [14.1 MB]
Get:6 http://security.ubuntu.com/ubuntu jammy-security/main amdé4 Packages [3445 kB]
Get:7 http://security.ubuntu.com/ubuntu jammy-security/main Translation-en [485 kB]
Get:8 http://security.ubuntu.com/ubuntu jammy-security/restricted amdé4 Packages [6165 kB]
Get:9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe Translation-en [5652 kBl
Get:16 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 c-n-f Metadata [286 kB]
Get:11 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amdé4 Packages [217 kB]
Get:12 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse Translation-en [112 kB]
Get:13 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amdé4 c-n-f Metadata [8372 Bl
Get:14 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 Packages [3714 kB]
Get:15 http://security.ubuntu.com/ubuntu jammy-security/restricted Translation-en [1182 kB]
Get:16 http://security.ubuntu.com/ubuntu jammy-security/universe amdé4 Packages [1046 kB]
Get:17 http://security.ubuntu.com/ubuntu jammy-security/universe Translation-en [234 kBl
Get:18 http://security.ubuntu.com/ubuntu jammy-security/universe amdé4 c-n-f Metadata [23.2 kB]
Get:19 http://security.ubuntu.com/ubuntu jammy-security/multiverse amdé4 Packages [69.1 kB]
Get:20 http://security.ubuntu.com/ubuntu jammy-security/multiverse Translation-en [12.9 kB]
Get:21 http://security.ubuntu.com/ubuntu jammy-security/multiverse amdé4 c-n-f Metadata [544 B]
Get:22 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main Translation-en [554 kB
Get:23 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/restricted amdé4 Packages [6403 kB]
Get:24 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/restricted Translation-en [1226 kB]
Get:25 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 Packages [1279 kB1
Get:26 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe Translation-en [322 k8]
Get:27 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 c-n-f Metadata [36.8 kB]
Get:28 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/multiverse amdé4 Packages [76.5 kB]
Get:29 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/multiverse Translation-en [15.9 kB]
Get:30 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/multiverse amd64 c-n-f Metadata [756 B]
Get:31 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/main amdé4 Packages [76.2 kB]
Get:32 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/main Translation-en [11.4 kB]
Get:33 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/main amdé4 c-n-f Metadata [412 B]
Get:34 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/restricted amd64 c-n-f Metadata [116 B]
Get:35 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/universe amdé4 Packages [30.8 kB]
Get:36 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/universe Translation-en [16.9 kB]
Get:37 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/universe amdé4 c-n-f Metadata [676 B]
Get:38 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports/multiverse amdé4 c-n-f Metadata [116 Bl
Fetched 47.2 M8 in 7s (6442 kB/s)
Reading package lists... Done
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
bridge-utils containerd dns-root-data dnsmasq-base pigz runc ubuntu-fan
Suggested packages:
ifupdown aufs-tools cgroupfs-mount | cgroup-lite debootstrap docker-buildx docker-compose-v2 docker-doc rinse zfs-fuse | zfsutils
The following NEW packages will be installed:
bridge-utils containerd dns-root-data dnsmasq-base docker.io pigz runc ubuntu-fan
© upgraded, 8 newly installed, @ to remove and 8 not upgraded.
Need to get 74.0 MB of archives.
After this operation, 279 MB of additional disk space will be used.
Get:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 pigz amdés 2.6-1 [63.6 kB]
Get:2 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 bridge-utils amdé4 1.7-lubuntu3 [34.4 kB]
Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 runc amdé4 1.3.4-@ubuntul~22.04.1 [9569 kB]
Get:4 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 containerd amdé4 2.2.1-@ubuntul~22.04.2 [28.3 MB]
Get:5 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 dns-root-data all 2024871861~ubuntud.22.04.1 [6132 B]
Get:6 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 dnsmasq-base amdés4 2.98-Bubuntu®.22.04.4 [375 kB]
Get:7 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/universe amd64 docker.io amdé4 29.1.3-@ubuntu3~22.04.2 [35.7 MB]
Get:8 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 ubuntu-fan all @.12.16 [35.2 kBl
Fetched 74.0 MB in 1s (81.1 MB/s)
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{ubuntu@ip-172-31-22-261:~$ exit
logout

Connection to 54.196.185.185 closed.

($ ssh —i ~/docker-demo-key.pem ubuntu@54.196.185.185

Welcome to Ubuntu 22.84.5 LTS (GNU/Linux 6.8.8-1061-aws x86_64)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/pro

System information as of Tue Aug 11 02:30:01 UTC 2026

System load: .41 Processes: 114
Usage of /: 30.5% of 7.5768 Users logged in: °
Memory usage: 28% IPv4 address for ens5: 172.31.22.201

Swap usage: %

Expanded Security Maintenance for Applications is not enabled.
8 updates can be applied immediately.

8 of these updates are standard security updates.

To see these additional updates run: apt list —-upgradable

2 additional security updates can be applied with ESM Apps.

Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '24.04.4 LTS' available.
Run 'do-release-upgrade’ to upgrade to it.

8:11 2026 from 49.37.113.81
~$ docker —-version

Last login: Tue Aug 11
ubuntu@ip-172-31-22-201.
[docker ps

Docker version 29.1.3, build 29.1.3-0ubuntu3~22.04.2
CONTAINER ID  IMAGE COMMAND ~ CREATED ~ STATUS  PORTS
ubuntu@ip-172-31-22-201:~§ |

NAMES
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ubuntu@ip-172-31-22-201:~/docker-demo$ cat > index.html << 'EOF'
<!DOCTYPE html>

<html>

<head><title>Docker Demo</title></head>

<body style="font-family:sans—serif;text—align:center;margin—top:100px;">
<h1>Hello from my Docker Container!</h1>

<p>Cloud Computing Assignment</p>

</body>

</html>

[EOF




