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[bookmark: _Toc243301798]1. Introduction
Human factors remain a significant source of vulnerability in enterprise cybersecurity, making security awareness training an important part of organisational defence. Traditional web-based training often delivers information through text, slideshows and videos, with limited engagement. Gamification offers an alternative by incorporating game elements into training to encourage participation, although this does not necessarily provide the same level of interaction as a dedicated educational game. Serious games offer a further approach, allowing learners to engage with cybersecurity scenarios and make decisions within a simulated environment.

The experimental condition for this study will use The Human Firewall (Figure 1), an educational cybersecurity game originally developed by the author as part of the Changemakers (ACCA5033) module [1].
[bookmark: _Toc243301396]Figure 1: Gameplay screenshot of the interactive training artefact, 'The Human Firewall'
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While previous coursework focused on the design and technical development of the game, this project focuses on evaluating its educational effectiveness. The study will investigate whether serious game-based training produces significantly greater short term knowledge gains than traditional web-based training. To support a direct comparison, the existing game will undergo minor scenario refinements, and an accompanying web-based training module will be developed to cover the same content and learning objectives. Participants will be randomly assigned to one of the two training conditions, with knowledge assessed before and immediately after training.
[bookmark: _Toc243301799]2. Background to the research
[bookmark: _Toc243301800]2.1 Human Vulnerabilities and Industrial Context 
Technical defences cannot protect an organisation on their own, because people remain a major weakness. Verizon’s 2026 Data Breach Investigations Report found the human element involved in 62% of breaches [2]. This is an industry source with a broad definition, so it shows that people matter but not how much training can change. It does explain why organisations require regular awareness training, yet human related breaches continue.

[bookmark: _Toc243301801]2.2 Limitations of Traditional Training Delivery
Traditional training is often delivered passively, and its effectiveness is questionable. Ho et al. [3] ran an eight-month randomised experiment with over 19,500 employees and concluded that commonly used phishing training is unlikely to offer much protection. Knowledge and behaviours can also fade with time, Reinheimer et al [4] found that phishing detection improved immediately after training and at four months post training, but not at six months. 

[bookmark: _Toc243301802]2.3 Cognitive Theories and Experiential Learning 
David Kolb’s [5] Experiential learning theory proposes that learning develops through experience, reflection, conceptual understanding and the application of new knowledge. The Human Firewall incorporates elements of this process through branching scenarios based on binary choices, such as whether to open a suspicious email. A Non-Player Character (NPC) explains the consequences of the player's decision, including what could have happened if an alternative had been made. Both routes reinforce the same learning outcome while allowing the player to reflect on the decision. This also relates to error management training, which encourages learners to understand and learn from mistakes. Keith and Frese's [6] meta-analysis found that error management training was more effective than error prevention training, particularly when applying skills to new situations.








[bookmark: _Toc243301803]2.4 Serious Games and Gamification in Cybersecurity
Serious games are designed primarily for educational or training purposes, using gameplay to support specific learning outcomes. In contrast, gamification applies game elements to activities that are not games themselves. The Human Firewall is a serious game that uses interactive scenarios to deliver cybersecurity awareness training. While Sailer and Homner [7] found positive effects of gamification on learning outcomes, motivation and behaviour; these findings cannot be directly generalised to serious games. Similarly, Gwenhure and Nam [8] identified limitations in research on gamified cybersecurity training, including the short duration of many studies and the potential influence of the ‘novelty effect’. These findings highlight the need for further research into the effectiveness of different approaches to cybersecurity training, particularly serious games.

[bookmark: _Toc243301804]2.5 Synthesis and Research Gap
Although existing research provides encouraging evidence for gamification in education, its findings cannot necessarily be generalised to serious games in cybersecurity training. Further research is needed to compare serious games with traditional training methods that deliver equivalent content, helping to distinguish the effect of the training method from the content itself. Furthermore, short term improvements in knowledge do not necessarily translate into long term retention or changes in behaviour [9].

This project investigates whether a serious game produces different short term knowledge gains compared with a traditional training module covering the same content. Random assignment and a pre-test/post-test design will be used to compare the two approaches. Although evaluating long term knowledge retention and behavioural change would be desirable, these are outside the scope of this project. The use of an immediate post-test means the study will focus on short term knowledge gain and the relative effectiveness of the two training approaches.

[bookmark: _Toc243301805]3. Research Problem Statement
The effectiveness of serious games compared with traditional web-based methods for cybersecurity awareness training remains unclear, particularly when both approaches deliver the same learning content. Although existing research suggests that gamification can support learning, these findings do not necessarily establish the effectiveness of serious games. Without direct comparisons under controlled conditions, it is difficult to determine whether the training method influences learning outcomes. This project addresses this problem by comparing short term knowledge gains following serious game-based and traditional web-based cybersecurity awareness training.







[bookmark: _Toc243301806]4. Aim and Objectives
Aim:
To quantitatively evaluate whether serious game-based cybersecurity awareness training produces significantly greater short term knowledge gains than traditional web-based training covering the same learning content.

Objectives:
1. To critically review academic, industrial and governmental literature on human factors in cybersecurity, experiential learning, serious games, and traditional security awareness training.
2. To prepare the research artefacts by making minor scenario refinements to The Human Firewall and developing an accompanying traditional web-based training module covering equivalent content and learning outcomes.
3. To obtain institutional ethics approval, recruit participants through convenience sampling and conduct a controlled comparative experiment using random assignment, pre-tests and immediate post-tests.
4. To analyse the results statistically using Microsoft Excel to compare knowledge gains between the two training conditions and determine whether any observed differences are statistically significant.

Expected Deliverables:
· A research report presenting the methodology, statistical analysis, findings, limitations and implications for cybersecurity awareness training.
· A refined version of The Human Firewall.
· A bespoke traditional web-based training module.
· Recommendations for cybersecurity awareness training, informed by the study's findings.
[bookmark: _Toc243301807]5. Research Methodology
[bookmark: _Toc243301808]5.1 Research Design
This project will use a mixed-methods comparative experimental design to evaluate the short-term knowledge gains and user experiences associated with serious game-based cybersecurity awareness training compared with traditional web-based training. The study will compare two training conditions covering equivalent cybersecurity content and learning outcomes.

· Experimental Group (Game Condition): Participants will complete training using The Human Firewall, an interactive cybersecurity awareness game.

· Control Group (Traditional Condition): Participants will complete a bespoke text and image-based web module covering the same content.



[bookmark: _Toc243301809]5.1.1 Experimental Design
Participants will be recruited through convenience sampling from personal contacts and student networks before being randomly assigned to one of the two groups. Data collection will consist of a pre-test to assess prior knowledge, followed by the assigned training intervention and an immediate post-test to measure knowledge after training.

[bookmark: _Toc243301810]5.1.2 Research Hypotheses
· Null Hypothesis (H0): There is no statistically significant difference in mean knowledge gain between participants completing the game-based training and those completing the traditional web-based training.

· Alternative Hypothesis (H1): Participants completing the game-based training will demonstrate significantly greater mean knowledge gain than those completing the traditional web-based training.

[bookmark: _Toc243301811]5.1.3 Data Collection and Analysis
· Quantitative Data: Pre-test and post-test scores will be analysed in Microsoft Excel using descriptive statistics and an independent samples t-test to compare knowledge gains between the two groups.

· Qualitative Data: Open ended questions will explore participants' experiences, including engagement, training fatigue, usability and the impact of incorrect choices on learning. Responses will undergo thematic analysis to identify recurring themes.

[bookmark: _Toc243301812]5.1.4 Ethical Considerations and Limitations
Ethics approval will be obtained prior to data collection. Participation will be voluntary, with informed consent and anonymous data handling in accordance with UK GDPR.

Limitations include potential sampling bias and limited generalisability. The immediate post-test measures short term knowledge gains only, with long term retention and behavioural change outside the project scope.













[bookmark: _Toc243301813]5.2 Resources and Materials
The following technical and academic resources will support the development, delivery and evaluation of the study.

· Development and Hosting: The Human Firewall will undergo minor scenario refinements using the GB Studio game engine and Tiled map editor. The traditional web-based training module will be developed using HTML, CSS and JavaScript. Both training platforms will be hosted online to provide participants with consistent access.

· Data Collection: Microsoft Forms will be used to administer the pre-test and immediate post-test assessments and collect data.

· Data Analysis: Microsoft Excel will be used for data cleaning, aggregation, descriptive statistics and hypothesis testing.

· Academic Resources: The literature review will draw on university library databases and academic repositories, including IEEE Xplore and the ACM Digital Library.
[bookmark: _Toc243301814]6. Project Planning
To ensure the successful and timely completion of this independent project, a structured timeline has been established, spanning from October 2026 to May 2027. The project is divided into distinct, manageable phases covering proposal, artefact preparation, instrument design, data collection, statistical analysis, and final report synthesis.

[image: ]The literature review will remain a continuous task running throughout the duration of the project. The complete project schedule, including sequential task phases and critical milestone deadlines, is illustrated in the Gantt chart below (see Figure 2). [bookmark: _Toc243301397]Figure 2: Project Planning Gantt Chart illustrating task phases and milestone deadlines





[bookmark: _Toc243301815]7. Conclusion
This project aims to improve understanding of the effectiveness of serious games in cybersecurity awareness training. By comparing a serious game with a traditional web-based training module, the research will investigate whether experiential gameplay can improve short term cybersecurity knowledge gains. The findings will be used to develop recommendations on the use of serious games in cybersecurity training and highlight their potential value as an alternative training approach.
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