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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B – 2000 hosts
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D – 500 hosts
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F – 180 hosts
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E – 60 hosts
	172.16.13.0
	255.255.255.0
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A – 16 hosts
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C – 6 hosts
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G – R1 to R2
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H – R2 to R3
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Report:

[bookmark: _Toc26975452]Introduction
Internet Protocol version 6 (IPv6) is the latest revision of the Internet Protocol and is set to replace the previous version, IPv4. IPv4 was designed in the early 1980’s when the internet was much smaller, it has a total of 4.29 Billion (232) addresses but these are rapidly being used up. With the advent of the ‘Internet of Things’ as well as the surge of internet capable mobile devices the number of connected devices is set to rocket from 20.3 Billion in 2015 to 75 Billion in 2025[1][2]. This posed a significant issue to IPv4 as the number of available addresses was shrinking, as such the Internet Engineering Task Force (IETF) sought to create a replacement[3]. IPv6 has a total of 340 Undecillion (2128)[3]. This number is so large, we could give each cubic millimetre in the Earth 340 Million unique addresses before we would run out[4].
[bookmark: _Toc26975453]Structure
[bookmark: _Toc26975454]Subnetting
Subnetting in IPv6 is similar to IPv4 with some key differences. In IPv4, subnetting requires the sacrifice of host bits to create multiple subnets. In IPv6, the subnet ID is built into the structure of the address, with the first 48 bits being the routing prefix, the next 16 bits being the subnet ID, and the last 64 bits being the Interface ID which is the IPv6 equivalent of the host bits in IPv4.
An organisation may be given a /48 prefix, giving them the ability to create 65,000 subnets using the 16 Subnet ID bits, each subnet containing 264 hosts. This gives organisations plenty of hosts and subnets available without having to compromise on the number of either[5].
It is possible to use some of the bits in the Interface ID to subnet further, however this is strongly discouraged as auto-configuration of IPv6 addresses requires 64 bits to be allocated to the host ID.
This auto-configuration takes advantage of the uniqueness of a devices Media Access Control (MAC) address. This is the 48-bit code assigned to devices by their manufacturer. This 48-bit code can be split into two 24-bit codes, and the 16-bit hex code “FFFE” put between the two halves to create a 64-bit code. The seventh bit of this code is then inverted to give the final Interface ID.
[bookmark: _Toc26975455]Address Types
[bookmark: _Toc26975456]Global Unicast Address (GUA)
This address type is equivalent to a public address in IPv4. Global Unicast addresses in IPv6 are globally identifiable and uniquely addressable[6].
The first 48-bits are the Global Routing Prefix which is assigned by a provider (typically an ISP) to a specific network, this is akin to a company being assigned a public IP address. The first three bits of the Global Routing Prefix is always set to 001. The next 16 bits are the Subnet ID, which was explained previously.
This GUA can be assigned manually, via DHCPv6, or automatically via Neighbour Discovery Protocol[7].
[bookmark: _Toc26975457]Link-Local Address
Link-local addresses are another type of unicast address that is confined to a single link or subnet. Link-local addresses only need to be unique on the subnet, therefore routers do not forward packets with a link-local address. Link-local addresses always start with FE80::/64 and end with the machines Interface ID. This in effect replaces the MAC address of a machine with regards to packet transmission within a subnet in IPv4.
[bookmark: _Toc26975458]Advanced Functionalities
[bookmark: _Toc26975459]Neighbour Discovery Protocol
A host in an IPv6 network is capable of auto-configuring itself with a unique link-local address using Neighbour Discovery Protocol, this replaces ARP in IPv4. As soon as host gets an IPv6 address, it joins a number of multicast groups. All communications within the segment are sent via these multicast addresses. A host goes through a series of states in IPv6:
· Neighbour Solicitation: After configuring all IPv6’s either manually, or by DHCP Server or by auto-configuration, the host sends a Neighbour Solicitation message out to FF02::1 (multicast to all of the nodes in this link-local segment)[8].
· DAD (Duplicate Address Detection): If the host doesn’t receive a response to its Neighbour Solicitation message, it assumes that no duplicate addresses exist on the segment[8].
· Neighbour Advertisement: After assigning the addresses to its interfaces, the host sends out a Neighbour Advertisement message telling all other hosts on the segment that it has assigned those IPv6 addresses to its interfaces[8].
Once a host has configured its IPv6 addresses, it does the following:
· Router Solicitation: The host sends a Router Solicitation message to FF02::2/16 (multicast to all routers in link-local segment).
· Router Advertisement: When a router receives a Router Solicitation message, it responds to the host, advertising its presence on that link. The host then stores this address.
· Redirect: A Router may receive a Router Solicitation request, but know that it is not the best gateway for the host. In this situation, the router sends back a Redirect message telling the host that there is a better ‘next-hop’ router available.
[bookmark: _Toc26975460]IPv4 Compatibility
IPv6 is not backwards compatible with IPv4, and whilst the world is slowly moving towards implementing IPv6, there are times when both standards will have to interact[9]. The following are some of the ways IPv6 can interact with IPv4:
[bookmark: _Toc26975461]Dual Stack Routers
A router can be configured with both IPv4 and IPv6 addresses in its routing table, if it is placed between an IPv4 and IPv6 network. the router can act as a bridge between the two, with the router able to route traffic from one network to the other and visa-versa[10].
[bookmark: _Toc26975462]Tunnelling
If there is a different IP version on an intermediate path between nodes, tunnelling provides a better solution where user’s data can pass through a non-supported IP version. For instance, two remote IPv4 networks can communicate via a Tunnel, where the transit network was on IPv6. This is done by wrapping the IPv4 packets in IPv6 headers during its travel through the IPv6 network and then removing the headers to continue to the destination IPv4 network. The opposite scenario is also possible[10].
[bookmark: _Toc26975463]NAT Protocol Translation
Another method is to install a Network Address Translation – Protocol Translation (NAT-PT) devices between the IPv4 and IPv6 networks. For instance, a host with an IPv4 address sends a request to an IPv6 enabled server that cannot parse IPv4 addresses. In this scenario, a NAT-PT device can help them communicate. When the host sends a request packet to the server, the NAT-PT device strips the IPv4 packet of its header, adds an IPv6 header, and forwards it through to the server[11]. When a response from the server comes for the host, the device performs the same process backwards.
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