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I was in charge of the whole intelligence layer of our "Domain Security Clarity Platform" as the team's AI Integration Specialist (Member 3). My main objective was to address a practical issue: the enormous disconnect between technical security data and a non-technical small business owner's comprehension. While my teammates worked on scanning the domains and creating the dashboard, it was my responsibility to use Emerging Trends in AI to transform the intimidating, raw results into understandable, practical recommendations.
My technical contributions were broken down into multiple crucial tasks:
Intelligence Architecture (Ollama): I used Ollama to create a local-only AI engine [2]. I used Ollama to emphasise local inference to maximise privacy by default. Depending on deployment needs and user agreement, the system was built to accommodate different providers (such cloud-based ones) as an optional configuration.
I made a flexible interface that lets users pick their favourite local AI model, like Llama 3, Mistral, Neural-Chat, or Dolphin-Mistral, or choose "No-AI" mode to get raw data. This lets the user choose how well they perform and how they think. My work was very connected to that of other team members, especially Member 2 (Research and Tool Analysis) for figuring out the raw scan data and Member 5 (UX/UI Design) for making sure that AI-generated explanations were clear and useful for end users. Depending on deployment and performance requirements, the system was also built to potentially accommodate other providers.

Quick A/B testing and engineering: I didn't merely craft a straightforward query for the AI. I created a system called "Prompt Variants." I conducted A/B testing to determine whether our users responded better to a "Casual" or "Formal" tone. Using real-world analogies, I chose a "Consultant" persona that greatly enhanced user comprehension.

Performance Optimisation (Streaming & Caching):Local AI may be slow. In order to prevent regenerating explanations for recurring findings (such frequent vulnerabilities like open ports) [5], I put in place a prompt reuse policy. This greatly decreased latency and saved needless AI computation. Furthermore, I created support for streaming-style answers, which enhances perceived performance by enabling users to view outputs gradually instead of waiting for the response to complete.

Multi-Model Strategy: To maximise performance, I benchmarked various models. The platform now supports four distinct models. Users can choose Llama 3 for deep reasoning, Mistral or Neural-Chat for balanced performance, or Dolphin for a more unfiltered, direct response. Alternatively, the 'No-AI' option ensures the tool remains functional even on very low-end hardware. Collaborative Experience and Performance Assessment

An essential component of this hackathon was working in a multidisciplinary team. Members of our team had experience in business, software, and cybersecurity. We strictly adhered to the "Weekly Friday Meeting" norm and communicated primarily via Microsoft Teams. I wanted to know precisely what technical information the scanner (Member 2) was supplying to tailor the AI prompts, therefore this structure was crucial.

[bookmark: _Toc228197643]Team Score (out of 5):
Member 1 (Project Lead): 5/5: Prevented us from adding too many complicated features that weren't inside the MVP scope and kept the vision clear.

Member 2 (Research and Tool Analysis): 4/5 - I was able to pinpoint the precise "technical jargon" that our AI required to simplify thanks to their thorough comparison of current tools. 
Member 3 (AI Integration Specialist: Myself): 5/5 I was in charge of prompt engineering, performance optimisation, and the design and integration of the AI intelligence layer. To make sure the AI logic was precisely in line with the technological data flow, I kept in constant contact with Members 2 and 4.

Member 4 (System Architecture): 5/5—We worked together the hardest; they made it easy for me to incorporate my AI integration module into the main data flow.

Member 5 (UX/UI Design): 5/5 – Avoid a dull "loading" spinner by translating my "Streaming" logic into a clear interface where text emerges naturally. 

Member 6 (Risk, Legal, and Business): 4/5 – Assisted me in comprehending the legal ramifications of AI hallucinations, which prompted me to put the "Fallback" safety system into place.
[bookmark: _Toc228197644]Related Works and New Developments
The new trend of Local Inference and Small Language Models (SLMs) has a significant impact on our design. Our research revealed that customers are becoming more concerned about sharing their vulnerability data with third-party clouds like OpenAI [6], despite the fact that traditional security platforms rely on cloud-based processing. 
In their work on Mistral 7B, Jiang et al. [1] claim that smaller models can now reason at the expert level when given structured cues. Ollama serves as the foundation for our project [2]. In addition, we adhered to the "Explainable AI" (XAI) trend, which emphasises human comprehension of AI judgements. We support pedagogical research that implies non-technical users acquire security concepts more quickly through metaphorical mapping by incorporating analogies from the real world into our prompts [4].
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Our demo went well, but there are some clear problems with our method: Adding manual model selection increases the risk that non-technical users will pick a model that doesn't work well for complex tasks or that they will find it hard to understand the raw data in "No-AI" mode.

Hardware Dependency: The hardware poses the greatest danger. The AI needs a good GPU or a lot of RAM because it operates on the user's computer. The AI may take more than thirty seconds to react on a slow office computer, which detracts from the user experience. 

Model Hallucinations: The "hallucination" of facts is a significant risk element in any AI effort. The user may overlook a genuine threat if the AI gives an incorrect explanation for a serious vulnerability. I created a "Confidence Scoring" mechanism and a backup database of verified human explanations to lessen this.
Context Window Limits: If a scan discovers more than 50 faults, the AI may find it difficult to retain all the information in its "memory" (context window), which could result in explanations that are repeated or condensed.
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I had a great way to learn during this hackathon. In a technical sense, I became an AI "developer" instead of an AI "user." I discovered that Prompt Engineering involves handling tokens, latency, and personalities in addition to simply asking questions. To handle Ollama service timeouts, I had to learn how to process JSON payloads and implement timeout and retry management logic in the backend integration code.
Personally, I concluded that "Perceived Performance" matters more than "Raw Speed." Adding word-by-word streaming made the app feel quick and "alive" to the users, even if the AI took five seconds to comprehend. I learned from this that, as an engineer, I should constantly consider the person on the other end of the screen in addition to the code. One problem with my method, though, is that local AI models can still have trouble being consistent and accurate when compared to bigger cloud-based models. This meant adding validation mechanisms and fallback logic, which made the system more complicated. So, one of the biggest problems in designing the system was finding a balance between performance, privacy, and reliability.
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In the upcoming iteration of this platform, I would suggest: 
Quantised Models: By using 4-bit quantisation, our AI can operate on extremely basic laptops with 4GB RAM, opening it up to more small enterprises. 
Automated Remediation: The AI could produce the precise configuration code (such as Nginx or Apache rules) that the user can copy and paste to resolve the issue rather than merely describing the problem. 
Voice Interaction: Business owners can use Emerging Trends in "Speech-to-Text" to "ask" the report questions orally regarding its findings.
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I was able to apply Level 6 academic topics to a practical problem by taking part in the UWTSD Hackathon 2026. I'm proud of the way I transformed Local LLMs, a complicated developing technology, into a solution that offers true "Clarity." This experiment demonstrated that improved communication is just as important to the future of security as improved scanners. As Member 3, I worked to keep our platform quick, confidential, and—above all—human-readable.
[bookmark: _Toc228197649]References
[1] A. Q. Jiang et al., “Mistral 7B,” arXiv preprint arXiv:2310.06825, Oct. 2023.
[2] Ollama, “Ollama Library: Llama 3 Technical Documentation,” 2024. [Online]. Available: https://ollama.com/library/llama3. [Accessed: Mar. 02, 2026].
[3] OWASP Foundation, “OWASP Top 10:2021 Security Risks,” 2023. [Online].  Available: https://owasp.org/www-project-top-ten/. [Accessed: Mar. 10, 2026].
[4] H. Touvron et al., “Llama 2: Open Foundation and Fine-Tuned Chat Models,” arXiv preprint arXiv:2307.09288, Jul. 2023.
[5] G.Lyon, Nmap Network Scanning: The Official Nmap Project Guide. Sunnyvale, USA: Insecure.com LLC, 2009.
[6] Dept. for Science, Innovation and Tech., “Cyber security breaches survey 2024,” UK Govt., 2024. [Online]. Available: https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024. [Accessed: Mar. 15, 2026].
image1.jpeg
UWTSD

London




