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NatureGreen (NG) is a large international organisation based in the health and wellbeing sector of industry whose operations depend on cloud services and wireless platforms. This technology model can create significant risk and exposures to information security and privacy breaches that can impact internal functions, customer relations and the global customer base of the organisation. These risks have also been increased even further following pressures to allows both the staff and the customers to access sensitive resources using personal devices, which demonstrates an inconsistent security architecture, weaker visibility and increased risk of unauthorised access of information.

In its current state NG greatly lacks a strong defined set of security polices framework and governance. Without any documented responsibilities of employees, standardised controls and repeatable processes, the implantation of security becomes inconsistent and impossible to manage and measure. For an organisation of NG’s scale, these clear weaknesses are very rarely caused by technical gaps in knowledge but rather negligence and lack of planning which further reflects shortcomings in accountability, decision making and oversight which leaves organisations vulnerable to data breaches and disruption to critical information and services.

This is a massive problem for NG as modern organisations are expected to demonstrate that they have security controls designed, implemented and maintained, in particular when dealing with cloud services and third-party providers as part of their delivery. 
This report aims to review the principles of the framework and apply them to design a more practical governance approach for NG while also making it compliant with laws and regulations. This model will be formed around NG’s operational model which includes the heavy reliance on cloud services, wireless access, use of BYOD, dependency on suppliers, and the need to protect intellectual property.
1. [bookmark: _Toc217972488]Research
[bookmark: _Toc217972489]1.1 ISO/IEC 27001
The ISO/IEC 27001 model is one of the most widely used and accepted standards for information security worldwide as the standard specifies the requirements for establishing, implementing, maintaining, monitoring, reviewing and constantly improving ISMSs [1,3], allowing companies to manage information security in a structured and repeatable way.
One of the main controlling points of the standard is that it does not formally prescribe a specific set of security controls to the organisation but rather sets out a clear guideline in detail for organisations to create their own models and identify their own risks and assess their impact on their operations and to then choose and appropriate responses based on the context of their operations and regulatory obligations.[2,3] This flexibility of the model makes it ideal for large complex environments, which include cloud based operations and global distribution used by organisations such as Nature Green. It allows security polices to be measured in proportion and further aligned with the priorities of an organisation’s operations rather than a generic list of requirements of compliance.
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Figure 1: NIST CF framework core
In 2022 ISO/IEC 27001 underwent a major revision which resulted in a significant reorganisation of security controls into four core themes: organisational, people, physical and technological. The primary objective of this revision was to address emerging global cybersecurity challenges and strengthen digital trust [3,4]. This update more accurately reflects the modern cybersecurity landscape by expanding the scope of controls to better account for contemporary threats, particularly those associated with cloud-based technologies, which were not sufficiently addressed in the previous version of the standard. In the context of NatureGreen, these changes are highly relevant as they provide clearer alignment between governance responsibilities, human interaction, and the technological safeguards required to secure cloud platforms and personal devices used across the organisation.
ISO/IEC 27001 further emphasises the requirement for senior management to demonstrate leadership and commitment to information security through the approval of policies, assignment of defined roles, and integration of security objectives into the broader organisational strategy [3,4]. This reinforces the principle that effective information security should not be viewed solely as a technical function but rather as a governance-driven responsibility that relies on management oversight, organisational culture, and structured decision-making processes.
Although ISO/IEC 27001 is widely recognised and a robust security framework, it does have its limitations and cannot be considered a total solution to all. When organisations adopt the standard in practise it is primarily used as a certificate exercise, the implementation often becomes over focused on the documentation and policy compliance rather than the consistent practical application of security control. In the case of NatureGreen, the effectiveness of ISO/IEC 27001 with depend on the extent that ISMS is embedded in their daily operations, in particular the areas like BYOD usage, cloud environment configurations and the protection of sensitive information.
[bookmark: _Toc217972490]1.2 SOC 2 Trust Services
The SOC 2 Trust services criteria is developed by the American institute of certified public accountants (AICPA), is primarily designed to provide assurances over the controls used by service organisations that store, process or transmit customer data. This framework is increasingly relevant to cloud based and SaaS environments, where both the customer and partners need confidence in how services operate in there practise rather than being reliant solely on the documented polices or system designs put in place. This focus on operation make SOC 2 extremely applicable to modernised organisations that heavily depend on cloud infrastructure such as NatureGreen.[6,7]
SOC 2 is structured around 5 trust service criteria: - Security, Availability, processing integrity, Confidentiality, and privacy. Altogether, these criteria aim to protect systems from any unauthorised access, and ensure services remain constantly available, maintain accurate and reliable data processing, safeguard, sensitive information and respect data rights. This is a broad but practical scope which can align well with organisations that require a continues service delivery and which manage a large volume of customer and health related data across cloud platforms.[7]
One of the key strengths of SOC 2 is its emphasis on evidence-based assurance. Organizations are required to demonstrate that their security controls are not only designed but fully implemented and in a operational state, and also supported by verifiable artefacts like access logs, monitoring records, incident reports and any change approvals to the system. This approach is particularly well designed and suited for cloud environments, where the continuous monitoring and logging of information play a critical role in detecting security incidents and demonstrating their own compliance.
The distinction between SOC2 Type 1 and Type 2 reports further to reinforce this focus. While type 1 reports assess whether the controls are suitably designed at the specific point in time, type 2 reports evaluate whether the controls operate and an effective rate over an extended period of time.[6,8]
Despite these strengths SOC 2 has limitations when considered as a standalone framework. Unlike ISO/IEC 27001, it offers little guidance in governance structures risk assessment methodologies, and policy developments. The framework largely assumes that the organisations already have defined governance process in place and instead validate how well those procedures’ function.  As a result of this assumption SOC 2 delivers the greatest value when used alongside a broader governance framework that clearly defines accountability, decision making, and risk management polices making it a perfect partner for ISO/IEC 27001.[6,8]

[bookmark: _Toc217972491]1.3 IITL & COBIT
ITIL & COBIT are not primarily designed as a dedicated information security standard however, both of these frameworks provide highly valuable governance and operation structures that can strengthen a broader security programme when applied in place appropriately. They are most commonly used to improve the consistency, accountability and alignment of technological operations and the organisational objectives, which make them highly relevant to NatureGreens operating environments when adopted appropriately.[9]
ITIL focuses on the IT service management and provides structured guidance across key operational processes, including incident management, change control, problem management and service continuity. These processes are closely aligned with the operation security expectations found within SOC 2, in particular the areas which relate to incident response and service availability. In the case of NatureGreen, Adopting the practises of ITIL it will help establish predictable and repeatable workflow, which will ensure that the security incidents are managed at a constant rate and any changes to the cloud-based services are assessed for any risk prior to the new implementations.[10]
COBIT which is developed by ISACA, adopts more of a governance-focused perspective on the management of enterprise information and its technologies. It puts more of an emphasis on decision making structures and the accountability and performance measurement of IT activities with a broader business objective. The main strength of COBIT lies in the ability to clearly identify riles and responsibilities, define escalation paths, and further support an effective oversight. This governance method focuses complements ISO/IEC 27001 by reinforcing the executive involvement and ensuring that the information security objectives are being integrated into the organisational strategy rather than staying isolated within its technical teams.[11]
Individually implementing these strategies however would not be an effective solution for nature green as a security framework. As ITIL does not provide a comprehensive approach toward risk management or security control management and while COBIT offers a limited technical security guidance. However once again when used in tandem with ISO/IEC 27001 and SOC 2, both of these frameworks will significantly increase the maturity of its governance and its operational security. In practise the selective adoption of the relevant processes and governance principles is likely to be more effective than the full-scale implementation, due to the complexity, of cloud environments such as nature greens.

[bookmark: _Toc217972492]1.4 Zero Trust Architecture
Zero trust architecture have been increasingly important security model of organisations that make extensive use of cloud computing services. In contrast to traditional perimeter-based security approaches, which will assume that the users and devices accessing the internal networks are to be trusted, zero trust applies the opposite approach and operates on the principle that trust should never be given and all the users and device on the network cannot be trusted. All access requests are therefore subject to continuous verification, regardless of the network location or device identifiers such as MAC addresses.[12]
The zero-trust model emphasises strict identify verification, and the least privilege access controls, and the segmentation of systems, resources and information. These principles significantly reduce the likelihood of unauthorised access and limit the potential impact of compromised credentials. This is particularly relevant for organisations that support remote access and BYOD practises, where conventional network boundaries are not as clearly defined.[12,13]
When implemented alongside established governance and assurance frameworks, such as ISO/IEC 27001 and SO 2, zero trust can enhance an organisations overall security posture. ISO/IEC 27001 provide three governance and risk management foundation, while SOC 2 supports continuous monitoring and operational assurance. Put together, these approaches enable organisations to address contemporary cybersecurity threats in a structured and defensible manner.[12,7]
[bookmark: _Toc217972493]2.Security, Governance and Compliance approach for NatureGreen
This second section will apply the frameworks that were discussed in section one to the NatureGreen scenario given. I will primarily speak about ISO/IEC 27001 combined with SOC 2 trust services as these two point out a lot of areas where nature green can improve their own polices as it proposes a more practical approach to security which reflects the realities of the use of cloud services within naturgreen.
[bookmark: _Toc217972494]2.1 Governance Structure
The most effective security governance relies heavily on accountability and the involvement of an organisation’s leaderships. ISO/IEC 27001 requires that a organisations senior management approves polices, assigns responsibilities and also integrate information security into its organisational strategy.
Nature green however lacks this structure so to rectify the issue it should establish and ISMS and put it under executive oversight such as a data protection officer. This role can then directly report to executive management to ensure that any and all security risks are considered at a strategy level rather than be treated as a technical concern.
To further support this governance in place, NG should put in place a security committee which would include multiple representatives from different departments of the organisation such as IT, Human resources, Legal etc. This committee would then directly oversee policy approvals and risk reviews and audits which aligns with ISO 27001 governance structures and principles while also SOC expectations for management supervision.
[bookmark: _Toc217972495]2.2Risk Management Model
The risk management model should again include both ISO/IEC 27001 and SOC 2. NatureGreen would have to adopt a structured and easily repeatable security cycle that supports the consistent identification of threats and how to priorities and treat them.
Risk analysis evaluates the likelihood and impact of a threat while evaluation will compare the risks against NatureGreens criteria to ensure that threats are being consistently priorities by severity. Any risks that are exceeding thresholds need to be treated first. Naturegreen can use various treatment options such as implementing controls and avoiding high risk activities. This works great alongside SOC 2 type 2 as the reporting reinforces needs to demonstrate that the controls operate consistently over time.
The task of continuous monitoring will ensure that the risk that remain visible and the security controls remain effective against the threats. To finalise NG’s risk management strategy they should update their registry based on any security incidents that may occur and also conduct regular audits into their cloud environments to constantly improve their services.
[bookmark: _Toc217972496]2.3 Security Policies BYOD Structure
The security policies that are put into place within an organisation make the decisions into enforceable action and behaviours. ISO/IEC 27001 require organisations to outline and maintain their polices in tandem with risk and their business objective. NG should change their structure to a layered policy structure, this will consist of an overreaching information security policy alongside specific policies as well which will use polices such as access use, acceptable use, incident response etc.
The use of BYOD also poses a significantly increased threat due to inconsistent device security. ISO/IEC 27001 requires organisations to define acceptable use conditions of its devices and SOC 2 also expects consistent access controls of devices regardless of who owns them. NG’s BYOD policy going forward should be changed to a risk-based model allowing access only from the devices that meet the pre-determined security requirements like encryption.
The zero trust principles will provide NG with effective support by enforcing the continuous verification of its users and devices however NG needs to ensure that the corporate data is separated on their devices and not mixed in with personal information.

[bookmark: _Toc217972497]2.4 Cloud Security & Protection
Cloud security is a critical process to NG’s operational model. ISO/IEC 27001 requires organisations to manage their risks with external hosted services and supplier relations. Due to this NG should make use of a defence in depth approach which would allow them to make use of secure configuration baselines, encryption of data etc.
The identity-based access controls and the least privileged permissions should replace the network-based trust assumptions that naturegeen currently have in place as this will limit the risk of compromised credentials and supports the use of SOC 2 requirements. The centralised logging and monitoring of the cloud activity are essential in this case for incident detections.
[bookmark: _Toc217972498]3. Conclusion
This report has shown how NatureGreen can embolden its information security framework through integrated governance, risk management and compliance. Analysing text shows that although ISO/IEC 27001 and SOC 2 address different aspects of security management. ISO provides more of a governance led approach while SOC 2 enforces operational disciplines through evidence-based methods.
By applying these frameworks to NG’s cloud-based services highlight the importance of oversight from higher management alongside policy management and risk assessment especially in the case of NG’s BYOD policy.
The governance of security should be treated as a dynamic objective instead of a static one. As technologies and threats are continuously evolving in the modern world. To combat this NG must constantly reassess its security controls and its threat management and this can be achieved by combining both IS/IEC 27001 and SOC 2 for the goal of long-term regulatory compliance.
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