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Operating Systems
[bookmark: _Toc227789566]Introduction 
Operating Systems (OSs) are the software bridge that connects computer hardware to the end-user. [1] They ensure that users can interact and execute processes and applications in a simplified form without ever having to engage with the complexity of raw hardware by managing resources such as CPU, memory and storage. An effective operating system provides seamless and convenient user interaction through the means of an intuitive graphical user interface (GUI) or the slightly more technical command line interface (CLI). This paper will discuss how an operating system manages the complexities of a computer system and how the user can customise their environment to tailor to their specific needs concerning multiple operating systems.  
[bookmark: _Toc227789567]Functions of Modern Operating Systems 
[bookmark: _Toc227789568]Memory, Process and Performance Monitoring 
While an OS is running, it manages several key areas, including file storage, network connections, CPU time, memory, system security and input/output devices. To do so efficiently, the OS routinely manages system processes and memory using process scheduling and resource allocation. The OS creates, schedules, assigns and terminates processes, allocating CPU time through scheduling algorithms. Users can adjust priority, end tasks and monitor usage, with the help of a variety of process and memory management tools. 
Windows:
Task Manager (CTRL-ALT-DEL)
[image: ]
Figure 1: Windows Task Manager displaying active processes.
Task Manager provides a list of all currently running processes within the computer, along with their CPU, Memory, Disk, Network, GPU allocation and power usage levels. 

[image: ]
Figure 2: Performance monitoring of a Windows-based host system.
The performance tab provides real time resource usage graphs for each of the previously stated areas.
Resource Monitor
[image: ]
Figure 3: System resource analysis via Windows Resource Monitor.
Resource monitor provides detailed real time monitoring of CPU, memory, disk and network usage per process. This is essential in diagnosing potential performance bottlenecks [2].
Event Viewer
[image: ]
Figure 4: Windows Event Viewer within the Computer Management console.
Event Viewer acts as a detailed log of past events. Logs are categorised as: information (process did what it’s supposed to do), warning (something that didn’t go right), error (a significant problem), critical (failure the system could not recover from) and audits (digital paper trail for user activity). 
[image: ]
Figure 5: Detailed view of a Critical Kernel-Power event (Event ID 41) within the Computer Management console.
Custom views can be created in event viewer to filter what needs to be seen, figure 5 shows only critical logs. 
Reliability Monitor 
[image: ]
Figure 6: Windows Reliability Monitor displaying system stability over time.
Reliability monitor uses event data to present a simplified timeline of system stability that focuses on crashes, failures and updates [3].
System Diagnostics
[image: ]
Figure 7: Automated Windows System Diagnostics Report and Basic System Health Checks.
Unlike the previously discussed tools, a system diagnostic run actively tests the system to find the root cause of problems like crashes or delays.
Linux:
Htop (Command)
[image: ]
Figure 8: Real-time Linux process monitoring using the htop interactive system monitor.
Like Task Manager, “Htop” gives an overview of processes and system resource allocation [4]. 
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Fundamentally, computers process user inputs to generate specific outputs. To facilitate this, OSs must manage Input/Output (I/O) devices such as mice and monitors. This is done through device drivers, that act as translators between the OS’s generic instructions and the hardware-specific operations. Users can directly monitor and configure these hardware interfaces through dedicated management tools.
Device Manager
[image: ]
Figure 9: Windows Device Manager displaying the hardware configuration and driver status.
Provides direct control over any hardware components attached to the PC. 
[bookmark: _Toc227789570]File and Directory Management 
OSs organise system and application files within directories (folders) in a hierarchical treelike structure acting as a catalogue that provides a roadmap for locating data and managing disk space [5]. Users can directly access these directories using the following tools: 
File Explorer 
[image: ]
Figure 10: Root directory structure of the Windows (C:) drive and standard system folders.
Allows users to open, copy, move and organise files and directories to manage disk space, security and enhance productivity.  
[bookmark: _Toc227789571]System Security 
OSs are a critical line of defence in device security, acting as the primary mediator between hardware and software, protecting against unauthorized access, malware and data breaches [6]. Users can configure and tailor security measures to their data protection needs. 
Windows Defender Firewall with Advanced Security 
[image: ]
Figure 11: Windows Defender Firewall with Advanced Security showing Inbound Rules and application profiles.
Allows for creation, management and monitoring of inbound/outbound firewall rules, in addition to configuring IPsec settings and monitor network security for domain, private, and public profiles [7]. Particularly useful when administering systems that handle large amounts of network traffic across multiple network profiles. 
[bookmark: _Toc227789572]Commands 
Users interact with an OS’s kernel through a Command Line Interface (CLI), by typing specific commands and parameters. This text-based method offers greater customization and control compared to standard Graphical User Interfaces (GUI) that users interact with daily. [8] Shells serve as the critical intermediary layer, translating human-readable commands into system calls for execution. This report focuses on Windows Command Prompt (CMD) and PowerShell, alongside Linux’s Bash. Each language operates through basic commands modified by options or switches (represented as / or  -) to accommodate system behaviour to user requirements [9]. 
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Batch – Tasklist /v
[image: ]
Figure 12: Detailed Windows system process list via the tasklist /v command.
Displays all active OS processes. The “/v” (verbose) switch provides extra details such as the specific User Name running the process and the title of the process in windows. 
PowerShell – Get-Process | Sort-Object CPU -Descending | Select-Object -First 10
[image: ]
Figure 13: PowerShell pipeline output for identifying the top ten CPU-intensive processes.
“Get-Process” retrieves all running processes, “Sort-Object CPU -Descending” pipes them into a sort function based on CPU usage. Only the top 10 most resource intensive running processes are displayed as specified by “Select-Object -First 10”. This demonstrates PowerShell’s ability to manipulate data as if they’re objects. [10]
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Batch - dir /s 
[image: ]
Figure 14: Recursive directory search within the Windows System32 directory via the dir /s command.
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Figure 15: File inventory of the Windows System32 directory listing system binaries and library files.
Displays all files in the current directory in addition to all subdirectories. The “/s” switch is imperative to finding buried files within nested folders. [11]
PowerShell - New-Item -Path "C:\Example\Hello World" -ItemType Directory
[image: ]
Figure 16: Directory creation within the Windows file system using the New-Item PowerShell cmdlet.
[image: ]
Figure 17: Graphical confirmation of directory creation within the Windows File Explorer.
“New-Item” allows users to manipulate the file system hierarchy using PowerShell. In Figure 16, the “-path” switch is used to specify the destination; in this case, it targets the “Example” folder on the C: drive where “Hello World” is the new directory to be created. The “-ItemType” parameter defines the classification of the item; setting it to “Directory” informs the OS that a folder should be created rather than a standard file.
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Batch – Ping -t
[image: ]
Figure 18: Network latency and packet loss metrics to a public IPv4 address via the ping utility.
[image: ]
Figure 19: Continuous network latency and packet loss testing via the ping -t utility.
Ping tests end-to-end connectivity by sending ICMP packets to a destination IP. It reports the Round-Trip Time (RTT), the Time to Live (TTL)—a hop limit preventing infinite loops—and packet loss statistics. While Windows defaults to four packets, the “-t” switch enables an indefinite ping (the default behaviour on macOS/Linux), which is stopped using Ctrl+C. This utility shows a statistical summary after finishing, providing a snapshot of network reliability and latency.
Netstat /a
[image: ] 
Figure 20: Analysis of active network connections via the netstat /a utility.
Netstat (network statistics) is a foundational utility for monitoring network activity. As shown in figure 20, it displays active connections, listening ports, and protocol statistics. The “/a” (all) parameter extends the by listing all active TCP connections alongside the specific TCP and UDP ports where the system is actively listening for traffic.
PowerShell – Test-NetConnection -ComputerName 8.8.8.8 -TraceRoute
[image: ]
Figure 20: Network path analysis and latency diagnostics via the Test-NetConnection cmdlet.
“Test-NetConnection” is the base PowerShell cmdlet used for network diagnostics. The “-ComputerName 8.8.8.8” perameter targets a specific IP, while “-TraceRoute” identifies each hop the packet travels. Unlike basic connectivity tests such as “ping”, this provides a detailed view of the network path. Figure 20 demonstrates an efficient 9-hop journey with a 13ms latency. 
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Batch – net user /add
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Figure 21: Administrative creation of a new local user account via the net user command.
“Net user” is the legacy command for managing local accounts. As shown in figure 21, the “/add” parameter creates a new user, with the username and password specified between the command and the switch. This command requires administrative privileges, otherwise it will return an “Access is denied” error [13].
PowerShell - Remove-LocalUser -Name "JohnDoe"
[image: ]
Figure 22: Programmatic deletion of a local user account via the Remove-LocalUser PowerShell cmdlet.
[image: ]
Figure 23: Post-deletion verification of active local accounts via the Get-LocalUser PowerShell cmdlet.
“Remove-LocalUser” deletes a user account from the local device, with the target specified via the “-Name” parameter. Like “net user”, this cmdlet requires administrative privileges to execute. In PowerShell, if the command is successful, it returns no confirmation message, though the account is immediately removed from the system. To verify this, “get-localuser” can be used to display all existing users on the device, as in figure 23. 
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Batch - schtasks /create /tn "TestTask" /tr "notepad.exe" /sc daily /st 12:00
[image: ]
Figure 24: Programmatic creation of a recurring system task via the schtasks /create utility.
“schtasks /create” instructs Windows Task Scheduler to generate a new database entry. “/tn” (task name) assigns an identifier, while “tr” (task run) specifies the executable path. “/sc daily” (schedule) Defines how often the task repeats, and “/st 12:00” (start time) sets the specific start time [14]. 
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Top
[image: ]
Figure 25: Real-time system resource and process management via the Linux top utility.
ps
[image: ]
Figure 26: Static process management and system auditing via the Linux ps aux utility.
Kill
[image: ]
Figure 27: Programmatic termination of a system process via the kill utility.
“Top” provides a real-time, interactive system summary and overview of active tasks and their usage, like Window’s task manager as seen in figure 1. “Ps” delivers a non-updating snapshot of all running processes for each user, which includes information such as resource percentages, run time and process ID (PID) [15]. “Kill” is used in conjunction with a PID to terminate a process. Much like PowerShell, when the command is run successfully no verification message will be returned [16]. 
[bookmark: _Toc227789581]File & Directory Management
Ls -la
[image: ]
Figure 27: Comprehensive directory auditing and hidden file retrieval via the Linux ls -la command.
Mkdir -p Example/inside/again
[image: ]
Figure 28: Hierarchical directory creation and nested path management utilizing the mkdir -p switch.
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Figure 29: Hierarchical directory tree verification following the execution of the mkdir -p command.
The “ls” command retrieves a list of files and subdirectories within a specific location. The “-l” (long) switch makes the list long-form providing extra details such as the file owner, size and metadata. While the “-a” (all) switch reveals hidden files normally invisible to the user. The “mkdir” (make directory) utility allows users to create directories, the “-p” (parents) switch creates a full directory tree [17]. Figure 29 shows that the command was successful as it created a directory with 2 sub-directories inside. 
[bookmark: _Toc227789582]Network Testing/Monitoring
Ip addr show
[image: ]
Figure 30: Verification of active network interfaces and local IP configuration using the ip utility.
Ss -tulpin
[image: ]
Figure 31: Monitoring active network sockets and local service endpoints via the ss (socket statistics) command.
The “ip addr show” utility identifies layer 2 (MAC) and layer 3 (IPv4/6) addresses for all network interfaces, providing more detail compared to the legacy “ifconfig”.  Similarly, “ss” (socket statistics), part of the iproute2 software suite, monitors active TCP/UDP sockets [18]. The “-tulpn” switch filters TCP and UDP protocols, displays only listening sockets and process PIDs while forcing numeric outputs such as the specific port numbers to eliminate DNS delay [19]. 
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Sudo useradd -m new_user
[image: ]
Figure 32: Creating a new system user and home directory architecture via the useradd -m utility.
Ls /home
[image: ]
Figure 33: Verification of successful user directory initialization within the /home partition using the ls utility.
Sudo passwd new_user
[image: ]
Figure 34: Implementation of authentication credentials and password policy enforcement using the passwd utility.
The “sudo” prefix grants administrative privileges, “useradd” facilitates high-level account provisioning, with the -m switch automating home directory and configuration file generation. The “ls /home” command is used to verify this initialisation, confirming the new user’s directory exists [20]. Finally, “passwd”, when used in conjunction with a username, initialises authentication credentials, while also running dictionary checks to ensure password complexity requirements are met.
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Crontab -e
[image: ]
Figure 35: Selection and initialisation of a system-default text editor for task scheduling via the crontab -e utility.
[image: ]
Figure 36: Configuration of a recurring cron job utilizing the GNU nano text editor to automate a daily backup script execution at 05:00.
Crontab -l
[image: ]
Figure 37: Verification of a recurring system backup task scheduled for 05:00 daily via the crontab -l utility.
“Crontab” is the primary interface for the “cron daemon”, a service that executes commands at specified intervals [21]. The “-e” switch enters an interactive editing sessions, allowing modification of the “cron table” to add or remove automated tasks. As seen in figure 36, the temporal expression “0 5 * * *” was used to specify the task interval, in this case 5am daily, and “/root/backup.sh” specifies the absolute script location. The “-l” switch verifies that the task has been registered by displaying a read-only version of the “cron table” [22].
[bookmark: _Toc227789585]Scripting
Using the previously discussed command languages (e.g., PowerShell, Batch, and Bash), scripts can be created within text files or directly within the CLI and are interpreted line by line by the shell. Scripts have several important purposes with the most notable being to automate repetitive tasks. This improves efficiency while ensuring repeatability and documentation, which streamlines testing, especially in the context of server configuration [8]. Within scripts, users can use programming logic, such as variables, loops, and if statements to customise the users’ workflow, reduce redundancy, process data efficiently using techniques such as piping, and create a more intuitive product for the end-user using interactive inputs [23]. To demonstrate these concepts, the following section will provide an overview of foundational programming syntax for scripting purposes in Windows using Batch, and for Linux environments using Bash. 
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To create a script in Batch a simple text editor such as notepad is required. 
[image: ]
Figure 38: Environment initialization and title configuration for a Windows Batch script using Notepad.
The first two lines of a batch script should always include “@echo off” which prevents the computer from displaying every command before running it, and “title” simply names the script.
[image: ]
Figure 39: Saving the script with a .bat extension and the "All Files" type selection to ensure executable functionality.
The script must then be saved as a “.bat” file. 
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Figure 40: Batch script logic for variable assignment and dynamic string output.
Variables are assigned using “set” followed by the variable name, “=”, and the assigned value. User inputs utilise the “/p” switch, where the text following the “=” is the user prompt, this is wrapped in quotes eliminate trailing spaces. To display a variable, the name is wrapped in percent signs (e.g., %variable%) and preceded by the echo command. Finally, pause is used to suspend script execution, stopping the terminal window from closing until a key is pressed [24].
[image: ]
Figure 41: Successful execution of the batch script demonstrating dynamic variable output.
[bookmark: _Toc227789589]Goto and If Statements 
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Figure 42: Scripting user-access validation based on integer comparison of the %age% variable.
If statements are used to manage logical flows, in this instance the script checks if the “age” variable is Greater Than or Equal (GTE) to 18. If this condition is met then the “goto” command directs the script to a labelled section, in this case “:success” [24], allowing the script to only execute relevant code blocks. 
[image: ]
Figure 43: Execution of the batch script showing the "Access Granted" logic path.
[image: ]
Figure 44: Execution of the alternate script path triggered by a failed integer comparison.
[bookmark: _Toc227789590]Arrays, For Loops and Functions 
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Figure 45: Implementation of a simulated array structure and iterative for /L loop logic to automate application indexing.
Batch simulates arrays using indexed environment variables. The “set” command assigns values (e.g., calculator) to specific indices within the “apps” name. The “call” command manages script flow by triggering the “:ListApps” function, while “exit /b” stops the script without closing the command prompt [25]. The “for /L” loop handles numeric iterations; the syntax (0,1,2), representing (start, step, end), automates the retrieval process while specifying the iterations. By using “%%i” as a counter and “!apps[%%i]!” with delayed expansion, the script prints each application’s ID and name, demonstrating efficiency [26]. Meaning a script can process large datasets through a single loop instead of multiple manual entries. Finally, “goto :eof” ensures a clean return to the main script.
[image: ]
Figure 46: Execution results showing indexed application values retrieved via delayed variable expansion within a batch loop.
This report only covers batch for Windows scripting which is the ideal tool for light-weight legacy automation and simple file administration. However, it needs to be mentioned that PowerShell is the modern standard for advanced system management within enterprise-scale automation such as within cloud management, and it differs greatly from batch as it uses structured objects rather than plaintext. 
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To create a script in bash a text editor, such as nano, is required. 
[image: ]
Figure [47]: Environment initialization and shebang configuration for a Linux Bash script using the GNU nano text editor.
The file must be saved as “.sh” (shell) and must begin with the shebang (#!/bin/bash) on the very first line. 
[bookmark: _Toc227789593]Variables, User Inputs, Printing and If Statements
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Figure [48]: Scripting interactive user prompts via the read command and evaluating string responses using standard conditional operators.
In Bash, variables are assigned by placing the value directly after the variable name with a “=” in-between. The “echo” command is used to print text and a “$” prefix identifies and allows the printing of a variable [27]. Printed text is wrapped in quotes to ensure correct formatting. User inputs are prompted with a regular echo print, followed by a “read” command that captures typed data and stores it in a specified variable. Conditional logic is handled using if statements, conditions are stored in square brackets, followed by “then” to execute specific code, in this instance an echo command. An “else” block provides the alternative path if the condition is not met, the statement is closed with fi (if backwards) to signify the end of the statement [28].  
To run scripts in Linux using nano, the file must first be written out or saved using “ctr-o” then enter. Then run by typing bash followed by the file name in the terminal. 
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Figure [49]: Terminal output displaying the successful processing of conditional logic based on real-time user string responses.

[image: ]
Figure [50]: Terminal output demonstrating the alternative execution path within an if-else statement based on negative user input.
[bookmark: _Toc227789594]Case Statements and Functions
[image: ]
Figure [51]: Implementation of a modular function and a case statement to facilitate a multi-option system menu.
Functions are defined by a name followed by “()”, while “{}” encloses the block. This allows the grouping of multiple commands together, such as multiple echo statements. The function is called by name, and the user is prompted for input [29]. 
The case statement opens with the “case” keyword, the variable being checked, and the word “in”. It compares the variable against the patterns (1, 2, 3). If a match is found, the corresponding command executes: 1 displays the date using “$(date)”, 2 lists files using “ls”, 3 terminates the statement, and * covers any other invalid inputs. Each option is closed with “;;” to prevent code from entering the next option. The statement is closed using “esac” (case backwards).
[image: ]
Figure [52]: Terminal output demonstrating the execution of a shell function to display a system menu and the subsequent processing of a case selection.
[image: ]
Figure [53]: Terminal output demonstrating the execution of the ls command through a case statement selection.
[image: ]
Figure [54]: Successful script termination via a case statement branch utilizing the exit command.
[image: ]
Figure [X]: Demonstration of default error handling within a case statement to manage invalid user inputs.
[bookmark: _Toc227789595]Arrays and Loops 
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Figure [55]: Utilizing array expansion and for...in loop syntax to systematically iterate through a collection of strings.
Arrays work like variables with one key difference; they act as a container for multiple values opposed to a single string. Array entries are contained in “()” and each element is wrapped in quotes (“”) to ensure that strings with spaces are handled as a single unit. 
For loops, begin with “for” followed by a placeholder variable that acts as an iterator. Each cycle the variable updates to hold the value of the current list item being processed. The “in” keyword specifies the data source, the “${tasks[@]}” array. The “@” symbol has a unique purpose here; it tells the bash interpreter to expand the array to every individual element it contains [30]. The “do” and “done” commands signify the entry and the exit point of the loop’s logic. 
[image: ]
Figure [56]: Validating array expansion logic as the Bash interpreter sequentially processes and prints each stored element within a loop.
[bookmark: _Toc227789596]Conclusion
OSs are an integral part of the user’s experience with their computer system. Enhanced OS education will improve overall experience and workflow, subsequently influencing their long-term platform preference. This report has covered each of the key functions of OSs, specifically Windows and Linux, and how to directly control each of these functions using GUIs to suit their needs. A layer of additional depth was added by demonstrating how users can interact with lower-level interfaces, such as Windows’s PowerShell and Batch and Linux’s Bash, to gain more direct control over system functions and resources with the use of commands and switches. Expanding on the CLI commands, scripting was then covered to exhibit how users can use programming logic, such as variables, user inputs, loops, functions, arrays and statements to automate large or repetitive tasks using command languages. As computing continues to evolve year over year, with each iteration becoming more complex, a user’s ability to navigate both Linux and Windows OSs through the command line will only become more essential for those in computer-centred roles in addition to the regular user.
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[28]
GeeksforGeeks, “Bash Scripting If Statement,” GeeksforGeeks, Mar. 16, 2022. https://www.geeksforgeeks.org/linux-unix/bash-scripting-if-statement/
[29]
“Bash Functions,” FutureLearn, Oct. 25, 2022. https://www.futurelearn.com/info/courses/linux-for-bioinformatics/0/steps/203002 (accessed Apr. 17, 2026).
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[bookmark: _Toc227789598]Appendices
[bookmark: _Toc227789599]What is an Operating System?
An Operating System (OS) is the interface between a computer’s hardware and the end user. It bridges this gap by providing abstractions of hardware resources for use by applications [1]. Furthermore, an OS manages a variety of areas to further ensure efficient use of the abstractions provided. Such areas include process and task scheduling, memory management, file system management, hardware management, including Input/Output (I/O) devices, user access control, and security management. OSs allow users to interact with system abstractions/services using a Graphical User Interface (GUI) or a text-based Command Line Interface (CLI) [2].
[bookmark: _Toc227789600]Top 5 most used Operating Systems today
· Android 
· Windows 
· iOS
· macOS
· Linux
[3]
[bookmark: _Toc227789601]What is the Linux Operating System?
Linux is an open-source, Unix-like operating system created by Linus Torvalds in 1991, with community cantered development ongoing to this day. Regarded as one of the most versatile operating systems in the world [4], Linux is responsible for powering 96% of the top 1 million web servers, 70% of global cloud servers, and 80% of the world’s data centres [5]. Furthermore, since Android is built on the Linux kernel, Linux is installed on 76% of mobile phones globally, the largest installed base of any general-purpose OS. Linux powers 100% of the world’s top 500 supercomputers, including specialized units at NASA and major stock exchanges, making it the only choice. The reason for Linux’s versatility is its ability to handle high frequency inputs with minimal latency, in combination with its ability to support all programming languages. Experts unanimously agree that Linux is in a phase of accelerated growth [5], meaning Linux will be implemented more frequently in several different industries throughout the next coming years.
[bookmark: _Toc227789602]How will AI and Quantum computing change the world?
Artificial intelligence has already changed the world in the few years since it was made readily available to the public in addition to the years previous when corporations were employing its use for several different tasks. The driving force behind its ability to reshape sectors is its ability to process large datasets in quick succession. This in turn provides the framework for AI adaptation for tasks in numerous industries which include the automation of simple repetitive tasks, specifically throughout manufacturing and admin-based roles, enhanced data analytics, commonly used within healthcare, finance and business strategy and less visible applications such as tailored recommendations within ads, shopping and the greater media scope. AI can be seen in both positive and negative lights in its current state. It helps reduce human error while increasing efficiency but is also susceptible to data-based vulnerabilities such as algorithmic bias and data privacy issues. Furthermore, AI introduces uncertainty into labour markets. It will take away jobs due to its handling of repetitive tasks, yet it will create jobs within the data science industry. A subtle positive of these effects is that it frees up time for people usually confined to repetitive jobs to learn more complex skills [7]. However, year after year, it becomes more likely that civilisation will become too reliant on AI.
Unlike AI, quantum computing is still in its infancy and although no major breakthroughs that provide a clear path to scalability have been made, experts within the field remain optimistic in its development. If fully reliable quantum computers are created, we will see the exponential scaling of computational power which will have a knock-on effect on scientific research, specifically within drug discovery, molecular simulation, climate modelling and material science, and optimisation problems within logistics, traffic systems, supply chains and finance. However, areas concerning security such as cryptography will also be affected. This carries the potential to break current encryption methods, rendering them mostly useless. This will show the need for post-quantum cryptography encryption methods [8].
If AI is ever able to be combined with quantum computing, accelerated innovation will be observed. This is due to the higher computational power allowing AI training speed and complexity to scale massively. Ultimately this means all previously covered areas both positive and negative will see rapid development and innovation. However, AI as it is today still lacks true general intelligence and quantum computing is still experimental and very expensive, meaning the combination of the two is not yet practical due to the current technical barriers. 
[bookmark: _Toc227789603]Types of Operating Systems:
Operating Systems (OSs) have undergone significant evolution from their initial designs in the 1950s. Over time they have branched out into multiple specialised types that cater to specific computing needs, supporting everything from personal devices to global computing infrastructure.  
1. Batch Operating Systems: Emerging in the 1950s, batch OSs are cited as the first generation of OS [9]. Originally made for early large-scale data processing (e.g payrolls, bank records), they pioneered grouped sequential execution of processes and instructions, which required no direct user interaction. However, they came with a long turnaround time and lack of flexibility. 
2.  Time-Sharing Operating Systems (TSOS): Developed in the 1960s, TSOSs such as UNIX were designed to allow multi-user environments (for use in corporations and universities) and early network systems for resource sharing [10]. This iteration of OSs is credited for laying the foundation for modern multi-user systems such as Windows and macOS. 
3. Real-Time Operating Systems (RTOS): Introduced in the 1970s, RTOSs were tailor-made for critical systems within medical, industrial and aviation sectors to provide precise control over computer resources for specific, time-critical tasks [11]. RTOSs provided immediate processing with guaranteed response times in combination with high reliability and stability. These usually came in 2 types, hard real-time for time sensitive tasks and soft real time for more lenient tasks.
4. Distributed Operating Systems: Developed from the 1970s – 1980s, distributed operating systems were created for use within cloud environments, scientific computing and large networks [11]. Distributed OSs allow multiple machines to act as a single coordinated system by sharing resources such as CPU and memory. This is known as clustering, and it involves balancing multiple complex loads at once. These OSs significantly improved performance and fault tolerance compared to older systems. 
5. Embedded Operating Systems: Developed throughout the 1980s and 1990s embedded OSs were created for specific hardware and tasks within cars, appliances and IoT devices [11]. These are usually designed for systems with lower computational power that need be to run with low resource usage and high efficiency.
6. Desktop Operating Systems: Desktop OSs, such as Microsoft Windows and macOS, emerged in the 1980s to support the widespread adoption of personal computers (PC) [9]. Designed to provide seamless user interaction with computer hardware, they feature intuitive Graphical User Interfaces (GUI) and the capability to multitask by running multiple applications at once.
7. Mobile Operating Systems: Originating in the 2000s to support the rapid growth of mobile phones, mobile OSs provide the end-user with a touch-based interface and integrated app ecosystems that are optimized for battery life and wireless connectivity [9]. Examples include Android and iOS. 
[bookmark: _Toc227789604]Engagement with 1 Online Certified Course: Cisco OS Basics [12]

[image: ]
[image: ]
[image: ]
[image: ]

[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[bookmark: _Toc227789605]Appendix References
[1]
“Introducing ICT systems,” Introducing ICT systems. https://www.open.edu/openlearn/digital-computing/introducing-ict-systems/content-section-11.6
[2]
Dr. Jean-Claude Franchitti, “6.1 What Is an Operating System? - Introduction to Computer Science | OpenStax,” Openstax.org, 2024. https://openstax.org/books/introduction-computer-science/pages/6-1-what-is-an-operating-system
[3]
M. Rúa, “Most used operating systems today,” RoiLab, Nov. 22, 2024. https://roilab.es/en/blog/most-used-operating-systems/ (accessed Apr. 02, 2026).
[4]
A. Corbo, “What Is Linux? (Definition, Uses, Advantages) | Built In,” builtin.com, Dec. 29, 2022. https://builtin.com/software-engineering-perspectives/linux
[5]
“Usage Statistics and Market Share of Linux for Websites, December 2019,” W3techs.com, 2019. https://w3techs.com/technologies/details/os-linux
[6]
Dev Kundaliya, “Linux’s Desktop Market Share Climbs,” Mescomputing.com, 2024. https://www.mescomputing.com/news/business/linux-s-desktop-market-share-climbs
[7]
World Economic Forum, “The Future of Jobs Report 2023,” World Economic Forum, Apr. 30, 2023. https://www.weforum.org/publications/the-future-of-jobs-report-2023/
[8]
J. Schneider and I. Smalley, “Quantum computing,” IBM, Aug. 05, 2024. https://www.ibm.com/think/topics/quantum-computing
[9]
GeeksforGeeks, “History of Operating System,” GeeksforGeeks, Oct. 30, 2022. https://www.geeksforgeeks.org/operating-systems/evolution-of-operating-system/
[10]
GeeksforGeeks, “Types of Operating Systems,” GeeksforGeeks, Apr. 05, 2018. https://www.geeksforgeeks.org/operating-systems/types-of-operating-systems/?utm_source=chatgpt.com
[11]
Wikipedia Contributors, “Operating system,” Wikipedia, Feb. 23, 2026. https://en.wikipedia.org/wiki/Operating_system#Real-time_operating_systems
[12]
Cisco , “Cisco Networking Academy: Course Launch,” Netacad.com, 2026. https://www.netacad.com/launch?id=4aa8398a-ffea-4851-80b1-edb7326cb10b&tab=curriculum&view=ae31d187-c21c-5d87-920c-8cceee858d6f (accessed Apr. 22, 2026).


2

image3.png
® Resource Monitor T
File Monitor Help
Overview CPU  Memory Disk  Network

cPy ¥ 505 CPU Usage 7 1005 Maximum Frequency o
O image. PD  Description Status Threads cPu Average CPU A
[ searchapp.exe 7352 Search application Suspended a8 0 005
[ backgroundTaskHost.exe 9992 Background Task Host Suspended 10 0 0.00
O secure system 56 Suspended - 0 0.00
[ MsMpEng.exe 3652 Running 39 16 1094
O perfmon.exe 2420 Resource and Performance Monitor Running 20 8 793
[ svchost.exe (LocalsystemNet.. 2300 Host Process for Windows Senvices Running H 9 435
O dwm.exe 6576 Desktop Window Manager Running 19 0 150 0%
O rdpciip.exe. 1728 RDP Clipboard Monitor Running 10 3 142 100 MB/sec
O swhostere netsvs 51 3704 HostPoces for Windows Senices Running 2 o e,
Disk M 5 MB/secDisk /O ™ 545 Highest Active Time (a)
image P File Read(Bseq  WriteBseq  Total @/seq VO priorty  Response Time... A
RuntimeBroker.exe 712 C\ProgramData\MicrosoftiWin 2 o 2 Normal 10
MshpEng.exe 3652 CWindows\Fontsimsintte 8128 o 8128 Normal 10
system 4 :\Program Files\Windows Defe. 120539 o 120539 Normal 10
system 4 C\Windows\Fonts\malgunb.tt B o B Normal 10
system 4 C\Windows\Boot\PCAT\ja-JPb. 1,661 o 1,661 Normal 10
system 4 C\Windowssystem32\en-us\n. 102 o 102 Normal 10
system 4 CAWindows\system32AGWInRT. 2805 o 2805 Normal 10
system 4 C\Windows\Fonts\msgothicte 24535 o 24535 Normal 10
system 4 CWindows\system32\Hologra 3463578 o 3463578 Normal Ea
Network B 335 Kops Network 10 W 0% Network Utilzation ) Memory 100 Hard Faults/sec
image D Address Send(®seq  Receve(®seq  Total Bseg A
System 4 192.165.10021 0 o 0
suchostexe (NetworkService -p) 268 166312916 r o r
searchapp.exe 732 21845011433 deploy.taticakamaitechnologies.com % 4 30
WaappAgent exe 356 169254169254 4 2 2
System 4 192.168.100.65 2 o B
suchostexe (Networkservice -p) 4660 19216610021 2 2 2
searchapp.exe 752 20479197222 13 4 "
searchapp.erxe 732 210475.232-13 deploy staticakamaitechnologies.com s kil 15
suchost.exe (NetworkService ) 2883 22400252 1 o ",
Memory B 72 Hard Fauits/sec ¥ 169% Used Physical Memory )
Image PO Hard Faults/sec Commit (k8 Working Set (&) Shareable (K8) Prvate (k8] A
MsMpEng.exe 3652 % 359,360 520328 s1502 26233
searchapp.exe 752 o 3172 216626 %704 118924
suchostexe (Networksenice) 1212 o sapu 107,272 273% 453
suchost.exe (LocalSystemetwo... 2300 o 66832 7200 7724 320
Secure System % o 184 8124 o 8124
explorer.exe 088 1 a9 164832 130876 395
powershellexe o784 o 60,040 68788 35824 2084
OneDrive.exe 1556 o 5568 113328 0492 286
perfmon.exe 220 o Er 54736 2,968 a7





image4.png
w and Summary

To view events that have occurred on your computer, select the appropriate source, log or
custom view node in the console tree. The Administrative Events custom view contains all the

administative events,regardiess of source. Anaggregate view of alth logs s shown below. Import Custom View..
Summoryof Adinistatie Events " View ,
@ Refresh
Event Type EventlD  Source Log Lasthour  24hours ~ B e N
Cteal . - - 3 13
Waming___ - - 3 0o View Al nstances of T..
>
Help
Viewsd Nodes g
Name Description_ Modified Crested
Custom Views\Crica r.. wa wa
Windows Loge\System ~ N/A 10022006 193408 0V/11/2023 205923

LogName Size Curr.. Modified Encbled  Retention Polic A
Windows Powershell 1500 MB/... 19/02/2026 182903 Enabled  Overwite ever

System 2000MB/... 19/02/2026 19:34:03 Enabled  Ovenwite ever
Security 2000 MB/... 19/02/2026 19:45:12 Enabled  Ovenwrite ever ¥
<





image5.png
& Computer Management
Fle Acion View Help

ean

& Computer Management (Locs]
~ i} System Tools
> (@ Tosk Scheculer
v [ Event Viewer
v (5 Custom Views
P Administrative E|
T Critical Errors
T NewView
5 (& Windows Logs
[ Applicstions snd Se
174 Subscriptions
> ] Shered Folders
5 ® Peformance
Device Manager
v € Storage
2 Disk Management
3 Z Senices snd Applications

7 Number of events: 30

Dateand Time
27/01/2026 00:07:05
25/01/2026 1423:55
06/01/2026 18:10:24
25/09/2025 19:38:06

Source EventD TaskCategory  ~
Kernel-Power ENCY
Kerel-Power a6
Kerel-Power a6

Event 41, Kernel-Power

General Detsils

[The system has rebooted without cleanly shutting down first, This error could be caused if the
lsystem stopped responding, crashed, or lost power unexpectedly.

Log Name: System.
Source: Kemel-Power
Event ID: a

Level: Ctical
User: SYSTEM
OpCode: Info

More Information:  Event Log Online Help

Logged:  27/01/2026 00:07:05
Task Category: (63)

Keywords:  (T0368744177664),2)
Computer:  DESKTOP-HUARSAE

& Open Saved Log.
v

Creste Custom View...
Import Custor View...
¥ Filter Current Custom ...
Properies

2 Find..
H

Save Al Events in Cust...
Export Custom View.
Copy Custom View.

Attach Tosk To This Cus..
View »
Delete

Rename

Refresh

Help »

) Event Poperies
per
T Attach Tsk o This Eve..

[SHRIRUD

) Copy »
Tl Sove Selected Events..

) Refresh

@ rep »





image6.png
System and Security > Security and Maintenance > Reliability Monitor

Review your computer's reliability and problem history

“The stability index assesses your system's overall stability on a scale from 1 to 10. By selecting a specific period in time, you may review the specific
hardware and software problems that have impacted your system.

Viewby: Days | Weeks Lot updted: 19/02/2025 1900
Ml T [T T F T 7777 &
s
1
. ° , | Applicaton alures

Windows failures
Miscellancous failures

= = x = armer
[ K] 0/ 0 0 0O 0 0 0 00 00 0 O0 0O Information
B2 % % %, % k2 2 % k2 2
B T N T T T
Reloilty deti for 19/022026
Source. Summary Date - Action ~
@ nformational events (2) s
[FISWZDNCRO29US- MICROSOFTM.Succesfu Windows Ut To00s1919 Viewtechicl de
[ Security neligence Updote for . Succesful Windows Ut 0061928 Viewtechicl de

2 Save relabiliy history...  View all problem reports




image7.png
&' Computer Management - o X
File Action View Help

I X=dlH =g
& Computer Management (Local
L s ey mar =

> © TaskScheculer

Computer: DESKTOP-HURSAE
> (@ Event Viewer

Collected: 19 February 2026 20:08:00

> i Shared Foldes Durstion: 50 econd
« ® Performance
v [ Monitoring Tools ||| piagnostic Results
8 Peromance Mq | L0 ©
« 15 Date CollctorSts || [ Warmings @
3 T8, UserDefined
v f:‘m Warning
System Diag) _
5 Syetempert |[Sevei: ® intomationa!
. Event Trace S| || SYmptom:  Missing Eventsin Event Log
Statup Eyent T || D2t Investigate why 1% (5,345) events were lost during data collection. The settings for Event Tracing for Windows (ETW)
p Event T maximum buffers and buffer size may not be optimal depending on which data setsare being collected.
v [ feports Relsted: _Euent Tracing for Winows
» B, User Defined
v&sstem || gogie System Checks
[y System Diag|
Tests Result  Description
05 Checks © Passed  Checks for attributes of the operating system
Disk Checks © Passed Checks for disk status
Security Center Tests © Passed  Checks forstate of Security Center related information.
5 Disk Management System Service Checks © Passed  Checks forstate of system services
3 By Services and Applications Hordware Device ond Driver Checks @ Passed _Survey of Windows Management Infrastructure supported devices.
Performance ]
Resource Overview
5
cou © e 6% Low CPU load.
Network @ Idie 0% Busiest network adapter is less than 15%. &
Disk © idie 28/sec Disk /0 is less than 100 (read)/write) per second on disk 2. &
Memory © Nomal 6% 7150 MB Available.

< > ||| Software Configuration a




image8.png
POl I1TTTTTTTITI]1]1300.75]  Tasks: 4, © chr; 3 rumning
en || 2]

Load average: ©.30 0.22 0.10

Swp[ /0K]  Uptime: 00:05:29
1 root 20 0 3136 2516 2148 S 1.4 0:10.41 /bin/sh /sbin/init
42 root 20 0 1944 1472 1196 S 0.8 0:00.01 dhcpcd
47 root 20 @ 204 2940 2380 S 1.6 0:00.32 sh -1





image9.png
# Device Manager - o
File Action View Help

e @ EOEH B EX®

& DESKTOP-HUARSIE
~ 4] Audio inputs and outputs
=l Analogue 1+ 2 (Focusrite USB Audio)

i Speakers (High Definition Audio Device)
Computer

5 ACPIx64-based PC
v Disk drives

= KINGSTON SUVA005371206

. Semsung SSD 570 EVO Plus 218

WDC WD'0EZEX-08WN4AD

O Display adapters

5 AMD Radeon RX 6800
v B Fimware

B Device Firmuware

B Device Fimuware
v 3 Focusrte Audio

5 Scarett 22 USB

i Human Interface Devices
3 IDE ATA/ATAPI controllers
[ Keyboards

5 HID Keyboard Device

3 HID Keyboard Device

5 HID Keyboard Device
~ @ Mice and other pointing devices

(9 HID-compliant mouse

B LD crmliant e




image10.png
- (m] X

= 0s(C) X +
& = P (] J > ThisPC > 0S(C) > Search OS (C) (o}
@ New ~ N Sort v = View v (@ Details
Name Date modified Type
W Desktop ~ # I Apps 11/09/2025 12:09 File folder
L Downloads # I dell 26/09/2025 13:40 File folder
B Documents # I Drivers 11/09/2025 13:00 File folder
M c-logo 17/09/2021 04:51 File folder
= Pictures »
M inetpub 24/08/2025 02:41 File folder
@® Music »
M perflogs 01/04/2024 08:26 File folder
8 Videos »
I Program Files 17/02/2026 14:06 File folder
I Festival site proj M Program Files (x86) 05/11/2025 20:55 File folder
B Operating Syste: M ProgramData 10/02/2026 22:29 File folder
I Users 20/09/2025 05:56 File folder
~ M This PC B Windows 18/02/2026 22:37 File folder
> B80s(C) B setuwp 25/11/2025 11:59 Text Document

> £ Network

12items | =]





image11.png
M Windows Defender Firewall with Advanced Security - o X
File Action View Help

e a2 E
& Windows Defender Firewall ]
Inbound Rules B
o i = e 2
i Connection Security Rules || @ 30Mark Demo Al W@ NewRule...
> | Monitoring 9 3DMark Demo Al T Filter by Profile »
@ Aimlabs Al
@ Aimlabs Al T Filter by State »
@ Ape Legends Al T Fitter by Group. »
@ ApecLegends an View ,
BootstrapPackagedGame Domain
BootstrapPackagedGame Domain || (& Refresh

@ BootstrapPackegedGame private... || [ Export List.
@ BootstrapPackagedGame. private.. || Help
0 Brawihalla Al
0 Brawihalla Al
@ Callof Duty® HQ Private
@ Callof Duty® HQ Private
@ Canon EOS UPNP Detector Private
1 Canon EOS UPNP Detector Private
@ Counter-Strike 2 Al
@ Counter-Strike 2 Al
@ Counter-Strike 2 Al
9 Creative Cloud Ul Helper Private
9 Creative Cloud Ul Helper Private
@ DavinciResolve Private ¥

< >« >





image12.png
C: \Windous\system32>tasklist /v

Inage Name PID Session Name Session#  Mem Usage Status User Name CPU Time Window Title

system Idle Process © Services ° 8 K Unknown NT AUTHORTTY\SYSTEM 236:39:48 N/A
system 4 Services ° 5,520 K Unknoun N/A 0:55:54 N/A
Registry 148 Services ® 61,472 K Unknown NT AUTHORITY\SYSTEM ©:00:61 N/A
smss. exe 572 Services ° 556 K Unknown NT AUTHORITY\SYSTEM ©:00:60 N/A
csrss.exe 748 Services ° 3,692 K Unknoun NT AUTHORITY\SYSTEM ©:00:62 N/A
wininit.exe 936 Services ° 3,632 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
services.exe 1012 Services ° 8,236 K Unknown NT AUTHORITY\SYSTEM 0:00:23 N/A
1sass.exe 1026 Services ® 22,284 K Unknown NT AUTHORITY\SYSTEM 0:01:23 N/A
svchost .exe 1148 Services ® 27,688 K Unknown NT AUTHORTTY\SYSTEM ©:00:50 N/A
fontdrvhost .exe 1172 Services ° 2,332 K Unknoun Font Driver Host\UMFD-6 ©:00:60 N/A
svchost .exe 1286 Services ® 17,986 K Unknown NT AUTHORTTY\NETWORK SERVICE 0:02:54 N/A
svchost .exe 1332 Services ° 7,432 K Unknown NT AUTHORITY\SYSTEM 0:00:10 N/A
svchost .exe 1444 Services ° 5,848 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 1452 Services ° 5,432 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:60 N/A
svchost .exe 1584 Services ° 2,736 K Unknoun NT AUTHORTTY\SYSTEM ©:00:60 N/A
svchost .exe 1646 Services ® 14,268 K Unknown NT AUTHORITY\LOCAL SERVICE ©:00:04 N/A
svchost .exe 1732 Services ® 11,652 K Unknown NT AUTHORTTY\SYSTEM 0:00:14 N/A
svchost .exe 1824 Services ° 5,624 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:61 N/A
svchost .exe 1884 Services ° 7,564 K Unknown NT AUTHORTTY\SYSTEM ©:00:66 N/A
svchost .exe 1896 Services ° 4,716 K Unknown NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 1948 Services ° 3,988 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:61 N/A
svchost .exe 2032 Services ° 8,416 K Unknown NT AUTHORITY\SYSTEM 0:00:23 N/A
svchost .exe 1328 Services ° 9,892 K Unknown NT AUTHORITY\NETWORK SERVICE 0:00:68 N/A
svchost .exe 1966 Services ° 2,624 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:60 N/A
svchost .exe 2136 Services ° 7,446 K Unknown NT AUTHORITY\LOCAL SERVICE ©:00:67 N/A
svchost .exe 2264 Services ° 3,220 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:60 N/A
andfendrsr .exe 2332 Services ° 2,64 K Unknoun NT AUTHORTTY\SYSTEM ©:00:60 N/A
atiesrxx.exe 2340 Services ° 7,572 K Unknown NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 2432 Services ° 7,592 K Unknown NT AUTHORITY\SYSTEM 0:02:31 N/A
svchost .exe 2440 Services ° 2,636 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 2448 Services ° 4,852 K Unknown NT AUTHORITY\LOCAL SERVICE ©:00:60 N/A
Memory Compression 2540 Services ® 396,396 K Unknown NT AUTHORTTY\SYSTEM 0:02:11 N/A
svchost .exe 2584 Services ° 5,216 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 2608 Services ° 5,424 K Unknoun NT AUTHORITY\SYSTEM 0:00:67 N/A
svchost .exe 2616 Services ° 9,652 K Unknown NT AUTHORITY\LOCAL SERVICE ©:00:61 N/A
svchost .exe 2848 Services ° 4,348 K Unknown NT AUTHORITY\LOCAL SERVICE ©:00:66 N/A
svchost .exe 2972 Services ° 6,752 K Unknoun NT AUTHORITY\NETWORK SERVICE 0:00:11 N/A
svchost .exe 3048 Services ° 4,116 K Unknown NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 2288 Services ° 2,128 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 2868 Services ® 12,904 K Unknown NT AUTHORITY\LOCAL SERVICE ©:00:66 N/A
svchost .exe 3080 Services ° 1,816 K Unknoun NT AUTHORTTY\SYSTEM ©:00:60 N/A
svchost .exe 3168 Services ® 10,544 K Unknown NT AUTHORITY\LOCAL SERVICE 0:00:10 N/A
svchost .exe 3292 Services © 20,068 K Unknown NT AUTHORTTY\SYSTEM ©:03:26 N/A
svchost .exe 3426 Services ° 5,352 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:63 N/A
svchost .exe 3424 Services ° 3,168 K Unknoun NT AUTHORITY\LOCAL SERVICE ©:00:60 N/A
svchost .exe 3548 Services ° 8,348 K Unknown NT AUTHORTTY\SYSTEM ©:00:62 N/A
svchost .exe 3572 Services ° 7,628 K Unknown NT AUTHORITY\SYSTEM ©:00:60 N/A
spoolsv.exe 3772 Services ° 6,216 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost .exe 3912 Services ° 3,088 K Unknoun NT AUTHORITY\NETWORK SERVICE ©:00:60 N/A
svchost .exe 2636 Services ° 1,640 K Unknoun NT AUTHORITY\SYSTEM ©:00:60 N/A
svchost.exe 4044 Services © 31,316 K Unknown NT AUTHORITY\SYSTEM 0:00:25 N/A
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PS C:\Users\Noah> Get-Process | Sort-Object CPU -Descending | Select-Object -First
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Windows\system32>dir /s
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PeopleBand.dll.mui
phoneactivate. exe.mui
PhoneserviceRes.d11.mui
PhoneUtilRes.d11.mui
PhotoScreensaver. scr.mui
photowiz. d11.mui
PlayToDevice.dl1.mui
PlayToManager .d11.mui
playtomenu.d11.mui
PlayTostatusProvider. d11.mui
pnidui.dll.mui

prpclean. d1l.mui
prpui.dll.mui
portabledevicestatus. dll.mui
PortableDevicesyncProvider.dll.mui
pots.dll.mui

povercfg. cpl.mui

povercpl. d11.mui
pourprof . d11.mui
printercleanuptask.dll.mui
printui.dll.mui
printui.exe.mui
PrintusDAHost .d11.mui
prnfldr.dll.mui
prontfy.d11.mui
protvpt.d1l.mui
propsys.d11.mui

proguota. exe.mui
provplatforndesktop.dll.mui
ProximityUxHost . exe.mui
psModuleDiscoveryProvider.d11.mui
psmodulediscoveryprovider.mfl
psr.exe.mui

puiapi.dll.mui
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pulauncher.d11.mui
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RADCUT.d11.mui
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rascustom.d11.mui
rasdlg.dll.mui
rasgcw.d11.mui
rasmn.d11.mui
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rastls.dll.mui
rastlsext.dll.mui
rdbui.dl1.mui
rdpclip.exe.mui
rdpendp.d11.mui

RdpSa. exe.mui
RDXTaskFactory. d11.mui
reagent.d11.mui
recdisc.exe.mui

recovery. d11.mui
RecoveryDrive. exe.mui
rekeywiz. exe.mui

remotepg. d11.mui
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UsersiNoah> New-Ttem -Path ample\Hello World" -ItemType Directory
Directory: C:\Example
LastiriteTime Length Name
16/63/2026  23: Hello World
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Pinging 8.8.8.8 with 32 bytes of data:
bytes-32 time-17ms TTL-117

TTL=117

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 14ms, Maximum = 17ms, Average = 15ms
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C:\Windows\system32>ping -t 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32
Reply from 8.8.8.8: bytes=32

Ping statistics for 8.8.8.8:
Packets: Sent - 8, Received - 8, Lost = @ (8% loss),
Approximate round trip times in milli-seconds
Minimum = 13ms, Maximum - 15ms, Average
Control-C
~c
C: \Windows\system32>

14ms
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C:\Users\Noah>netstat /a

Active Connections

Proto Local Address Foreign Address state
TP 0.0.6.0:135 DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP e.0.6.0: DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0: DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0: DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP 6.0.6.0 DESKTOP-HU4RSAE :0 LISTENING
TP 127.6.0. DESKTOP-HU4RSAE :0 LISTENING
TP 127.6.0. DESKTOP-HU4RSAE :0 LISTENING
TCP  192.168. :139 DESKTOP-HU4RSAE :0 LISTENING
TCP  192.168. 166556  52.107.242.8:https  ESTABLISHED

TCP 192.168.
TCP 192.168.
TCP 192.168.
TCP 192.168.
TCP 192.168.
TCP 192.168.
TCP

60551  172.187.86.72:https  ESTABLISHED
60506  162.159.134.234:https ESTABLISHED
166643  162.150.133.233:https ESTABLISHED
60655  162.159.133.233:https TIME_WAIT

60827  172.66.166.108:https  ESTABLISHED
166837  ec2-18-97-36-52:https ESTABLISHED
ec2-52-202-35-126:https ESTABLISHED
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PS C:\Users\Noah> Test-NetConnection -Computeriame 8.8.8.8 -TraceRoute

Computertiane : 8.8.8.
RemoteAddress 5.5.5.5
InterfaceAlias Ethernet
SourceAddress. 192.165.1.202
PingSucceeded True

PingReplyDetails (RTT)
TraceRoute

13 ms
192.165.1.254
172.16.15.218
0.0.0.0

109.159.255.96.
109.159.254.49
195.99.126.247
192.175.97.49.
142.251.54.27
5.5.5.5
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C:\Windows\system32>net user JohnDoe Passwordl /add
The command completed successfully.
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\Windows\system32> Remove-LocalUser -Name “John
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\Windows\system32> get-localuser

Enabled Description

Administrator False Built-in account for administering the computer/domain
aultAccount  False A user account managed by the System.

Guest False Built-in account for guest access to the computer/domain

Noah True

WDAGUtilityAccount False A user account managed and used by the system for Windows Defender Application Guard scen.
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Windows\system32>schtasks /create /tn "TestTask”™ /tr "notepad.exe” /sc daily /st 12:00
SUCCESS: The scheduled task "TestTask” has successfully been created.
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top - 18:56:00 up 3 min,
Tasks: 217 total,

%Cpu(s): 6.7 us, 13.3 sy,
MiB Mem : 3914.1 total,
MiB Swap:  3914.@ total,

binbag21
binbag21
root
root
root
root
root
root

top - 18:56:02 up
Tasks: 217 total,
%Cpu(s): 3.2 us,

MiB Mem : 3914.1 total,
MiB Swap: 3914.0 total,

1 user,
3 running, 214 sleeping,
0.0 ni, 80.0 id,
1703.9 free,
3914.0 free,

load average: 0.13, 0.06, 0.01
© zombie

20 0 4822196 388768 144776 R
20 @ 564448 55716 44624 R
20 0 23360 14864 9872 S
20 0 ] ] oS
20 0 ] ] oS
0 -20 ] ] oI
0 -20 ] ] oI
0 -20 ] ] oI
3 min, 1 user,

4.1 sy,

© stopped,
0.0 wa,

1100.9 used,
0.0 used.

0.0 hi,

0.0 si, 0.0 st

1357.8 buff/cache
2813.3 avail Mem

gnome-shell
gnone-terminal-

systend

kthreadd
pool_workqueue_release
kworker /R-rcu_gp

kworker /R-sync_wq

kworker /R-kvfree_rcu_reclain

load average: 0.13, 0.06, 0.01
© zombie

3 running, 214 sleeping,
0.0 ni, 92.5 id,
1699.8 free,
3914.0 free,

© stopped,
0.0 wa,

1104.9 used,
0.0 used.

0.0 hi,

0.2 si, 0.0 st

1359.3 buff/cache
2809.2 avail Mem

2009 binbag2l
2880 binbag21
701 root
707 root

2129 binbag2l

0 4825112

0 634216
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391612
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ER:
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0.3

9:09.97 gnome-shell

0:00.83 gnome-terminal-

9:00.51 kworker /ul6:6-events_unbound
0:00.30 kworker/u16:9-kvfree_rcu_reclain

0:00.10 ibus-daemon




image27.png
binbag21@binbag21-VirtualBox:~$ ps aux
PID

USER
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root

1

®NA U AW

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
26
27
28
29
30
32
EE

P PP PP PO P OPOOOOOOOOOOODODOOD O DO D
P P PP PP OPPOOOOOOPOOOOOOOOODOD D DD
P P PP PP OPPOOOOOOPOOOOOOOOODOD D DD

STAT START

Ss
S

S

I<
I<
I<
I<

PO POV VVVVVVVVVVVVVVOD VDD DD
E338038000000000000OOROODO® O

>

P P PP PO OOOOOOOODODOOOODOD D DD

COMMAND

/sbin/init splash

[kthreadd]

[pool_workqueue_release]

[kworker /R-rcu_gp]

[kworker /R-sync_wq]

[kworker /R-kvfree_rcu_reclain]

[kworker /R-slub_flushwq]

[kworker /R-netns]

[kworker /0:1-mm_percpu_wq]

[kworker /0:0H-events_highpri]

[kworker /u16:0-events_unbound]

[kworker /R-nm_percpu_wq]

[ksoftirqd/0]

[rcu_preempt]

[rcu_exp_par_gp_kthread_worker/0]

[rcu_exp_gp_kthread_worker]

[migration/0]

[idle_inject/0]

[cpuhp/0]

[cpuhp/1]

[idle_inject/1]

[migration/1]

[ksoftirqd/1]

[kworker /1:0H-events_highpri]

[cpuhp/2]

[idle_inject/2]

[migration/2]

[ksoftirqd/2]

[kworker /2:0H-kblockd]

[cpuhp/3]
o

-
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binbag21@binbag21-VirtualBox:~$ kill 4260
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binbag21@binbag21-VirtualBox:

total 72
drwxr-x--- 15
drwxr-xr-x 3
STW------- 1
-rw-r--r-- 1
-rw-r--r-- 1
drwx

drwx
drwxr-xr-x 2
drwxr-xr-x 2
drwxr-xr-x 2
drwx------ 4
drwxr-xr-x 2
drwxr-xr-x 2
-rw-r--r-- 1
drwxr-xr-x 2
drwx------ 4
drwx------ 2

drwxr-xr-x 2
drwxr-xr-x 2
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root
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binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21
binbag21

$

binbag21
root

binbag21
binbag21
binbag21
binbag21
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.bash_history
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Desktop
Documents
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binbag21@binbag21-VirtualBo:

$ mkdir -p Example/Inside/Again
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i Home / Example / Inside

Again
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binbag21@binbag21-VirtualBox:~$ ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
ink/loopback 00:00:00:00:00:00 brd 80:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_lft forever preferred_Lft forever
2: enpOs3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether ©8:00:27:3:0a:5f brd ff:ff:ff:ff:ff:ff
inet 10.6.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enp@s3
valid_Lft 85848sec preferred_lft 85848sec
inet6 fd17:625c:f037:2:df4b:c62c:a3b3:cb3/64 scope global temporary dynamic
valid_Lft 86197sec preferred_lft 14197sec
inet6 fd17:625c:f037:2:a00:27ff:fee3:a5f/64 scope global dynamic mngtmpaddr
valid_Lft 86197sec preferred_lft 14197sec
inet6 fe80::a00:27ff:fee3:a5f/64 scope link
valid_1ft forever preferred lft forever
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binbag21@binbag21-VirtualBox:~$ ss -tulpin

Netid
udp
udp
udp
udp
udp
udp
tcp

tcp
tcp

tep

State Recv-Q
UNCONN 0
UNCONN 0
UNCONN 0
UNCONN 0
UNCONN 0
UNCONN 0
LISTEN 0

cubic cwnd:10
LISTEN 0

cubic cwnd:10
LISTEN 0
cubic cwnd:10
LISTEN 0

cubic cwne

Ssend-Q

cceoocoo

4096

4096

4096

4096

Local Address:Port
0.0.0.0:5353
0.0.0.0:54714

127.0.0.54:53
127.0.0.53%10:53
[::]:35509
[::]:5353
127.0.0.54:53

127.0.0.1:631

127.0.0.53%l0:53

:1]:631

Peer Address:Port

Process
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binbag21@binbag21-VirtualBox:
[sudo] password for binbag2

$ sudo useradd -m new_user
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binbag21@binbag21-VirtualBox:~$ ls /home
binbag2l new_user
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binbag21@binbag21-VirtualBox
[sudo] password for binbag21:

New password:

BAD PASSWORD: The password fails the dictionary check - it is too simplistic/systematic
Retype new password:

passwd: password updated successfully

$ sudo passwd new_user
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binbag21@binbag21-VirtualBox:~$ crontab -e
no crontab for binbag2l - using an empty one

Select an editor. To change later, run 'select-editor'.

1. /bin/nano <---- easiest
2. /usr/bin/vim.tiny
3. /bin/ed

Choose 1-3 [1]: 1
crontab: installing new crontab
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S Edit this file to introduce tasks to be run by cron.
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

8 5 * * * /root/backup.sh

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
enail to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
85 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

m h dom mon dow  command

Help
Exit

Write Out Where Is cut Execute
il Read File Replace Paste Justify

Location
Go To Line

Undo
Redo

Set Mark
Copy
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binbag21@binbag21-VirtualBox:~$ crontab -1
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
and day of week (dow) or use '*' in these fields (for 'any').

Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
85 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

HAEARAAAAAIAAIRAAIIAIEIREIT RS

m h dom mon dow command

0 5 * * * [root/backup.sh
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(7] “Untitled - Notepad -
Fle dt Fomat View Help

@echo off
title My First Script|

Ln2, Col22 100%  Windows (CRLF)  UTF-8
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) myScript - Notepad
Fle dt Fomat View Help

@echo of f

title My First Script

set greeting-Hello there,

set /p name="What is your name?”

set /p age="What is your age?”

echo %greeting% %name%, you are %age% years old.

pause

Ln4, Col 26 100%

Windows (CRLF)

UTF-3
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My First Script
what is your name?Noah

what is your age?2e

Hello there, Noah, you are 20 years old.
Press any key to continue .
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[73) *myScript - Notepad - o X
File Edit Fomat View Help
set greeting-Hello there,

set /p name="What is your name?”
set /p age="What is your age?”

if %age% GEQ 18 (
goto :success

) else (
echo Sorry %name%, you are too young.
pause
exit

:success
echo %greeting% %¥name¥%, you are %age% years old and access is granted.

pause

Ln21, Col 1 100%  Windows (CRLF)  UTF-8
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My First Script
what is your name2Noah
what is your age226

Hello there, Noah , you are 20 years old and access is granted.
Press any key to continue .
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My First Script

what is your name2Noah

What is your age215

Sorry Noah, you are too young.
Press any key to continue .
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) myScript - Notepad
Fle dt Fomat View Help

@echo of f
title My First Script

setlocal enabledelayedexpansion

set apps[@]-Notepad
set apps[1]-Calculator
set apps[2]-Paint

call :ListApps
pause
exit /b

:ListApps
for /L %%i in (0,1,2) do (

echo App ID %%i: !apps[%%i]!
)

goto zeof

Ln 15, Col 10

100%  Windows (CRLF)

UTF-8
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: Notepad

: Calculator

App ID 2: Paint

Press any key to continue .
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#! /bin/bash

Help
2384

Write Out i Where Is cut

Execute Location
Read File [§] Replace Paste

Justify Go To Line
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#!/bin/bash
greeting="Hello there"

echo "What is your name?"
read userName

echo "Nice to meet you, $userName. Do you like chocolate? (y/n)"

read answer

if ["$answer” == "y"]; then
echo "So do I, $userName!"

else
echo "You are not trusted, $userName."

fi

Where Is cut
Replace Paste

Execute
Justify

Location
Go To Line
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binbag21@binbag21-VirtualBox:~$ bash task5Scripts.sh
What is your name?

Noah

Nice to meet you, Noah. Do you like chocolate? (y/n)

y
So do I, Noah!
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binbag21@binbag21-VirtualBox:~$ bash task5Scripts.sh
What is your name?

Noah

Nice to meet you, Noah. Do you like chocolate? (y/n)
n

You are not trusted, Noah.




image53.png
bin/bash

showMenu() {
echo "System Menu"
echo "1. Show Date and Time"
echo "2. List Files"
echo "3. Exit"

}
showMenu
echo "Enter your choice [1-3]"

ead choice

case $choice in
ib)
echo "Current Date: $(date)"
2)
echo "Listing files in current directory:"
1s
3)
echo "Exiting..."
exit @
*)

echo "Invalid option selected.”

Write Out Where Is cut
il Read File Replace Paste

esac

Help
Exit

Execute
Justify

Location
Go To Line
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binbag21@binbag21-VirtualBox:~$ bash task5Scripts.sh
System Menu

1. Show Date and Time

2. List Files

3. Exit

Enter your choice [1-3]

1

Current Date: Fri Apr 17 12:53:16 AM BST 2026
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binbag21@binbag21-VirtualBox:~$ bash task5Scripts.sh
System Menu

1. Show Date and Time

2. List Files

3. Exit

Enter your choice [1-3]

2

Listing files in current directory:

Desktop  Downloads Music Public taskSScripts.sh Videos

Documents Example  Pictures snap  Templates
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binbag21@binbag21-VirtualBox:~$ bash task5Scripts.sh
System Menu

1. Show Date and Time

2. List Files

3. Exit
Enter your choice [1-3]
3

Exiting...
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binbag21@binbag21-VirtualBox:~$ bash task5Scripts.sh
System Menu

1. Show Date and Time

2. List Files

3. Exit
Enter your choice [1-3]
5

Invalid option selected.
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#! /bin/bash

tasks=("Update System" "Backup Files" "Clear

"Maintenance tasks"

r job in "${tasks[@I}"

"Now performing: $job..."

"Tasks Completed”

Help
Exit

Write Out Where Is
il Read File Replace

Cache” "Check Logs")

Cut
Paste

Execute
B Justify
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binbag21@binbag21-VirtualBox:~$ bash taskSScripts.sh
Maintenance tasks

Now performing: Update Systenm...

Now performing: Backup Files
Now performing: Clear Cache
Now performing: Check Logs.
Tasks Completed





image60.png
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1.3.1 Run as Administrator
1.3.2 Local Users and Domains.

1.3.3 CLI and Powershell

135 The net Command
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1.3.8 Accessing Network Resources

Like other operating systems, Windows uses networking for many different applications such as web, email, and file services. Originally
developed by IBM, Microsoft aided in the development of the Server Message Block (SMB) protocol to share network resources. SMB is
mostly used for accessing files on remote hosts. The Universal Naming Convention (UNC) format is used to connect to resources, for
example:

\\servemame\sharename \file

In the UNC, servername is the server that is hosting the resource. This can be a DNS name, a NetBIOS name, or simply an IP address. =
The sharename is the root of the folder in the file system on the remote host, while the file is the resource that the local host is trying to
find. The file may be deeper within the file system and this hierarchy will need to be indicated.

When sharing resources on the network, the area of the file system that will be shared will need to be identified. Access control can be
applied to the folders and files to restrict users and groups to specific functions such as read, write, or deny. There are also special
shares that are automatically created by Windows. These shares are called administrative shares. An administrative share is identified by
the dollar sign ($) that comes after the share name. Each disk volume has an administrative share, represented by the volume letter and
the $ such as CS, DS, or ES. The Windows installation folder is shared as admin$, the printers’ folder is shared as print$, and there are ®
other administrative shares that can be connected. Only users with administrative privileges can access these shares.

The easiest way to connect to a share is to type the UNC of the share into the Windows File Explorer, in the box at the top of the screen
which shows the breadcrumb listing of the current file system location. When Windows tries to connect to the share, you will be asked to
provide credentials for accessing the resource. Remember that because the resource is on a remote computer, the credentials need to
be for the remote computer, not the local computer.

Besides accessing shares on remote hosts, you can also log in to a remote host and manipulate that computer, as if it were local, to make
configuration changes, install software, or troubleshoot an issue. In Windows, this feature uses the Remote Desktop Protocol (RDP).
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2.2.5 The Importance of Text Files in Linux

In Linux, everything is treated as a file. This includes the memory, the disks, the monitor, and the directories. For example, from the
operating system standpoint, showing information on the display means to write to the file that represents the display device. It should be
no surprise that the computer itself is configured through files. Known as configuration files, they are usually text files used to store
adjustments and settings for specific applications or services. Practically everything in Linux relies on configuration files to work. Some
services have not one, but several configuration files.

Users with proper permission levels can use text editors to change the contents of configuration files. After the changes are made, the
file is saved and can be used by the related service or application. Users are able to specify exactly how they want any given application
or service to behave. When launched, services and applications check the contents of specific configuration files to adjust their behavior
accordingly.

In the figure, the administrator opened the host configuration file in nano for editing. The host file contains static mappings of host IP
addresses to names. The names serve as shortcuts that allow connecting to other devices by using a name instead of an IP address. Only
the superuser can change the host file.

Note: The administrator used the command sudo nano /etc/hosts to open the file. The command sudo (short for “superuser do”)
invokes the superuser privilege to use the nano text editor to open the host file.

- | Terminal - analyst@secOps:~

File Edit View Terminal Tabs Hel
analyst@secop:

GNU nano
8 static table lookup for hostnames
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