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[bookmark: _Toc204859540]Abstract
Information security is critical to the survival and development of modern enterprises. Globally, cyberattacks and data breaches occur frequently, causing significant losses to businesses. According to IBM's 2024 Data Breach Costs Report, the average cost of a data breach worldwide has risen to approximately $4.88 million, an increase of 10% from the previous year, with 70% of companies experiencing severe business disruptions due to data breaches. With the implementation of regulatory frameworks (such as the EU's GDPR) and heightened public awareness of security, businesses must establish robust information security systems to protect sensitive data, safeguard their reputation, and ensure business continuity. NatureGarden (NG) is a globally renowned company specializing in health and wellness products, with a large workforce and international customer base. NG has a high degree of digitalization, with approximately 95% of its network infrastructure reliant on wireless networks, and it extensively utilizes cloud services to provide IT support to both employees and customers. Additionally, NG conducts marketing through its official website and social media platforms, with active online business operations. However, NG currently faces significant information security challenges: the surge in BYOD (Bring Your Own Device) access requests from employees and customers has introduced risks such as data breaches and malware propagation; wireless network environments may contain vulnerabilities like unencrypted communications and phishing Wi-Fi; the widespread use of social media has increased the risk of accidental data leaks and social engineering attacks; More critically, the company has not established a unified security strategy and policy, resulting in a chaotic security governance framework that struggles to respond promptly to threats. Additionally, protecting intellectual property worth billions of dollars and customer personal data remains a core issue the company must address. Information security has become a top priority for NG, but there is currently a lack of systematic solutions to support it. Based on the above context, this paper will design a comprehensive information security governance and compliance strategy tailored to NatureGarden Company's business characteristics and current security status.
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[bookmark: _Toc204859542]Security Management System (ISMS):ISO 27001 is a globally recognized international standard for information security, published by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). The purpose of this standard is to help organizations build, run, maintain, and improve an Information Security Management System (ISMS). It provides a structured way to protect digital assets like intellectual property, financial records, and employee information. ISO 27001 follows a risk-based approach, which means the organization must identify possible security risks, evaluate their likelihood and impact, and choose the right controls to reduce those risks. The standard’s Annex A includes 14 categories of security controls, such as: Information security policies, Asset management, Access control, Cryptography, Physical and environmental security, Operations security, Communication security, System acquisition and maintenance, Security incident management, Business continuity, Compliance. These areas help companies make sure no important information is left unprotected. ISO 27001 also requires leadership commitment and involvement from all employees, and it follows the PDCA cycle (Plan → Do → Check → Act) to support ongoing improvement. Using ISO 27001 can make it easier for a business to manage digital security and show customers or partners that they take security seriously[3]. For example, getting ISO 27001 certified proves that the company has a strong security system in place, reduces the risk of data leaks, and helps meet legal requirements.
[image: 已生成图片]
Figure 1: ISO 27001 Information Security Management System (ISMS) Structure

NIST Cybersecurity Framework (CSF): The NIST CSF is built around five core functions: Identify, Protect, Detect, Respond, and Recover. These five functions represent the key pillars of a comprehensive cybersecurity defense strategy (see Figure 1). They cover all stages of the cybersecurity lifecycle—from identifying assets and risks, implementing protective measures, and detecting threats in time, to effectively responding to incidents and quickly recovering business operations. The NIST CSF further breaks down these functions into specific categories and subcategories, offering detailed implementation guidance. It also defines implementation tiers to help organizations assess their current cybersecurity maturity and develop improvement roadmaps[6]. The framework is highly flexible and universal, making it suitable for organizations of all sizes and across all industries. It promotes a risk-based approach to enhance cybersecurity resilience. By using a common language, the CSF allows executives and stakeholders to describe the organization’s current cybersecurity posture and target goals, identify areas for improvement, and communicate risks both internally and externally[6]. As a result, the CSF core now includes six functions: Identify, Protect, Detect, Respond, Recover, and Govern, reflecting the growing importance of governance in cybersecurity. The NIST CSF remains a powerful tool for organizations to continuously improve their cybersecurity programs. Its principles have also been widely referenced or adopted by many regulatory and compliance standards.
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Figure 2: NIST Cybersecurity Framework Core Functions Diagram

ITIL (Information Technology Infrastructure Library):ITIL is not a dedicated information security framework, but as the most widely adopted best practice framework in the field of IT Service Management (ITSM), it includes information security management practices that offer valuable guidance for organizational security governance. ITIL defines 34 management practices, categorized into general management, service management, and technical management. Among them, the Information Security Management practice aims to ensure the confidentiality, integrity, and availability (CIA) of information required by the business. It does this by identifying and managing security risks, and implementing appropriate controls to maintain these key attributes[7]. ITIL emphasizes aligning IT services with business strategies and focuses on improving service quality through process-driven management. Its core philosophy is to build an integrated and collaborative service delivery process, using Service Level Agreements (SLAs) to ensure service quality. For example, in the ITIL framework, security management processes are embedded within both the service design and service operation stages. This ensures that the required security levels for services are planned, implemented, monitored, and maintained throughout the lifecycle[7]. ITIL also promotes Continual Improvement, which involves regularly measuring and optimizing IT service performance. This makes ITIL highly adaptable to the varying needs of different organizations. In summary, ITIL offers a methodology for integrating information security into broader IT governance and service management. By institutionalizing processes such as change management, incident management, and asset management, organizations can implement security policies in a structured way—meeting business needs while minimizing security risks. In practice, ITIL is often used in conjunction with ISO/IEC 27001:ISO 27001 provides the framework for “doing the right things” (control objectives), while ITIL provides the tools and processes for “doing things right.

[bookmark: _Toc204859543]2. NatureGarden Company Information Security Governance Strategy Framework
Based on the aforementioned risk analysis, this study has developed a comprehensive information security governance and compliance strategy framework tailored specifically for NatureGarden (NG) Company. The objective of this framework is to comprehensively enhance NG’s information security capabilities, covering organizational governance structures and strategic planning, specific security policies, systematic risk management processes, layered defense technical measures, multi-dimensional compliance requirements, emergency response and business continuity plans, service level agreement (SLA) considerations, and continuous improvement mechanisms.
[bookmark: _Toc204859544]2.1 Establish an Information Security Governance Structure
A robust information security governance framework is the foundation for NG to achieve comprehensive information security management. First, an Information Security Governance Committee should be established under the company's senior management, comprising key executives (such as the CTO, CIO, and heads of business departments) and the security officer. This committee is responsible for formulating enterprise-level information security strategies and making major decisions. To ensure adequate support for security efforts, it is recommended that the CEO or CTO serve as the committee chair. Additionally, a Chief Information Security Officer (CISO) should be appointed as a dedicated executive, reporting directly to the governance committee and senior management[1]. The CISO will oversee the strategic planning and execution of information security across the company, leading the information security team. This team should include roles such as security architects, security engineers, security analysts, and compliance officers, covering multiple functional areas including network security, application security, data protection, and compliance[1]. Within the governance structure, the responsibilities of different levels should be clearly defined: senior managers are responsible for setting direction, providing resources, and approving security policies and budgets; middle managers (such as IT managers and department heads) are responsible for implementing specific security measures within their departments and supervising employee behavior to ensure compliance with security regulations; and front-line employees must strictly adhere to all security policies to ensure information security in their daily work. The information security governance committee should also formulate the company's overall information security strategic plan to ensure close coordination with NG's business development strategy. The strategic content should include: analysis of current major security threats and risks, desired security maturity goals, and a phased implementation roadmap. For example: the first phase focuses on institutional development and basic protection; the second phase strengthens technical monitoring and incident response capabilities; and the third phase aims to obtain international certifications such as ISO 27001 to enhance external security credibility and customer trust. The Governance Committee should hold at least one meeting per quarter to review the progress of security plans, assess new risk landscapes, and adjust security strategies accordingly. By establishing the aforementioned top-down information security governance framework, NG can ensure that information security strategies align with the company's overall objectives and are efficiently implemented and executed within the organization.
	Hierarchy/Role
	Responsibilities Summary

	Board of Directors/Senior Management
	Approve security strategies and policies, provide resource support, and incorporate security into corporate strategic objectives.


	Information Security Governance Committee (chaired by the CEO)

	Develop security strategy plans, assess major risks and security projects, and coordinate security matters across departments.


	Chief Information Security Officer (CISO)

	Lead the development of a safety management system, formulate safety policies and regulations, and coordinate daily safety operations and improvements.


	IT department/security team
	Implement technical security controls (network, anti-virus, etc.), monitor security incidents, and execute emergency response and recovery.


	Managers of various business departments

	Implement information security measures in the relevant departments, cooperate with risk assessments and audits, and urge employees to comply with security policies.


	all employees

	Follow security policies and procedures, participate in security training, be vigilant in reporting suspicious incidents, and protect your own accounts and data.




Table 1: Information Security Responsibility Assignment Model
[bookmark: _Toc204859545]2.2 Development of an Information Security Policy Framework
Building on the establishment of an information security governance framework, NatureGarden (NG) should further develop a comprehensive information security policy framework to ensure the effective operation of governance mechanisms. First, the company should have its senior management sign and publish an Information Security Policy Statement, clearly outlining NG's mission, core principles, and commitments regarding information security. This statement should cover the following areas: compliance with applicable laws and regulations, protection of customer and employee data, and continuous improvement of information security management performance, reflecting the company's high priority and strategic commitment to security governance.Under the guidance of the policy, a series of supporting security policies and technical standards should be established to comprehensively cover the company's key operational areas[2]. It is recommended to prioritize the following core policy documents: Acceptable Use Policy (AUP): Clearly define the permitted uses and prohibited behaviors of the company's IT assets (such as computers, networks, email, and the internet) to prevent resource abuse, illegal activities, and potential security risks. Account and Access Control Policy: Adhere to the “principle of least privilege,” stipulating that employees may only access systems and data required for their job roles. Clarify the approval process for accessing different levels of data, the mechanism for assigning permissions, and penalties for violations. Device and Endpoint Security Policy: Covers company devices and BYOD environments. Specifies that the company has the right to remotely erase corporate data from devices when employees leave the company or devices are lost. Company devices such as laptops and servers should enable full-disk encryption and disable unauthorized USB peripherals, etc. Data Classification and Handling Policy: Classify company information assets (e.g., “confidential,” “internal,” “public”) and establish corresponding storage, transmission, and processing standards for different sensitivity levels to enhance the specificity and operability of data protection. Information Leakage Prevention Policy: Control information circulation channels including email, cloud storage, and mobile storage media. Prohibit the use of personal email accounts to transmit company files, and require approval for USB flash drive copying. Deploy data leakage prevention (DLP) technology and clearly inform employees of the policy to prevent the leakage of sensitive information. Patch and Change Management Policy: Require the IT department to regularly check and update patches for operating systems and applications to promptly address high-risk vulnerabilities. Develop a change plan and conduct rollback testing for major changes to reduce operational risks. Logging and Security Monitoring Policy: Clearly define that critical systems and network devices must enable logging functionality, and establish logging retention periods and audit frequencies. Specify which security incidents must be reported (e.g., consecutive login failures, abnormal traffic, etc.), and designate corresponding monitoring responsibilities[2]. Supplier Security Management Policy: All third-party service providers must sign a security agreement and undergo regular security reviews. Restrict their access to the company network and clearly define their security responsibilities (in conjunction with the Service Level Agreement (SLA) section below). Security Incident Management Policy: Standardize the classification, grading, reporting, and response processes for security incidents and vulnerabilities. For example, in the event of a data breach, the information security team and senior management must be notified within a specified time frame, and the emergency response plan must be initiated promptly. Business Continuity and Disaster Recovery Policy: Define clear RPO (Recovery Point Objective) and RTO (Recovery Time Objective) for critical business operations, specifying backup frequency, storage methods, recovery mechanisms, and requirements for off-site disaster recovery environment configuration[2].
[bookmark: _Toc204859546]2.3 Risk Assessment and Management Process
Risk management is a core component of an information security management system. NatureGarden (NG) should establish a systematic information security risk assessment and management process to regularly identify, analyze, and address potential security threats. It is recommended to refer to international standards such as ISO/IEC 27005 and NIST SP 800-30, and deeply integrate the risk management process into daily operations and project management activities to establish an enterprise-level dynamic risk control mechanism [3]. Implementation should follow the following process: Asset Inventory and Environment Definition: The starting point for risk management is to identify information assets within the company and their business environment. These assets include hardware devices, software systems, data storage, network architecture, business processes, and personnel. The business value and importance of each asset must be clearly defined. Risk Identification: Based on the established asset inventory, identify the potential threats and vulnerabilities each asset faces. Risk Analysis and Assessment: Assess each identified risk, considering its likelihood of occurrence and potential impact on business operations, to determine the risk level. Risk Response: Prioritize high-risk events based on risk level and develop specific risk response measures. Risk Monitoring and Review: Risk management should be an ongoing, cyclical process. Risk Communication Mechanism: Major risks should be reported to senior management in a timely manner to ensure that decision-makers are aware of the risk situation and participate in response decisions. Regular employees should also be informed of the primary risks and preventive measures related to their positions through training, announcements, and other means, such as common phishing attack identification and response methods.Through the closed-loop risk management process comprising “identification—assessment—response—monitoring,” NG can comprehensively understand the security risks faced by its information assets, dynamically adjust control strategies, and continuously enhance the company's security resilience and risk response capabilities.

Figure 2: Information security risk management process diagram.


[bookmark: _Toc204859547]2.4. Protection Mechanism Design 
Based on the gradual improvement of information security governance and management processes, NatureGarden (NG) should simultaneously establish a multi-layered, comprehensive technical protection system to effectively defend against and mitigate various security threats. Considering NG's IT environment and security requirements, it is recommended to implement technical controls from the following five key aspects.

[bookmark: _Toc204859548]2.4.1 Identity Authentication and Access Control 
NG must establish a robust identity and permission management system to prevent unauthorized access: Enable multi-factor authentication (MFA) for accessing VPNs, email systems, financial systems, etc., combined with dynamic tokens or biometric technology to prevent credential leakage and misuse; deploy a unified identity authentication system (IAM) to enable single sign-on (SSO) and centrally manage both on-premises and cloud-based accounts; For administrator accounts, introduce privileged access management (PAM) tools to strengthen permission allocation, monitor session records, and prevent internal abuse and external attacks; system permissions for all employees should be reconfigured based on the principle of least privilege and undergo regular audits to revoke unnecessary permissions; implement network access control (NAC) to authenticate and perform security checks on accessing devices, and prohibit non-compliant devices from connecting to the internal network.

[bookmark: _Toc204859549]2.4.2. Data Encryption and Key Management
To protect sensitive data from theft or tampering, data encryption and key management should be comprehensively strengthened: Full-disk encryption (such as BitLocker or FileVault) should be enabled on all employee terminals and servers to prevent unauthorized access to data in the event of device loss; Sensitive fields such as personally identifiable information (PII) and financial data stored in databases should be encrypted at the field level; internal company communications should fully adopt the TLS 1.2/1.3 protocol, and plaintext protocols such as HTTP or FTP should be prohibited; Provide a VPN access channel to ensure encrypted data communication for remote work; enable TLS transmission encryption for communication between corporate email systems, and recommend end-to-end encryption (such as SMIME or PGP) for sensitive emails; establish a key management system (KMS) to centrally manage encryption keys and certificates, implement role-based access control, and regularly rotate keys to prevent key misuse or leakage. 
[bookmark: _Toc204859550]2.4.3. Network Security Protection 
NG should establish a “defense-in-depth” network security system, integrating perimeter, internal, and wireless networks into a unified protection framework: deploy next-generation firewalls (NGFW) at the perimeter, enabling features such as stateful inspection, intrusion prevention, and content filtering; isolate office networks, production systems, and guest Wi-Fi via VLAN segmentation, with access controlled by firewalls in between [4]; Wireless networks should use WPA3 encryption and 802.1X authentication mechanisms, and deploy WIDS/WIPS to monitor abnormal devices and fake hotspots; internal networks should deploy intrusion detection/prevention systems (IDS/IPS) to monitor abnormal traffic (such as port scanning, traffic anomalies, etc.); Build a Security Information and Event Management (SIEM) system to centrally analyze firewall logs, host logs, IDS alerts, and other information to promptly identify threats; Gradually adopt a Zero Trust architecture, where all access requests are verified based on identity, device, and behavior policies; Configure DDoS protection measures and traffic bandwidth management, and use cloud-based DDoS mitigation services to counter large-scale attacks when necessary.
[bookmark: _Toc204859551]2.5 Compliance Measures Design (Legal Regulations, Industry Standards, and Ethical Requirements) 
As a globally operating enterprise, NatureGarden (NG) must strictly comply with information security and data protection regulations in various regions and industries, while setting a good example in terms of business ethics and customer privacy protection. To this end, specific compliance measures are proposed from four aspects: regulatory compliance, standard certification, ethical practices, and management processes:
[bookmark: _Toc204859552]2.5.1. Data Protection Legal Compliance 
NG must prioritize compliance with the following primary data protection legal requirements: EU Region: Fully comply with the General Data Protection Regulation (GDPR). It is recommended to establish a dedicated data protection task force and appoint a Data Protection Officer (DPO) to oversee compliance matters. Implement GDPR requirements, including obtaining explicit user consent, limiting data usage, ensuring user access, and reporting data breaches within 72 hours. Conduct a Data Protection Impact Assessment (DPIA) for systems handling EU personal data, identify high-risk data processing activities, and develop mitigation measures [5]. Chinese market: If NG operates in China, it should comply with regulations such as the Cybersecurity Law, Data Security Law, and Personal Information Protection Law (PIPL). Some data should be stored locally. Industry standards: When processing payment card information (PCI), the PCI-DSS standard should be followed, and sensitive fields such as card numbers and CVV should be encrypted to avoid plain text display. When dealing with employee health data, the HIPAA privacy protection framework should be referenced.
[bookmark: _Toc204859553]2.5.2 Business Ethics and Privacy Ethics
In addition to complying with legal requirements, NG should strive for higher standards of corporate ethics and social responsibility: Proactively protect privacy: Adhere to the principles of minimal collection, shortest retention, and clear purpose. Incorporate the concept of privacy by design into the product design stage to enhance the inherent security of the system. Transparent and open processing methods: Provide customers with clear privacy policies explaining how data is used, and support requests for personal data queries, corrections, and deletions. Refusing data misuse: Firmly refusing to sell customer data or use it for advertising, profiling, or other unauthorized purposes. When applying AI and big data, adhering to the principles of fairness, transparency, and non-discrimination to prevent algorithmic bias or excessive surveillance. Establishing ethical guidelines: Developing company-wide information ethics guidelines and incorporating them into employee conduct standards, reinforcing ethical awareness through training.
[bookmark: _Toc204859554]2.5.3 Compliance Management Process Development
NG must integrate compliance into daily management and continuously optimize it: establish a compliance framework mapping regulatory requirements to control measures; designate compliance officers to track legal changes and organize internal adjustments; establish an internal audit mechanism for the information security management system (compliant with ISO 27001 requirements), conducting at least one annual review of the implementation and effectiveness of internal controls; and establish a compliance document management process to ensure that all policies, processes, and records are auditable and traceable. 
[bookmark: _Toc204859555]2.6 Emergency Response and Disaster Recovery Plan
[bookmark: _Toc204859556]2.6.1. Security Incident Response (CSIRP)
Organizational Structure: Establish a cross-departmental security incident response team (CSIRT) composed of members from information security, IT, legal, public relations, and other departments, with the CISO or security manager as the leader. Response Process: Based on NIST SP 800-61, the response is divided into six phases: preparation, identification, containment, eradication, recovery, and post-incident review. Detailed processes and responsibility assignments should be established. Information Notification: Establish incident severity levels and reporting mechanisms. Major data breaches must be reported to management within 24 hours; data subject to GDPR must be reported to regulatory authorities within 72 hours. Practical Drills: Conduct technical drills annually to validate response capabilities and continuously optimize processes.
[bookmark: _Toc204859557]2.6.2. Disaster Recovery and Business Continuity (DR/BCP)
Business Impact Analysis (BIA): Assess the importance and recovery requirements of each business system, and clarify the maximum acceptable downtime (RTO) and maximum data loss (RPO). Recovery Strategy: Implement a “3-2-1 backup strategy”: at least three backups, stored in two different containers, one of which is stored off-site. Regularly test backup recovery capabilities to ensure data integrity; develop a disaster recovery manual that includes emergency contacts, recovery steps, and responsibility assignments; publish employee emergency contact information to ensure uninterrupted communication. Ransomware Response: Prepare backups in advance and isolate them from the main network; if necessary, assess the legality and risks of communicating with attackers and establish relevant decision-making processes. Public opinion management: If a disaster causes service interruption, prepare customer announcement templates, compensation plans, and customer service response processes.
[bookmark: _Toc204859558]2.6.3. Service Level Agreement (SLA) Management
External suppliers: Sign SLAs with cloud/outsourcing service providers to clarify availability, security standards, and response times; require ISO 27001/SOC 2 certification and clarify the obligation to report incidents; ensure data ownership and data migration capabilities; Technical outsourcing personnel should sign confidentiality and security agreements. Internal IT Services: IT departments and business departments should also establish SLAs to ensure consistent service quality and security across the organization. Supplier Oversight and Audits: Regularly convene security performance review meetings to verify SLA compliance, including penetration test results and incident resolution efficiency. If standards are not met, enforce accountability or require corrective actions in accordance with the contract. 
[bookmark: _Toc204859559]Analysis and Discussion
In the preceding section, we developed a comprehensive information security governance and compliance plan for NG Company. This section will analyze and discuss the plan, evaluate its advantages and potential limitations, and compare the applicability of the referenced model frameworks. Additionally, we will argue why regularly updating security policies and adhering to international standards are considered best practices.
Analysis of the Plan's Advantages: Overall, this strategy plan has the following advantages: Comprehensive and systematic: The plan covers all aspects of information security management, from organizational governance, policy systems, risk management, technical controls, compliance requirements, to emergency recovery and continuous improvement. Tailored and targeted: The plan is closely tailored to the specific challenges currently faced by NG. For example, for prominent risks such as BYOD, wireless networks, and social media usage, the plan includes corresponding policies (BYOD policy, AUP), technical measures (MDM, WIPS), and training arrangements. Senior management support and cultural integration: The plan places particular emphasis on senior management security governance architecture and security culture building. Having the board of directors and senior management participate in decision-making and lead security strategy helps elevate security to the level of corporate strategy. Adherence to international best practices: The solution draws on the essence of frameworks such as ISO 27001, NIST CSF, and ITIL, ensuring its scientific rigor and reliability. Enhanced compliance and reputation: The solution will help NG significantly reduce compliance risks.
Limitations and Challenges of the Program: At the same time, we must acknowledge the potential challenges and limitations that may arise during implementation: Resource and Cost Pressures: A comprehensive security program involves system development, personnel training, tool deployment, third-party audits, and other aspects, requiring significant investment. Organizational Change Resistance: Deepening security strategies often involves changes in organizational behavior and culture. Solution Complexity and Implementation Difficulty: The solution involves numerous elements and requires cross-departmental collaboration. The information security team must coordinate with IT, HR, legal, and business departments to execute sub-plans in their respective areas. Technical Details and Balancing Issues: Some control measures require balancing security with user experience and privacy protection in practice. In terms of implementation details, the solution needs to be continuously optimized and adjusted based on actual conditions. Unpredictable emerging risks: Although the plan has been designed to be forward-looking, the cybersecurity landscape is rapidly evolving, and new threats not covered by this plan may emerge. NG must remain prepared to address such risks and may consider commercial insurance as a final compensatory measure. 
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