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Abstract

Introduction
The objective is to conduct research on at least one of the four listed areas of cybersecurity, complete at least four of the labs that have been assigned, and then lastly demonstrate understanding of cybersecurity via creating a network in a sufficient software that can utilise several key security aspects.
Content
Task 1 (a)
The first topic that has been chosen for discussion is “the security issues of cloud-based services. 
The main security issues for cloud-based services include the fact that they could be infected with malware such as Trojan horses or viruses. Malware generally includes any software designed to take over any services on a device and self-replicate. [1] 
Trojan horses are malicious pieces of code that are disguised as the opposite to trick users, and viruses can duplicate themselves and spread malicious damage across a device. 
To counter these, cloud-based services must consider whether downloads are safe and beneficial. The main security measures that could be implemented include: two-factor authentication, which asks for two procedures in providing identification, such as email and phone; firewalls to only grant access to specific users; strengthened passwords which should include a variety of characters and be changed as often as possible while not being recorded for risk of being stolen; encryption of important data to make it harder for hackers to crack; and possibly some reliable anti-virus software for extra protection and spotting of malicious data.
Failure to implement enough security will result in data, likely confidential, being breached from the cloud server. This can be lessened by taking time to consider the increased points of failure and how to protect them to prevent similar factors such as profiles being hacked.
In terms of Internet of Things (IoT) [2], the factors to bear in mind as it continues to grow include the fact that while it may simplify networks by merging services into one system, integration could also result in making intrusion attempts more focused and more likely to succeed if security is not strengthened. 
Alongside IoT, there are many current trends of cybersecurity that are growing in popularity. Some will benefit cybersecurity, but others will cause damage to users without enough care.
As cybersecurity continues to grow, so will attempts to steal data within it. Examples include phishing (posing as someone important and tricking users into providing data) attempts becoming smarter and harder to identify. 
Phishing attempts used to mainly consist of sending emails disguised as organizations such as PayPal and asking users to log in and provide all relevant data, but have since grown to also include integrating itself within, for example, phone apps and extract data solely from user downloads. Common advice given by organizations such as banks is that they will never ask for information over the phone or by email, and will only do in person.
However, examples of positive growing trends include a rise in AI (Artificial Intelligence). AI such as Vectra can, for example, scan devices to search for any potential threats, increasing efficiency and saving time for users.
Another factor that can be heavily influenced by cybersecurity is video games. Video games can be played and purchased online, and failure to maintain security will result in risks to data (e.g. signing up for a provider such as Steam and unintentionally providing your password to others). 
The last relevant factor is HTML (Hyper Text Markup Language). [3] As the structure that translates communication so it can be sent across the Internet, HTML bears an important role in cybersecurity.  The current version of HTML, version 5, has security disadvantages, such as leaking of data from local databases or being overridden by hackers via other web languages such as JavaScript.
Task 1 (b)
Three applications were chosen for testing during this task; Avira Mobile Security, CryptoTool, and CyberGhost. 
[image: Image may contain: 1 person]
Avira Mobile Security provides an overall analysis of a mobile’s cybersecurity. There are seven main features; Anti-Theft (setting permissions so only the authorized can access data), Call Blocker (banning certain phone numbers), Contacts Backup (storing the most important numbers elsewhere), Device Analyzer (providing an overview of a phone’s performance), Identify Safeguard (scanning emails to fend off hacking attempts), IOS Updater (bringing the operating system up-to-date), and Web Protection (the ability to install a web anti-virus).
[image: No photo description available.]
Next, CyberGhost provided a gateway to connecting to a Virtual Private Network (VPN). A VPN is a private network that functions akin a public network, allowing users to choose security measures and function with a different IP address. In this case, it connected the user to an available network in Manchester, England, but can also connect to spare addresses in other countries such as the USA and Australia via VPN configuration. Connecting to an address in the UK results in an address akin to above (89.238.167.84), while an address from the USA (e.g. from New York) may consist of something akin to 108.62.96.59.
While VPN’s are useful in maintaining privacy and security to users, disadvantages of them include the amount of storage they consume due to their complexity and the fact that some countries ban them.
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Lastly, CyberTool was utilized, a software capable of encrypting data.  A small phrase was successfully encrypted. As described in Task 1, encryption can become an important feature in cybersecurity if utilized as capable of making data harder to access to others. However, CyberTool can also decrypt data back into its original form.
As touched upon in Task 1, encryption serves an important role in cybersecurity as helping to make systems harder to break into.
Task 2
A network was created in Packet Tracer to demonstrate understanding of cybersecurity, namely the security measures, according to a set of criteria.
The objective was to create a topology that met the needs of a university campus encompassing several departments such as resources and management.
[image: ]
The design was split into two main groups; the design of the impending “smart garden” along with outside facilities in one, and the allocation of partner resources in the other. This allowed for clear groups which are separated but easily identifiable and linked by one switch per group which link together. Each server was assigned a backup in the case of a disaster.
Examples of security measures implemented here include adding secret passwords to the two core switches, enabling port-security on both switches to obtain greater control over which ports are authorized, and encrypting passwords (per the work done in Task 1). 
Conclusion
Overall, there are many issues to consider when implementing cybersecurity depending on the situation. Examples of how devices can be protected is displayed in both the labs and the network construction.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Lack sufficient content and references. More work need to be carried out. (Grade mark: 40.00%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]18

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The lab exercises need more explanation giving an account of the purpose for the results.  Discussions and analysis on how company could be proactive to prevent/protect their communication system and the Internet were lacking. (Grade mark: 40.00%)
	[bookmark: totalANA]45
	[bookmark: markANA]18

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Could be better written, presented and formatted.   (Grade mark: 40.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]40%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Research need strengthen, you need to explain and analyse the scenarios you derived for the campus from your chosen research area(s) in a more meaningful way. (Grade mark: 42.50%)
	20
	8.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You need to explain resources, devices used for your chosen design and analysis of your chosen solution.  Your analysis just meet the basic requirement. (Grade mark: 40.00%)
	20
	8

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: _GoBack]Your Packet Tracer design worked, it’s very basic  but lack sufficient security measures such as firewall, IPS, etc (Grade mark: 46.67%)
	60
	28

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	45%

	
	Up to four weeks late
	
	

	
	First Attempt?
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