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Abstract—Bring Your Own Technology (BYOT) also known as Bring Your Own Device (BYOD) has arguably become the new standard in the workplace.  BYOD like any other technology used in the workplace requires careful planning and security management. There is now less separating our business and personal lives. However, such boundaries between business and personal data should not be allowed to blur with the introduction of BYOD. Cybercrime is on the rise and strong Information Security (IS), polices and hardened networks are needed more than ever. This paper outlines a comprehensive BYOD framework that can be integrated into an enterprise’s network. 
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Introduction	Comment by Carlene Campbell: 
Very good introduction.  Give the readers a clear indication and insight of what the assignment is about.
Bring Your Own Device (BYOD) is allowing employees to bring their own personal devices to work with access to organisational  resources [1], [2]. BYOD behaviour is part of the consumerisation of Information Technology (IT) which has driven the acceptance and adoption of BYOD [1], [3]. 
BYOD has many advantages, with an obvious benefit being that organisations can cut costs by not having to provide machines for employees [4], [5]. Savings can also be made in software, licencing and insurance [6]. BYOD programs will increase mobility and engagement by allowing employees to work-from-home and work-on-the-go, as well as facilitating employee reachability outside of work hours  [7], [8]. Employee satisfaction and efficiency are likely to increase due to the familiarity of using their own device [6]. A competitive advantage can be gained from BYOD [9], as well as attract the best talent from the market by providing flexible working hours [7]. Organisations also recognise that many employees have grown up with mobile devices and use them as their primary method of interaction with others and resources [10]. This increasing familiarity with mobile technology means that employees look for and expect the freedom to use their own device at work [4]. It is clear that mobility in the workplace is becoming increasingly unavoidable [10]. However, this inevitable adoption of BYOD in many industries is not without risk [11], [12]. 
The drawbacks in BYOD adoption lie in the increased security risks associated with allowing interactions with company data and a personal device outside the direct control of the organisation [13]. Information Security (IS) is critically important to organisations to protect sensitive data, assets and intellectual property from theft and misuse [6], [14]. Such data breaches cost organisations millions of pounds each year and can cause a decrease in customer trust leading to loss of business [11].  Therefore, it is of the utmost importance to mitigate risks to the confidentiality, integrity and availability of company resources [6], [8], [11]. The specific security concerns relating to BYOD include untrusted network usage, insecure connections and application usage, insecure file-sharing (e.g. public cloud), lost or stolen device, malware, access and permissions, and the creation of work-related documents on a personal device [4], [15]–[17]. Other non-security related drawbacks to BYOD include the risk of an individual’s professional life encroaching and affecting their personal life due to the increased reachability and availability of company resources [8]. BYOD can also end up being a lot more expensive than expected. This is due to the long-term operational cost of management systems and the expense of voice and data service charges for employee-owned devices [7], [11], [18].
In this paper, related work in the field of BYOD is summarised followed by an explanation of the fictional scenario that will use as the basis for the proposed framework. The proposed BYOD framework will then be outlined in detail with access control, device management and security policy. Followed by a technical overview, Mobile Device Management (MDM) and Mobile Threat Defence (MTD) software recommendations. A simulated implementation in Packet Tracer will be presented to demonstrate the proposed framework in action. Finally, findings will be discussed followed by a conclusion with recommendations and future work.
related work
There are many areas of research relating to BYOD and policy considerations. Studies [9], [14], [19]–[21] provide a good starting point into the world of BYOD. Outlining the general premise of BYOD as well as highlighting benefits and security concerns. Studies [7], [10] focus on organisation awareness of BYOD and conducted surveys on organisations to assess trends. Shumate and Ketel [4] discuss the various benefits, risks and control techniques of BYOD. Thus, providing a wide coverage of the many considerations involved in BYOD policy. They propose virtual application streaming as a possible method to address the handling of corporate data on a personal device. Gatewood [22] provides similar comprehensive coverage on BYOD strategies and policy considerations. Disterer and Kleiner [8] provide an insightful view of all the possible architectural concepts and technical approaches of isolating business applications from the rest of the device.
BYOD security has been widely studied by the research community. Studies [3], [11], [12], [16], [17], [23]–[33] are all fairly similar. They identify the various risks and security threats that affect BYOD. Then propose solutions to mitigate the risks. Wang, Wei and Vangury’s [29] study was particularly interesting as it provides a comprehensive technical framework for implementing a space isolation solution, to separate business and personal data. Eslahi [24] provides a detailed look at the various BYOD security models and demonstrates a general MDM architecture implementation for enterprises.
BYOD policy specific research and recommendations is another area seeing attention. Studies [4], [5], [15], [22], [34]–[36] provide many considerations, best practices and areas that must be addressed in a successful BYOD policy. Many BYOD policy templates exist online such as [37]–[44]. They all state similar policies and follow many considerations found in the previously stated studies, thus assuring their credibility. Studies [45], [46] also present technical policy enforcement strategies.
Zahadat et al.’s [6] study is the most comprehensive BYOD framework to the author’s knowledge. It covers all areas that must be considered when designing a BYOD framework and compares the two main technical approaches to implementation, sandboxing/isolation and virtualisation. It also highlights key security policy areas. This study also highlights how there is a large gap in complete BYOD framework research. Most research only focuses on a few aspects of BYOD. This means extensive research is required to properly understand all aspects of a BYOD framework. It also raises an interesting point as to why BYOD policy is not always implemented as good as it should be in industry [1], [2], [28]. The potential cause could very well be the fragmented research that is currently available.
scenario
The proposed BYOD framework will be based on the following fictional scenario that has been designed to resemble a potential real-life scenario.
· Golding-Harvest Ltd. is a gold mining company.
· The company has an extensive presence around the globe and online, with a large social media presence for promotion.
· Cloud services are used to provide IT services to staff and clients.
· Roughly 95% of the company is wireless based.
The company is looking to implement a BYOD strategy to allow both staff and customers to use their personal devices to access company resources. However, the company is concerned about protecting its intellectual properties, as well as the security of staff and client data.
The aim of this paper is to develop a comprehensive BYOD framework including user policy, device management policy and security policy. To cover all aspects of Golding-Harvest Ltd.’s enterprise network.  
proposed framework
Access Control
The policy is given in Appendix A. User account types and privileges are also stated. This access control policy follows the ISO 27001 Information Security Management System (ISMS) specification [47], [48]. The author recommends Golding-Harvest to implement an ISO 27001 certified ISMS as there are many benefits. ISO 27001 is the recognised global benchmark for management of information [49], [50]. This ensures good security practices which are important for customer trust and gaining new business [49], [50]. Financial penalties relating to data protection requirements and losses due to data breaches are greatly reduced [50]. ISO 27001 meets strict regulatory requirements such as the General Data Protection Regulation (GDPR) [51] and the NIS Directive [52]. This ensures adequate security controls are in place to protect an organisation from threats and shows that steps have been taken to protect business data [50]. 
Device Management (BYOD) and Security Policy
The policy is given in Appendix B. This policy is the core of the BYOD framework. It outlines acceptable use of devices enrolled on the program, which devices are supported, the enrolment process and security requirements. The policy makes it clear what the preparation process is for a device and what is expected of employees when using and maintaining their devices. The main goal of this policy is to change the behaviour of an employee about how they use their device in a business context [43].  By providing a set of rules for BYOD users the number of security and misuse incidents should be reduced as there will be greater awareness of expected security practices. It is interesting to note that ISO 27001 has no specific requirements relating to BYOD [43]. This means care has to be taken when writing the policy to make sure it is thorough and provides enough coverage.
BYOD Technical Architecture
Technical approach
The proposed technical approach is to use a container or sandbox environment to securely isolate all business activities, applications and data from the user’s personal data [15], [16], [27], [28], [53], [54]. A MDM agent will then operate within the container. A MDM system is a tool used to manage mobile devices and impose security policy on them [30]. A MDM system is made up of a MDM agent on the device and a MDM server [24]. The MDM system would enforce company policy via certificates and configuration profiles which include an always-on VPN, access control rules and container encryption [3], [11], [28]. The MDM system will also be able to monitor and log activities in accordance with company policy and can lock and wipe the container if required [8], [11], [23]. This container plus MDM solution solves one of the biggest disadvantages of many typical MDM only solution, being their lack of fine controls to only govern corporate data [11], [29]. The added container aspect means that the MDM system can have its usual full control within this provided isolation [29]. This solution also alleviates many legal and privacy issues as the MDM system is only capable of controlling and monitoring the container [1]. This will also increase employee acceptance of the BYOD program due to the solution’s minimal intrusion on an employee’s device [2], [11]. The container and MDM solution will be further hardened with the added layer of a Mobile Threat Defence (MTD) solution. A MTD solution provides mobile devices with protection at the device, network and application level by preventing, detecting and reacting to attacks [55]. They offer device anomaly detection, vulnerability assessments, network security and application scanning [55], [56]. MDM software is not adequate to protect against advanced threats which is why MTD is becoming increasingly important for mobile security in organisations [55], [57], [58]. Ideally, the author would like to recommend the use of MTD for the whole device (in both container and outside). However, the use of a MTD agent outside the container (in areas containing personal data) could be very invasive [55]. Revealing a user’s browsing history and personal app usage to administrators of the system. It is recommended to look for such a solution that considers privacy. If a suitable solution exists that maintains a user’s  (
Fig. 1
.
A data flow diagram showing the general BYOD security framework and management architecture.
) anonymity and provides MTD it should be implemented outside the container. However, if a suitable solution does not exist to address privacy concerns the author recommends the use of the MTD only in the container. This is because the pursuit of ultimate security will come at the cost of a user’s privacy which can lead to reluctance or refusal of the BYOD program by employees [2].
 MDM and MTD software
There are many companies offering various MDM and MTD solutions. MDM software includes Citrix XenMobile, IBM MaaS360, VMware AirWatch and MobileIron [8], [29], [59]. MTD software includes Zimperium zIPS, Skycure Enterprise Mobile Threat Defense, Wandera Threat Defense and Lookout Mobile Endpoint Security [55], [60]. However, there are many more solutions available for MDM and MTD. The author has decided to recommend VMware AirWatch for MDM and Wandera Threat Defense for MTD. However, most of the top MDM solutions have all the same features. The decision in a lot of cases will come down to an administrator’s familiarity with the software or brand [61]–[63]. The author’s decision was based on the features that AirWatch offers and how it meets the criteria required to implement the authors suggested technical approach. For example, AirWatch is compatible with a wide range of Operating Systems (OS) including iOS, Android, Windows and MacOS and is also compatible on desktop machines not only mobile devices [64], [65]. It is worth noting device brand shouldn’t affect the deployment of AirWatch. VMware AirWatch provides an advanced encrypted application container in the form of VMware’s Content Locker [66] with the ability to restrict copy/paste [67], [68]. Such restrictions will ensure there is no data leakage of personal and company data. AirWatch also features an application catalogue [69] which can be used to host and manage Golding-Harvest’s whitelisted application (for different devices) including public application from an App store [70]. Garner [71] puts VMware AirWatch as the clear market leader for Enterprise Mobile Management Suites, due to its proven large-scale deployments, zero-day support and VMware’s Workspace ONE enterprise platform. Lastly, VMware AirWatch is competitively priced for all the features it offers at around five pounds per device for the Blue Suite [72]–[74].
The author recommends Wandera again for its full set of features such as protection against OS and Kernel-level attacks, “leaky” apps (apps that put company data at risk) and cellular network attacks [55]. Wandera uses its MI:RIAM engine featuring machine learning technology to respond to advanced threats and device behavioural anomalies [55], [75]. Wandera features a client agent that will be installed in the container to provide anomaly checks and the best level of protection [55]. However, the whole device should be protected by the MTD not just the container while also providing anomaly to a user’s personal data and browsing habits. Luckily Wandera provides a solution to this problem by utilising a gateway proxy exclusively instead of the client agent [55]. The proxy and anonymisation feature can be utilised outside the container instead of the agent to maintain the privacy of the user but still protect the whole device [55], [76]. Wandera provides strong integration with Airwatch which is crucial as both technologies can be utilised seamlessly without the risk of software conflicts and compatibility issues [77]. Lastly, Wandera is claimed to cost three pounds a month per user [78]. However, up-to-date official pricing is not publicly available. 
Flow Diagram
Fig. 1. shows a graphic representation of the BYOD program’s technical approach. It shows how personal and corporate data are kept isolated and how only secure connections (via VPN) originating from the corporate container can access internal resources. Fig. 1. also highlights how Wandera integrates with VMware Airwatch. The real-time engine threat analysis is accessible through the Wandera admin portal software. The software can then trigger an appropriate response from the MDM server e.g. to restrict a compromised device [77].
implementation
The author used Packet Tracer 7.1 to design a basic representation of the Golding-Harvest network seen in Fig. 2 given in Appendix C. It shall be assumed that there is a functioning Internal Firewall [79], Intrusion Prevention System (IPS) [80], Perimeter Firewall [81], MDM gateway server (VMware Identity Manager) [82], and appropriate network redundancy in accordance with Cisco’s recommendations and best practices [83]. It shall also be assumed that the network meets the architecture sizing recommendations that VMware AirWatch suggests [84]. VMware’s Identity Manager appliance would control and enforce secure access to company resources for devices rerolled on the BYOD program. This would be done by the Identity Manager server checking that an incoming request from a device contains a certificate that was signed by the companies trusted root certificate [82], [85]–[88]. All other devices not enrolled or trying to access resources while not in the secure device container will be blocked. However, they will still be able to access resources in the DMZ zone such as the web server [89]. It should be noted that the implementation does not consider branch sites as it is beyond the scope of this paper.
Fig. 3. given in Appendix C shows how the implementation successfully abides by the password policy given in Appendix A section 1) User Password Management. 
The network implementation also highlights an example of user account privileges given in Appendix A section 5). This is demonstrated by File Transfer Protocol (FTP) permissions as seen in Fig. 4. given in Appendix C. User ‘GS_admin’ is an administration account therefore has full read, write, delete, rename and list permissions on the FTP server. Users ‘P148812’, ‘P162407’, ‘P845322’ all have standard accounts and by default only have read and list permissions. However, user ‘P845322’ has full permissions on the FTP server despite only being a standard account. This is because it is assumed that user ‘P845322’ has a job at Golding-Harvest that requires the uploading of documents and management of files. User ‘P845322’ has therefore undergone a successful user privilege review to get the permissions required to conduct their business activities. However, just because user ‘P845322’ has elevated permissions for the FTP server does not mean they have elevated privileges for other resources and services unless their job requires them.
discussion
The BYOD solution presented by the author is a containment-based strategy. Using a container to isolate business data and resources from personal data has many advantages over other possible implementation. For example, the main alternative to containment is virtualisation [44]. This is where company resources and data are accessed remotely with applications displayed and not executed on a device. This means no data is stored locally on the device [8], [44]. However, virtualisation implementations such as session and web applications are not without drawbacks. Poor user experience and support for current mobile devices is a common issue with virtualisation [8]. A poorly optimised user interface will cause hassle and reduce productivity. Bottlenecks and server capacity could be an issue in session virtualisation if many users are trying to access resources simultaneously. This is because the server would have to maintain a dedicated session for each device connected [8], [28]. Such an implementation would likely pose problems in terms of scalability. Virtualisation is not without some attractive advantages which include low deployment cost and the security that company data is not stored on a device [8]. However, considering the scenario the author believes containerisation to be more appropriate. As the Golding-Harvest network is 95% wireless, it is assumed that most business activities are being carried out on BYOD rerolled devices. This means that freedom and ease of use becomes an important factor making virtualisation a less attractive solution. 
Containerisation allows the required freedom in a secure environment. However, there are disadvantages such as a level of intrusion into an employee’s device and the risk that company data does reside on the device. It can also be argued that a determined disgruntled employee with technical knowledge could extract and leak data from the container. Platform specific applications would not be a problem as it is assumed Golding-Harvest has few proprietary applications. The AirWatch catalogue would handle their deployment [69].
There is one limitation in the author’s framework that should be noted. All MTD solutions on the market are only compatible with mobile OSs and not Windows 10 (non-mobile version) or MacOS [55]. This is a limitation that should not be overlooked as it means that laptops enrolled on the BYOD program are less protected than mobile devices. The author has however considered this by requiring antivirus software to be installed on laptops. This should provide sufficient protection against malware, however, the antivirus will not be integrated with VMware AirWatch. This means that if a threat is detected the employee will be required to report it immediately. An administrator can then trigger an appropriate action from AirWatch. Such actions seem unavoidable unless further measures are implemented to monitor an employee’s laptop, which would not be desirable. 
conclusion
In conclusion, the author has developed a comprehensive BYOD framework. The framework includes an ISO 27001 compliant access policy (including user policy), BYOD management policy and BYOD security policy. The container-based architecture is outlined with the recommendation of VMware AirWatch for MDM and Wandera for MTD. A flow diagram shows general data flow and processing of the technical framework. Outlined policies are demonstrated and explained using a basic Packet Tracer network implementation. Lastly, the author’s choice of container-based architecture over virtualisation is analysed.
The author’s framework is a good starting point and feasible strategy for the presented Golding-Harvest Ltd. scenario. However, the framework is limited in scope as BYOD considerations will likely have implications for policies not covered in the framework. Thus, all assumed Golding-Harvest policies would need to be reviewed. Further considerations will also be needed to address laptop device security. 
The discussion about AirWatch and Wandera are taken from written literature. This means that further research and a practical implementation using AirWatch and Wandera is required to get a full understanding of how they will work together and integrate into a network environment.
Appendix
Appendix a
access control policy
The following sources have been used to compile the following policy [5], [90]–[101].
1) User Access Management
· User Registration – A user’s registration and de-registration procedure must be implemented to make sure only authorised personnel can access information and resources.  
· Privilege Management – Allocation of user privileges must be on a strict need-to-use basis to carry out routine business. Users with privileged administration accounts require a non-privileged account for routine business.
· User Password Management – User passwords must contain a minimum of eight characters, include capital and non-capital letters, numeric and a special character. Users must be informed of good practice guidelines for passwords. A user’s identity must be verified before being issued with a new password, which will require a mandatory change at first log on.
· Review of User Access Rights – All users must have their user accounts and associated privileges reviewed every six months. Users with privileged administration accounts require review every 3 months. User access rights should be reviewed immediately after a change of role or responsibility within the organisation. Access rights should be terminated immediately to a user who has left employment.
2) User Responsibilities
· Password Use – Passwords must abide by the requirements stated in section 1) User Password Management. Passwords must be kept confidential and not shared. Written records of passwords are prohibited. User account passwords require mandatory change every twelve months during log on.  
· Unattended User Equipment – Unattended equipment must be locked in an appropriate manner. Users should log out from active applications during a long period of nonattendance.
· Clear Desk and Screen – When leaving the office all sensitive and confidential documents and removable media should be stored in a locked secure place. Users of computers and devices used to view sensitive and personal data should be aware of their surroundings and take the utmost care to prevent such data being overlooked by unauthorised personnel. 
3) Network Access Control
It is assumed Golding-Harvest Ltd. have a suitable policy addressing the below criteria. 
· [bookmark: _Hlk500589388][bookmark: _Hlk500589398]Policy on use of Network Services
· Enforced path
· User authentication for external connections
· Equipment authentication
· Remote diagnostic port protection
· Segregation in networks
· Network connection control
· Network routing control
4) Operating System Access Control
Most of the ISO 27001 guidelines for Operating System Access Control is not relevant to BYOD, therefore, it is assumed that Golding-Harvest Ltd. already has such a policy for any company owned computers and devices. The following areas should be addressed.
· Secure log-on procedure
· User identification and authentication
· Password management system
· Use of system utilities
· Session time-out
· Limitation of connection time
5) User Identification, Authentication and BYOD Privileges
A user’s registered login name will be the same for every computing environment. However, users that require privileged administration rights will have a separate unique account.  
The following list defines all user account/profile types used at Golding-Harvest Ltd. and states basic actions available to such accounts while using BYOD. As this is a BYOD privilege specific list it is assumed that Golding-Harvest Ltd. has already defined tasks available to accounts on business-owned machines. 
· Standard accounts – Issued to every staff member with a least privilege policy [102]. Access will be available to an internal web server, email and FTP services via Virtual Private Network (VPN). Only Read and List privileges will be available by default for FTP. However, additional privileges can be granted if required to conduct business activities and after a user privilege review. Standard accounts will have access to a number of whitelisted applications (controlled by MDM) for conducting business activities on BYOD. Remote management of servers and networking devices will not be allowed and connection attempts to such devices will be blocked by the MDM. 
· Administration accounts – Have all access rights available to standard accounts. Write, Read, Delete, Rename and List actions are granted to administration accounts. Access to all available whitelisted application and the ability to remotely manage servers and networking devices. 
· Guest accounts – Available to customers to access the internet. No access to company resources. 
· Temporary accounts – These accounts are assigned to temporary staff and contractors. The accounts are set with expiry dates and require re-authorisation after expiry. Access will be available to email only, via VPN. No whitelisted applications will be available to temporary accounts by default. No remote management access.
· [bookmark: _Hlk498696356]Maintenance/Installation accounts – Special accounts only ever assigned to qualified engineers and vendor technicians. These accounts have full unrestricted access to all company technical infrastructure and network configurations (excluding company data). Maintenance/Installation accounts do not qualify for BYOD (due to their unrestricted access) and require close supervision by a company administrator while being used. 
6) Application and Information Access Control
· Information Access Restriction – Users will only have access to functions of sensitive applications that have been authorised for a specific business need. User access rights will be monitored and actions logged where possible.
· Sensitive System Isolation – Systems containing data that is highly sensitive shall be contained in a dedicated (isolated) computing environment. No BYOD access will be available for such highly sensitive data.   
7) Mobile Computing and Teleworking Access Control
It is assumed that Golding-Harvest Ltd. has appropriate policy addressing Mobile Computing and Communication as well as Teleworking. There will be overlap with policy defined in section 5) User Identification, Authentication and BYOD Privileges and Device Management (BYOD) Policy given in Appendix B. However, this policy is still very important to gain ISO 27001 certification so should not be overlooked.
appendix b
device management (byod) policy
[bookmark: _Hlk500510168]The following sources have been used to compile the following policy [22], [36]–[44].
1. Acceptable Use
· Acceptable business use is defined as activities that directly or indirectly support the business of Golding-Harvest Ltd.
· Acceptable personal use during company time is limited and reasonable for personal communication or recreation. 
·  A device’s camera and video capabilities are not disabled while on-site. However, use of such capabilities are strictly prohibited without permission from management.
· Devices may not be used at any time to:
· Store or send illegal material
· Store or send inappropriate material
· Abuse or harass others
· Engage in outside business activities
· Etc.
· Employees may use their device to access company resources based on their user account profile (* resources not available for Temporary accounts):
· Email
· Calendars
· Documents
· FTP server*
· Web server
· Whitelisted Golding-Harvest Ltd. application*
· Golding-Harvest Ltd. has a zero-tolerance policy for use of a mobile device while driving. Only hands-free talking while driving is permitted.
Devices and Support
· The following devices are supported [103]:
· iPhone (4S or newer - running iOS 9 or later) [104]
· iPad (2 or newer – running iOS 9 or later) [104]
· Android (running version 4.4 or later) [105], [106]
· Windows laptops (running Windows 10 with the latest updates only)
· MacOS (running version 10.13.1 with the latest updates only) [107]
· Connectivity problems are supported by the IT team – operating system and hardware issues are not supported and the device manufacturer should be contacted.
· Devices must be presented to the IT team to be enrolled on the BYOD program [6]. The following procedures will be carried out:
· [bookmark: _Hlk498780637]The devices will be checked that it meets the minimum established hardware and operating system requirements to enrol on the program [6].
· Employee eligibility will also be checked such as any misconduct history during employment at Golding-Harvest Ltd. [6].
· Employees will be trained on the policies, procedures, responsibilities and security best practices associated with the BYOD program [6].  
· Training will be reviewed annually [6].
· The device will be prepared and configured with application containment software, MDM and MTD software. Along with Golding-Harvest Ltd. proprietary applications and other configuration settings, such as VPN settings, personal and corporate email settings.
· Laptop antivirus software will be installed or approved (if already installed).
· The MDM will only operate inside the application container and will only be utilised to do the following:
· Enforce and prevent modification of configuration settings.
· Control the installation of only whitelisted applications [6].
· Log activities conducted inside the container only [108].
· Monitor the use of Golding-Harvest proprietary applications inside the container only [108].
·  MDM will not be utilised to do the following:
· Track an employee’s location or previous location. Unless requested by the device owner to locate their lost or stolen device [40].
· Access employee corporate or personal email, text messages or any other form of communication [40].
· Access any personal or company information (excluding Golding-Harvest proprietary applications) [40].
· Access social networking or any other application other than those owned by Golding-Harvest Ltd. [40].
Security
· The device must be at least PIN protected to prevent unauthorised access. 
· The container app must be password protected and follow the password policy stated in section 1) User Password Management given in Appendix A.
· The device must automatically lock itself with at least a PIN if left idle for five minutes.
· The device will automatically wipe after five failed login attempts.
· Jailbroken and Rooted mobile devices do not qualify to enrol on the BYOD program.
· Users may only download and install company approved (whitelisted) applications (enforced by the MDM) inside the container [6], [11].
· Users must not download or install pirated software or illegal material on their device.
· Users are strictly prohibited from storing any company data in unapproved applications on the device.
· User backups (including cloud backups) of the container application are prohibited.
· Devices must be kept up-to-date with the latest operating system patches and manufacturer updates. Patches and updates should be checked for weekly and applied at least once a month at the very minimum.
· Laptops running Windows 10 or MacOS must have an Antivirus product installed and have the software verified and approved by the IT team for its suitability.  
· All business-related activities must strictly be conducted within the application container only.
· The container application must strictly be used for business-related activities only.
· Users may use applications outside of the container application for limited but reasonable personal use. However, there will be no access to any Golding-Harvest resources.
· Users are prohibited from using company workstations to synchronise and backup mobile device content such as personal photos and media files, unless there has been an approved need for business purposes.
· Access to the Golding-Harvest network, resources and data are limited based on user account profiles defined in section 5) given in Appendix A.
· The contents of the container may be remotely wiped without warning if any of the following conditions are met:
· The device is lost or stolen
· The employee leaves employment at Golding-Harvest Ltd.
· A data or policy breach is detected or suspected 
· A threat such as malware is detected by the MTD
 Risks/Liabilities/Disclaimers
· If a remote wipe is triggered by the IT team only company data contained within the application container will be deleted (all personal data outside the container will remain).
· Golding-Harvest Ltd. reserve the right to terminate devices or disable services from the BYOD program without notice. 
· Lost or stolen devices must be reported to the IT team immediately and within twenty-four hours. An employee is responsible for alerting their mobile provider upon loss of their mobile device.
· If unauthorised access to company data is suspected on an employee’s mobile device. The incident must be reported immediately.
· Ethical behaviour and adhering to Golding-Harvest’s acceptable use policy is expected of all employees.
· All costs relating to an employee’s device is their personal responsibility. 
· The employee accepts full responsibility for risks including but not limited to the partial or complete loss of company and personal data due to:
· Operating system crash
· Errors
· Bugs
· Malware and viruses
· Programming errors
· Other software or hardware failure etc.
· Golding-Harvest Ltd. reserves the right to take suitable disciplinary action, up to the termination of an employee’s right to continue the BYOD program or employment termination for noncompliance with this policy.
appendix c
implemenation figures
See page 11–12 for Figures 2–4.
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The File Transfer Protocol (FTP) user account permissions.
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A list of all passwords used in the implementation.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Outstanding knowledge of research informed literature.  High level of referencing skills consistently applied. Next time but your reference listing before your appendix. (Grade mark: 93.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]14

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]High detailed knowledge & understanding of the main theories and concept (Grade mark: 93.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]14

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Very high quality analysis developed, very good DFD illustration.  Conclusion excellently done but could give some future recommendation. (Grade mark: 92.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]37

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Outstanding implementation with excellent use of security techniques and the deployment of applications throughout. The breakdown aids in the navigation of the network, a good topology for an Enterprise network. Overall the design shows a high knowledge of both networking and security skills. (Grade mark: 100.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]20

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate professionally and confident in a suitable format.   (Grade mark: 100.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]10

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]95%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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‘sam (Customer)
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‘Golding Harvest Ltd. Network & Policy Implementation
“DISCLAIMER™

Packet Tracer 7.1is mited nis capabilties to mplement poices.
Therefore, only password policy, FTP account priveleges and network access i inplemented
“The network design i very basic due to the author' Imited abity and time constraints.

FEATURES:
“BYOD for staffand guests.

-WPA2-Enterprise wireless access with radius authentication

WPA2-PSK wireless access for guest users.

~Guest users are unable to access company resources (only nternet)

Remotely accessible networking devices via SSH secured with passnords:

-Appropriate company servers for Web, DNS,DHCP, MOM, NTP/AAA, Emai and FTP

Password Polcy

~Company emai

-Company webste (. goldgharvest com)

~abitty to VPN from home (i reality this wouid be handied by the MDM agent and would not require manual
entry).

<Al raffic s blocked to the Golding Harvest network except VPN traffic (tis s a crude representation of
‘authenticatin that would be carred out at the MDM dentity Manager Gateway server).

ASSUMPTIONS:
“There are working Perimeter and Internal Firewals to nspect traffc and only alow

HITPS (port 443), Secure SMIP (465), SFPT (22), DNS (53) and MDM server ports etc.

~Guests can access the Web server in the DMZ.

“The VPN works insde the company network

“The DNS works for remote home users

~Authenticaton nfo is not storted on the gateway router

“The guest netuork s implemented via Ethernet over IP Tumnelng to a guest WLAN controler to

‘access the DVZ and nternet.

“There is network redundancy via mutple Core/dstrbution switchs and routers

~VMiware dentity Manager server authenticates devices enroled on the BYOD program via
certifiate-based authentication

~The ArWatch Database server manages the enroled devices' container

“The home user is connected to the internet via DSL

~Only employees using administration accounts can SSH into networkworking devices.

AT wouid be inplemented

VPN configuratin would not be manual. It wouid be automaticaly configured by the AiWatch MDM agent
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'USERNAME/PASSWORD LIST:

‘GATEWAY ROUTER lne confvty:
BOXofTrdis130
‘enable = HaEnabledzs91

‘CORE/DISTRIBUTION/ACCESS/SERVER SWITCH ine con/uty:.
LoGhorizonS78
‘enable = forgotmen@ts

DMZ SWITCH ne confvty:

(Different passiword to others - ifthe DMZ switch s compromised the other switch passwords are safe)
Crisptr @cker1

‘enable = 30Secondsatiead!

‘STAFFGUEST ACCESS POINT ADMIN:
QueensGamBitgDS!

'HOME ROUTER ADMIN:
634umP%0

ISP ROUTER Ine confvty:
"DokiDokiiteratureCiub22!
‘enable = iMonikc3?

STAFF (email fip, VPN etc):
“George Searle (admin account) = GS_admin/waFuifu3éx™

~George Searle (standard account) =P 148812/ Jokero2871@.

~Jess Evans (standard account) = P162407/Jmpingskittes77%

Henry Chester (standard account - with raised FTP priveleges) = P845322/dEskohchest185@.

'RADIU SERVER WIRELESS SHARED SECRET:
‘WITIT 145222 (T would contain 2 specil character however PT does not alow f)

‘GUEST WIRELESS PASSWORD:
Goldnuggets77@

"HOME WIRELESS PASSWORD:
lockinsyndrome09!




