Your business has conducted an information audit to map data flows.
 
Suggested actions
You should:
· organise an information audit across your business or within particular business areas to identify the data that you process and how it flows into, through and out of your business;
· ensure this is conducted by someone with in-depth knowledge of your working practices; and
· identify and document any risks you have found, for example in a risk register.

Your business has documented what personal data you hold, where it came from, who you share it with and what you do with it.
 
Suggested actions
You should:
· maintain records of processing activities detailing what personal data you hold, where it came from, who you share it with and what you do with it. This will vary depending on the size of your business;
· consider using an information asset register to do this; and
· ensure you have procedures to guide staff on how to manage information you hold.

Your business has an appropriate data protection policy.
 
Suggested actions
You should have a standalone policy statement or general staff policy that:
· sets out your business's approach to data protection together with responsibilities for implementing the policy and monitoring compliance;
· aligns with and covers the measures within this checklist as a minimum;
· is approved by management, published and communicated to all staff; and
· is reviewed and updated at planned intervals or when required to ensure it remains relevant.
Policy examples and templates are widely available online.

Your business has nominated a data protection lead or Data Protection Officer (DPO).
 
Suggested actions
You should:
· designate responsibility for data protection compliance to a suitable individual;
· support the appointed individual through provision of appropriate training;
· ensure there are appropriate reporting mechanisms in place between the individual responsible for data protection compliance, your senior management and the data controller’s DPO;
· register the details of your DPO with the ICO; and
· document the internal analysis carried out to determine whether or not a DPO is to be appointed, unless it is obvious that your organisation is not required to designate a DPO.
Decision makers and key people in your business demonstrate support for data protection legislation and promote a positive culture of data protection compliance across the business.
 
Suggested actions
You should:
· clearly set out your business’s approach to data protection and assign management responsibilities;
· ensure you have a policy framework and information governance strategy in place to support a positive data protection and security culture which has been endorsed by management;
· assess and identify areas that could cause data protection or security compliance problems and record these on your business's risk register;
· deliver training which encourages personal responsibility and good security behaviours; and
· run regular general awareness campaigns across your business to educate staff on their data protection and security responsibilities and promote data protection and security awareness and compliance.
Your business manages information risks in a structured way so that management understands the business impact of personal data related risks and manages them effectively.
 
Suggested actions
You should:
· establish a clearly communicated set of security policies and procedures, which reflect business objectives and assign responsibilities to support good information risk management;
· ensure there are processes to analyse and log any identified threats, vulnerabilities, and potential impacts which are associated with your business activities and information (risk register);
· apply controls to mitigate the identified risks within agreed appetites and regularly test these controls to ensure they remain effective;
· work with the data controller to ensure that all information risks you identify are fed back on a regular basis;
· provide your input to any data protection impact assessments (DPIAs) that the data controller may initiate before the start of the contract with you, or at the point where any significant changes are needed; and
· work with the controller to mitigate any risks identified as part of the DPIA.
Your business has implemented appropriate technical and organisational measures to integrate data protection into your processing activities.
 
Suggested actions
You should:
· look to continually minimise the amount and type of data you collect, process and store, such as by undertaking regular information and internal process audits across appropriate areas of the business;
· pseudonymise the personal data where appropriate to render the data record less identifying and therefore reduce concerns with data sharing and data retention;
· regularly undertake reviews of your public-facing documents, policies and privacy notice(s) to ensure they meet the renewed transparency requirements under the GDPR;
· ensure any current and/or new processes or systems enable you to comply with an individual’s rights under the GDPR; and
· create, review and improve your data security features and controls on an ongoing basis.
Your business provides data protection awareness training for all staff. 
 
Suggested actions
You should:
· provide induction training on or shortly after appointment;
· update all staff at regular intervals or when required (for example, intranet articles, circulars, team briefings and posters); and
· provide specialist training for staff with specific duties, such as marketing, information security and database management.
Your business has sought prior written authorisation from the data controller before engaging the services of a sub-processor.
 
Suggested actions
You should:
· seek written authorisation from the data controller before entering into any form of agreement or engagement of services of a sub processor;
· ensure you have a written contract or agreement in place with the sub-processor which outlines the data protection arrangements and expectations (such as staff training, data retention, data destruction, data access and breach reporting) the sub-processor must have in place;
· make sure any data is shared securely with the sub-processor and that you obtain the relevant assurances that the sub-processor has implemented appropriate technical and organisational measures to ensure the security of the personal data they are processing on your behalf; and
· ensure that if there are any changes in the sub-processor agreements that authorisation is again sought from the data controller before any changes are made.
If your business operates outside the EU, you have appointed a representative within the EU in writing.
 
Suggested actions
You should:
· appoint (in writing) a representative within the European Union; and
· ensure your contract with the data controller meets all the conditions for transfer of personal data outside of the EU set out in Chapter V of the GDPR.
Your business has effective processes to identify, report, manage and resolve any personal data breaches.
 
Suggested actions
You should:
· have a process to enable breaches to be reported to management as soon as staff become aware of them, and to investigate and implement recovery plans;
· put mechanisms in place to assess and then report any breaches to the data controller; and
· monitor the type, volume and cost of incidents to identify trends and help prevent recurrences.
Your business has a process to respond to a data controllers request for information (following an individuals' request to access their personal data).
 
Suggested actions
You should:
· ensure a process is in place to allow you to respond to the data controllers request for information (in relation to a subject access request they have received from an individual) in line with the agreed contractual SLA obligations and in order for the data controller to meet statutory timescales;
· include subject access procedures within your written data protection policy; and
· provide appropriate awareness training to all staff and more specialised training to individuals that will be dealing with any requests.
Your business has processes in place to ensure that the personal data you hold remains accurate and up to date
 
Suggested actions
You should:
· have procedures to respond to a request from a data controller to correct inaccurate records;
· create records management policies, with rules for creating and keeping records (including emails);
· conduct regular data quality reviews of systems and manual records you hold to ensure the information continues to be adequate for the purposes of processing (for which it was collected);
· regularly review information to identify when you need to correct inaccurate records, remove irrelevant ones and update out-of-date ones; and
· promote and feedback any data quality trends to staff through ongoing awareness campaigns and internal training.
Your business has a process to routinely and securely dispose of personal data that is no longer required in line with agreed timescales as stated within your contract with the data controller.
 
Suggested actions
You should:
· ensure your written contract with the data controller includes standard contract clauses covering data erasure, retention and disposal;
· have processes in place to ensure that these conditions are met;
· consider creating a written retention policy to remind you when to dispose of various categories of data, and help you plan for its secure disposal; and
· should you receive a request from the data controller to erase an individual’s personal data, have appropriate procedures in place in order to ensure the data is erased permanently.
Your business has procedures to respond to a data controllers’ request to supress the processing of specific personal data.
 
Suggested actions
You should:
· ensure you have processes in place to act on any request from the data controller to restrict the processing of an individual’s personal data.
Your business can respond to a request from the data controller for the supply of the personal data you process in an electronic format.
 
Suggested actions
You should:
· ensure you have a process in place to enable you to respond to any request from the data controller for the provision of data you process in a structured, commonly used and machine readable form; and
· ensure that the medium in which the data is provided has appropriate technical security controls in place to protect the data it contains.
Your business has an information security policy supported by appropriate security measures.
 
Suggested actions
You should:
· develop, implement and communicate an information security policy;
· ensure the policy covers key information security topics such as network security, physical security, access controls, secure configuration, patch management, email and internet use, data storage and maintenance and security breach / incident management;
· implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, in accordance with your security policy
· implement periodic checks for compliance with policy, to give assurances that security controls are operational and effective; and
· deliver regular staff training on all areas within the information security policy.
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