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Worksheet 1

Task 1
Setting up IP and Gateway

Server Manager l

SEerver

Network Connections

T | &« Network and Internet ¢ Network Connections v O
Araanira_w_ Dicahla thic natunde dsdca 0 thic i [} connection  »
(") Ethernet Properlies
MNatworiang

Internet Protocol Version 4 (1CP/IPv) Properties |2

General

1 You can pet IP settings assigned automatically if your network supports
this capebdity, Otherwize, you need to ask your netwerk sdmnstater
the aprapriate 1P sxitngs,

) Oltain an [P addrass automaticaly
® Use the folowing IP address:

1P address: |192.188. 11
Subnetmask: [(2s5 . 255,255, 0 |
N Dkt gateway: 182,188 . 11 . 1 |
Obtan DNS server address sutemancaly

(#) Use the folowing DNS server addresses:

Preferred DNS server: 192,168, 0 . 1
L] Harnate NS sarvar: [ ]
[vabdate setngs upon ext o
Titem =

L) ] Concd i

ApplicationHE/20T54754 AM




Internet Protocol Version 4 (TCP/IPv4) Properties 7 |

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

@) Use the following IP address:

IP address: 192 .168. 0 . 3
Subnet mask: 205 =255 . 200 . 10
Default gateway: 192.168. 0 . 1

@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server: 3 : :

| validate settings upon exit { e |

OK | Cancel

Z-Unsuccessful ping to Servers

& C:\Windows\system32\cmd.exe
indows [U on 6.1.76811

Copyright 2009 Microsoft Corporation. All rights reserved.

C:\lUsers\Admin>ping 192.168.11.2

Pinging 192.168.11.2 with 32 }-ytc. of (l-‘ltu
from 192. 1F,H.ﬂ st

Reply from 19

Reply from 19

Ping stat i for 192.168.11.2:

Pacek ent = 4, Received = 4, L

C:x\Uszers\Admin>




¥ C:\Windows\system32\cmd.exe
MHicrosoft Windows [Uersion 6.1.76011
Copyright <c> 2809 Microsoft Corporation.

C:\Users\Admin>ping 192.168.6.1

som 192.168.6. host
som 192.168.8. D he

for 192.168.08.1:
= 4, Recei

sent

C:\Users\Admnin >

All rights reserved.

[o] & |

E® Ch\Windows\system32\cmd. exe

Microsoft Windows [Uer
C ght {c> 2809 Hicrosoft Corporation.

rsSfdmi

with 32 bytes of dat
Reply from z Desti i host
Reply from
Reply fronm
Reply from

Destination
Destination

for 192.168.11.1:

Ping statistic
3 = 4, Received = 4.

Packets: Sent Lost

C=“Users

Admin >

All r»ights reserved.

a-=

unreachahle.
unreachahle.
unreachahle.
unreachable.

= B <Bx loss’,




Task 3-
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Task 4

The routing table consists of needed information to forward a packet along the best route to its
destination. The routing table therefore includes/; Destination address, next hop address, interface,
metric and routes. Depending on the protocols used this routing table’s information is changed or
created either manually or dynamically. Again, depending on the protocol used the router may send
its own routing table out to surrounding routers and vice versa to create a whole-network routing
table as opposed to a local one.

Task 5

« |dentify the benefits of Type 1 Hypervisor software services and briefly evaluate some
suitable products.

e Generally speaking, Type 1 hypervisors benefit from higher performance, security, availability
and efficiency, when compared with their type 2 counterparts. This is because of the way it
works, a type 1 runs directly off the system hardware bypassing the host OS, whereas a type
2 runs of the host OS, the OS being a middle-man of the process. While this provides the
means to run a hypervisor easily off your own PC's OS it comes with lower speed overall, due
to the fact that the info has to go;

Hardware>Host OS>Type 2 Hypervisor> Host OS> Hardware
As opposed to, on a type 1 hypervisor
Hardware> Type 1 Hypervisor > Hardware

Not to mention the fact that a breach in security on the host OS obviously affects the type 2
Hypervisor, but | digress.

e Define the role of Routers in the Network Architecture, what types can be used?

e The main role of a router is the forwarding/passing of packets/traffic around the network. This
is done via Internet Protocol or IP, and using this IP, routers can direct traffic to its destination
whether directly or indirectly. This is assisted by the use of a routing table, of which is detailed
in a later question




When it comes to routers there are a few types, but for the most part they only vary a small
amount. The types tend to be; wired, wireless, edge, core and virtual. A wired router is the
basic version and the most common when referring to a router, barring the modem-router-
switch combination that ISP’s provide. A wireless router is the same as a wired but it, as you
may guess, uses wireless technologies to connect to devices.

A core or edge router, while not technically a type of router like wired or wireless, they are a
different way to categorize. A core router is a wired/wireless router that receives and sends
packets within a network, an edge router on the other hand is one that sends and receives
between two different networks, but not within.

A virtual router is a digital router protocol that ‘kicks-in" should there be no physical router
connected to the device, as a redundancy option should the router connected to the network
fail, one of the computers can act as a router.

Identify and discuss the usage of common Routing Protocols, what are the associated
benefits of using Routing Protocols?

Routing protocols are used to identify and value the routes available on a network, as well as
build routing tables and make decisions based on the aforementioned values. Although there
are many types of routing protocols they tend to end in two groups; Distance vector and Link-
state.

A Distance vector protocol will first build its routing table using its directly connected
interfaces then broadcast this table to its neighboring routers using the same protocol, the
neighboring routers doing the same. Once the network has converged, all routers should
have a matching routing table, detailing the network. WWhen a line becomes unavailable the
update will be received by all of the routers on the protocol network. An example of a distance
vector would be EIGRP.

Link state on the other hand while similar, will only advertise an update when a change
occurs, using bandwidth more effectively, and will only send the change, not the entire routing
table. The routing protocol “will flood the network with link state advertisements to all neighbor
routers per area in an attempt to converge the network”. Link state is also able to use a
variable subnet mask, making addressing more efficient. An example of link-state would be
OSPF.

Define the role of Routing Tables, what are they. Breakdown and analyze the information a
Routing Table provides us with.

A routing table contains the information needed for a router to successfully send received
packets to their destination, whether directly or indirectly. A routing table includes;
Destination, Next Hop, Interface, Metric & routes.

The destination is the destination/final IP, of which is stored in each packet, so that the router
knows where to send it.

The next-hop is the IP where the packet must be forwarded to reach its destination, or failing
that, it's next next-hop.

The interface is the interface on the router where the packet should be sent/forwarded.

The Metric is the value assigned to different converging paths, the value of which determines
the best or most convenient path for the packet to take to reach its destination in due time.
Important thing to note is that a metric is subject to change both depending on the nature of
the route, and the routing protocol used.

What is the Subnet Mask, what is the significance of this in the Routing Table?

A subnet Mask allows |P networks to be subdivided for security and performance purposes,
meaning that a subnet mask can separate an IP address into the network portion and the
host portion, or can be further divided into a (<network><subnet><host>) if needed. A subnet
determines the amount of hosts an IP is given and tend to range from /24 giving 240,435,456
hosts to /30 that gives only 4. That being said this is for IPV4, IPV6 can easily give a much,
much larger range of hosts.




Worksheet 2

Task 2
Setting up server roles

3 Vimusd Maching Viewss - Swanues o sree babge a0 sk
Fie  Asen

& Cob-an-Del 5 Full Screen

pou il role, roke sesices, o featur . Viou determine mhich roles, role servioes, o
g st of o SAQSINION, 5% 45 Shiring Soouments, o0

Ta remove soles, role servies, of features:

Betare you o gtk e been completedt
* etwork settingr, such a £ta5c B asarerces, ane consguned
* T gt cument ety updates brom Wandows Lipdons

o watany preceding prerecys
complete the £3tpt and then s the waard sgan

Ta connee, di Meat

Siup the page by defaut

o, NG MOAM
REES e saveen

Setting up web server

B Virtusl Maching Viewsr - Swantas on serves bebbage.soscammusciulk
fhe  astien
@cwka-oel B ol screen

e RS W




Setting up FTP service
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Task 3
Setting up local users folder
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Setting up directory
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Qutbound Filters

These fitters control which packets are received by this network.
Fitter action:

{* Transmit all packets except those that mest the criteria below
7" Drop all packets except those that meet the critera below

Fitters:
Source Address | Source Network Mask | Destination Address | Destination Mask | Pi
192.168.11.1 2 192 1.2 25 )T
192.168.11.1 255.255.255.255 192.168.11.2 255255255255 T
< m >
New. | Edt. |  Delete |
oK | Cancel ‘

5. Administrator. Command Prompt - ftp 192.168.11.2

192.168.11.2.
ft FIP Service

.11.2:{nonel>:

reguired

bye

dministrator>

=sUsers\Administrator>ftp 192.168.11.2
Connected to 192.168.11.2.
28 Microsoft FIP 8 i
€192 .168.11.2 ex»: °C
Administrator>ftp 192.168.11.
to 192.168.11.2.
ft FIP Sewvice

nonel>»: “C
>ftp 192.168.11.
2.

(e




Inbound Filters

These filters control which packets are forwarded or processed by this network
Filter action:

' Receive all packets except those that mest the critzria below

" Drop all packets except those that meet the criteria below

Fitters:

(-

Source Address | Source Network Mask | Destination Address | Destination Mask | Pi

>

icrosoft Windows [Uersion 6.3.96801]
Cc) 2813 Microsoft Corporation. All rights reserved.

FERN | F-2 SAdministrator>ftp 192.168.11.2
Connected to 192.168.11.2.

220 Microsoft FIP Service

ser (192.168.11.2:<none2>: _




Outbound Filters _

These filters control which packets are received by this networlc.
Filter action:

+ Transmit zll packets except those that meet the critera below
" Drop all packets except those that meet the crtena below

Filters:
Source Address | Source Network Mask | Destination Address | Destination Mask | Pi

152.168.11.1 255.25 5 152.168.11.2 255.255 b5

New. | Edt. | Deete |

oK | Cancel |

Administrator: Command Prompt - ftp 192.168.11.2

icrosoft Windows [Uersion 6.3.96801] ~ B
(c?» 2013 Microsoft Corporation. All wights resewrved.

Users“Adninistrator>ftp 192.168.11.2
> £ connect :Connection timed out

Here we want to only allow our Router to FTP. All other traffic from our Router and all other traffic
from other networks (including PINGS) must be blocked.

Explain your method for achieving this:
To start, FTP uses the port 21 by default, therefore we place an inbound filter allowing only
FTP aka port 21, as well as an outbound filter restricting all but port 21 again. This is because
While we are trying to block near everything, FTP is still a two way communication, meaning
it must have access back to the router.




Task 6-
Observational Tasks:

Q1). Describe (using appropriate illustrations) how the ARP process operates in Networking
Contexts?

g ARP cache is checked

g .
ARP entry is added [ E]:".!“- Gl ARF reauest is sent

1P packet is sent 6

S N _ ARP replyis sent

B

The ARP process works similar to an acknowledgement communication. As shown in the
diagram above, first of all the ARP cache is checked, seeing whether an ARP request needs
to be sent. Then an ARP broadcast request is sent out, requesting the IP of the associated
host. The host that matches the request will then send a unicast confirmation, any other hosts
that don't match the request will drop the packet. Once the original host receives this
confirmation, it has all the information needed to forward the |P packet and does so.

Q2). What is Packet Filtering? In our context, why is Packet Filtering termed 'IP Packet' Filtering?
Why would you use Packet Filtering in your Network? VWhat are the perceived benefits?

Packet filtering is the firewall process of allowing or blocking, depending on configuration, certain
packets depending on their source, destination, ports or protocols, and this can be ingoing or
outgoing to the system.

Packet filtering is called ‘IP Packet' filtering as for the most part, packets are allowed or denied
access based on their Intemet Protocol address. Packet filtering is often used in networks as it is
cheap in terms of implementation, although this comes at the cost of a lower level of security when
compared to application security or the like. Not to mention that not only is it cheap filters can be
placed on a router by router basis. It is often used to segment networks, meaning that one section
of the network cannot easily access another section. Although bear in mind when it comes to
sensitive data this security measure, although useful, is not enough.

Q3). Why is it possible for contradictory filters to occur when you use packet filtering? Give an
example of a Contradictory Filter:

A contradictory filter occurs when an inbound and outbound filter conflict, meaning that the
data cannot pass through the router. For example, should a user place a filter allowing all
traffic of a sort, but then on the outbound filter blocks said traffic, this means that the entire
traffic flow of that definition cannot pass through the router.

Q4). FTP Server is just one Role/Service we can configure our Server to provide? What other roles
can the Server provide that would benefit our Infrastructure in both a local and remote context?

While an FTP server is a useful and common use of a server, it is only one of many, for
example it could be used as a web server, SMTP server, print server, DHCP server and while
there are more this would end up rambling. Important to note is that while these roles are
normally one per server, using virtualisation it is possible for a server to have multiple roles.




Worksheet 3

Task 1
*screenshot unnecessary*

Task 2- Installation of DHCP server
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Task 3- DHCP Authentication
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lask 4- DHCP Scope
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EX k 6
Q). Define the role of the DHCP Server in your Network?

The role of the DHCP server in any server is to automatically provide a connect host with an IP
address, and any other configuration necessary, such as default gateway and subnet mask. Due to
the fact that all, bar reservations and statics, IPs are controlled and managed by the DHCP server
this reduces administration time and errors significantly. Important to note is that because DHCP is
dynamic, |Ps are assigned on time allotments, meaning that host IPs are subject to change unless
statically defined manually, this static address of which is “attached” to the hosts MAC address.
The way the time allotments work is that every x time has passed the server will checkif the IP is
stillin use by the device, if so it will reset the time allotment and said host will continue with its IP. If
the |IP address is no longer in use by the host, then the DHCP server will give it to the next host
requiring an IP address. So should the original host reconnect to the network, it is highly likely to be
given a different |P address.

Q). What happens when we have dynamically configured TCP/IP for our NIC, but then consequently cannot

contact a DHCP server?
When a DHCP server is not reachable, at least on a windows PC one of two things can happen;
|PAuto-configuration starts up, or Windows will act as a DHCP server for the network. As the
former is more likely, we will start with that. IPAuto configuration is a protocol provided as default in
windows PCs and should a DHCP server not be accessible then IPAC will configure the interface
using an |P from the “Microsoft reserved Class B network (169.254.0.0), subnet mask
255.255.0.0.". Auto configuration is only used as long as necessary, should a DHCP server be
located and accessed then IPAC will be immediately abandoned for the latter.

Q). lllustrate (with illustrations!!) the 4 stage process involved when DHCP clients look to obtain an IP
address via DHCP?

The DHCP client server connection is a pretty basic two stage request-acknowledge
communication, easily seen in the diagram below. At first the host finds the DHCP server, the
DHCP server replies back saying that it is a DHCP server. Once the host receives the reply it

requests and IP, of which the DHCP should be happy to provide given it can do so, and then the
connection is complete, as the hosthas its IP.

client server

~(~£Eiéarﬂﬂﬂ

REQUEsT

I

SCNOWLEDSE.

<«— swn

A\ A\

Q). Describe the advantages of using a relay agent. Explain (with descriptions and illustrations) how and
why we would setup the Relay Agent on our Router?




The main advantages of using a router as a relay agent is the fact that it can provide relay services
for multiple UDP services and it reduces strain on the network as a whole. Starting with the latter,
the reason for this is that as opposed to each router having its own DHCP server running on its
local network, using relays you can put the entire network DHCP strains onto one router, of which
will end up being much more efficient in its DHCP management.

To configure a DHCP relay agent, do the following;
R1(config)# ip dhcp relay enable
R1(config)# ip dhcp relay server 0.0.0.0 (DHCP server address)
(optional)
R1(config)# ip dhcp relay information policy replace
(allows the router to decide what to do if packet received is from another DHCP relay.)

Below is diagram detailing the DHCP relay agent's process;

DHCPDISCOVER (broadcast)  DHCP
> relay - > DHCP
agent _ DHCPOFFER (unicast) server

-«

Host A

=y
— U DHCPACK (unicast)

- -
-« -

I'4 DHCPREQUEST (broadcast) .
1

6

T

Worksheet 4
Task 1- Planning & Deploying DNS
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ask 4

Q). What steps does a client take (what is the process involved) when trying to resolve a Name to an

IP address?
Of the two types of name> |P address, hostname resolution is more likely than NetBIOS, for
this example we will use the former. First the client will check whether the name to be
resolved is its own, if not then it will check its local hosts files (IP address list with associated
names). Should that fail, the DNS server is then queried. Should that fail, NetBIOS is then
used as a backup process. Windows will try to use both methods, but should both fail then the
user should get an error similar to “Clientis unable to resolve a hostname.”

Q). Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?




|' Iterative queries

:E:
n » com
+ Mame Server
_ﬂ—’ reskit.cam
" n Mame Server

Recursive query

MameServerl

Resolver

First the host will contact the server with a query for “test.testing.com”, for example. The
server will first check its local cache for the answer, failing that it will contact a root server with
an iterative query for “test.testing.com”. As the root server will not know the answer it will refer
the guery to the server for the next domain, in this case the .com domain. The server then
contacts the .com domain, but again this fails as, while closer the .com domain doesn’t know
the full address, and refers to the testing.com domain server. Again the original server will
request the address from the testing.com server, and it should be successful given the
original name was correct. The original server now has the IP address and forwards it to the

host.

Q). Explain the significance of root hints and how this process enables us to resolve names that are
not managed (or kept in an authoritative DNS server in our network)?

Root hints are the cache files contained on a host server that are relied on before conact is
made with a DNS server and contain the names and associated addresses needed to contact

root DNS servers.

Root hint files, as specified by the name, can be used as pointers for DNS servers, so should
they fail to resolve a query, it can be pointed to the network with an internal DNS, given the
right instructions are given in root hint file.

Q). We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’
with a root domain called nwtraders.msft, answer the following questions:

(1). What is the exact FQDN for this host.
Server1.subcontA.nwtraders.msft.com.
(2). llustrate how the Domain Name System breaks up this FQDN into Host and
Domain Namespace.

tek omevsecy.com (3 Sub-doman under omisecy com )
emnply siring (represents the Root)

pc15.tek.omnisecu.com™

L
com (a TLD), under Root)

pclS (a host under subdornan, tek OMAKSECU COM )

DNS breaks down the above address in part one into multiple parts, host, sub-
domain, domain and root. In this case;

- ‘Server1’is the host section.

- ‘SubcontA’ is the sub-domain.

- ‘nwiraders.msft’ is the domain.

- ‘.com’is the root.




Along the same lines, google.com would be a simple ‘google’ being the domain, and
.com being the root again, admittedly that is a very simple address, although itis
always the first one that comes to mind.

Q). Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple
zones and how these can be used to manage resource records of domains. What
important factors/characteristics do we need to be aware of?

ServerA.DNS-Zones.com

Domain; DNS-Zones.com

™ DNs-Zanes.com

Subdomain
UK. DNS-Zanes com ~
— - Terwi:
R DNS Zonas. com
UK Usa AL ETC ETC
London MARChattar
Subdoman
London UK DNS-Zones com

A DNS zone is a zone/section of the domain in the DNS range of which administration has
been given to a singular manager, the internet being a common example of which has
multiple DNS zones (“multiple” being the understatement of the year).

In the illustration above for example, while there as multiple domains and subdomains, they
all are part of a singular DNS zone, and therefore are all managed by a singular entity/server.
This singular management server will have access to resource records of nearly every server
in its zone, or at least those directly under it, and another DNS zone will keep similar records
of it's zone.

Worksheet 5

When it comes to clustering strategies there are two main strategies that come to mind that can be used for the
aim of this worksheet; hosting a *3-tier web development system.”, that being either a failover cluster or a
Network Load balancing cluster. While there are other forms of clusters, for this task we will only be looking at
these two as they can both fit the objectives, just to different degrees. Of course there is also Quorum, another
cluster type it was quickly disregarded by this writer as cost per reliability seemed to be much more than the two
strategies mentioned previously.

Looking that what a ‘3-tier web development system” would require; reliability and redundancy, these are the
two main factors as a web dev. system would require near continuous uptime, a common attribute needed for
corporate/business centred servers. These being the main factors to incorporate, failover should be the better
choice, but then comes the factor of scalability. of which separates the two cluster configurations, NLB offers
much better scalability at the slight cost of fault-tolerance, whereas failover clusters tend to be better at fault-
tolerance but are much more difficult to scale, usually limited by port number. Barring physical limitations of
the configurations, the software needed also varies, but both can be achieved/set-up on a windows server 2012
configuration, and should this objective need to be put into practise it is very likely said OS would be this
author’s first choice, and the fact that it comes with a “Failover cluster manager” and ‘NLB Manager”.[1]-[3]

When deciding which configuration to use, this author would likely end up using a failover server, the reason of
which will be later explained. While they both share their similarities in terms of fault-tolerance and availability,
the scalability and such of an NLB cluster wouldn’t be needed as much in this web development system, and
would only bring with it additional costs of hardware, should the objective be one that requires a lot more
resources such as a high-load server farm, then NLB would be the choice, but alas. A failover cluster was




chosen as it provides the availability and fault tolerance required, without the costs that come with scalability,
mainly because scalability shouldn’t be a huge factor here as the 3-4 servers that are normally set-up with a 3-
tier failover cluster should be more than enough for the objective. For this objective’s instance, this writer would
recommend a 3-node setup, such as the one detailed in the diagram below, as it provides increased reliability
compared to a minimum failover cluster configuration, aka one that only has 2 nodes.

*=% Synchronization
ﬂ?‘" Heartbeat

Figure 1[4]

As you can see from the design, it comes with 3 nodes or NAS servers, 2 switches, and 2
servers/hypervisors. This should be the minimum in terms of reliability, as in this case there should
be fair warning of trouble as it would take significant loss of hardware for this cluster to fail. Also
with 3 NAS devices connected, this cluster can roughly abide by the ‘Computer Backup Rule of
Three’, meaning the data should be secure, at least from a statistics perspective. Of course this setup
can be expanded, the limiting factor being cost and ports, but as this writer doesn’t know the
specific hardware being used he cannot give a maximum number of hypervisors allowed. Although,
with this objective instance of a 3-tier web server, scalability shouldn’t be a problem to a certain
degree.
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RESEARCH-INFORMED LITERATURE

(

y‘ A relatively low number of sources used, and of
somewhat low academic credibility overall. Some
web sources can be acceptable - e.g. you've used
TechNet twice. Microsoft can be considered
authoritative, though not necessarily objective on
their technologies - fine to cite, though caution must
be taken when talking about anything potentially




subjective. Try to diversity your reading and focus
more on peer-reviewed material.

KNOWLEDGE AND UNDERSTANDING

(

y‘ Some reasonable knowledge and understanding
evident, though you're rather low on description in
the worksheet documentation. The observational
tasks are of a high quality, however worksheet 5 is
extremely brief for the amount of marks assigned to
it.

ANALYSIS

(

y‘ Some moderate analysis - a bit of a lack of
synthesis due to a lack of sources in general. It'd
also be beneficial to see some concluding remarks
in the report.

PRACTICAL APPLICATION AND DEP.
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y‘ Worksheets are complete, though the mark here is
limited by the lack of description associated with
them.
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y“ Reasonable good spelling, punctuation and grammar
through the report. Be careful to avoid contractions,
and to proof-read your work. A well-presented
document.
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