









Worksheet 4:  Routing & Packet Filtering


Network Operating Systems and Services (ACCA5023)
april 2021


Abstract
This report will firstly narrate the practical tasks set out in the Network Operating Systems and Services (NOSS) Worksheet 4. Namely, testing the functionality of ARP and routing tables. The second section of the report will describe the deployment of an FTP server and test the functionality. Thirdly, there is a description of remote access LAN routing and testing the functionality. Next there is a description of implementing packet filtering within the LAN routing implemented previously. Finally, there is a discussion of High Availability and an example of organisational security policies


Table of Contents
Abstract	1
Table of Contents	2
Table of Figures	3
1	Task 1: Utilising ARP and Routing Tables	4
2	Task 2: Deploy core services (FTP Server)	6
3	Task 3: Routing and Remote Access Service	16
3.1	Installing and configuring remote access	16
3.2	Testing the remote access connections	21
3.3	Task 3 observations	26
4	Task 4: IP Packet Filtering	28
4.1	Filter 1 - Stopping ‘anyone’ in PrivateNet 1from Pinging the Router Firewall Service	28
4.2	Filter 2 - Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2	30
4.3	Filter 3 - Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2	32
5	Task 6: Observational Tasks	36
5.1	Network Policy	36
5.1.1	Network Design	36
5.1.2	IPS / HIDS	36
5.1.3	Change Management	36
5.2	High Availability Policy	36
5.3	Task 5: Failover Clustering for high availability systems/services	39
5.3.1	Failover cluster setup screenshots	40
6	References	46



[bookmark: _Toc70635012]Table of Figures
Figure 1 - Server 1 ARP table	5
Figure 2 - Server 1 to Client 1 ping attempts	5
Figure 3 - Server 1 ARP table after ping	6
Figure 4 - Server 1 routing table	6
Figure 5 - Server 2 pending restart	7
Figure 6 - Server 2 installing updates	7
Figure 7 - FTP server installation	8
Figure 8 - ftpuser account creation	8
Figure 9 - 1STFPSITE ftp site	9
Figure 10 - 1STFPSITE binding	9
Figure 11 - FTP user access	10
Figure 12 - FTP banner message	10
Figure 13 - ftproot permissions	11
Figure 14 - FTP_Uploads folder	11
Figure 15 - ftpfile2upload.txt	12
Figure 16 - FTP site authentication	12
Figure 17 - Configuration of local client directory	13
Figure 18 - FTPuser NTFS permissions	13
Figure 19 - FTP access denied	14
Figure 20 - FTP authorisation rules	14
Figure 21 - FTProot read only	15
Figure 22 - FTP transfer successful	15
Figure 23 - Uploaded file in FTProot	16
Figure 24 - Windows updates on Server 1	17
Figure 25 - Remote Access installation	17
Figure 26 - RA deployed with VPN only	18
Figure 27 - LAN Routing configuration	18
Figure 28 - Enabling RIP	19
Figure 29 - RIP network interfaces	20
Figure 30 - Installing LAN routing on Server 2	20
Figure 31 - Server 2 RIP interfaces	21
Figure 32 - Ping from Server 1 to Server 2	22
Figure 33 - Ping from Client 1 to Client 2 error	22
Figure 34 - Server 1 router discovery	23
Figure 35 - Server 2 Router discovery	23
Figure 36 - Client 1 default gateway	24
Figure 37 - Client 2 default gateway	24
Figure 38 - Ping from Client 1 to Client 2 error	25
Figure 39 - Server 1 routing table	25
Figure 40 - Ping from Client 1 to Client 2 successful	26
Figure 41 - Ping from Client 2 to Client 1 successful	26
Figure 42 - Example routing table[11]	27
Figure 43 - Filter 1	29
Figure 44 - Filter 1 tests successful	30
Figure 45 - Filter 2	31
Figure 46 - Filter 2 test failure	31
Figure 47 - Filter 2 reapplied	32
Figure 48 - Filter 2 test successful	32
Figure 49 - Filter 3 rule 1	33
Figure 50 - Filter 3 rule 2	33
Figure 51 - Filter 3 rule 3	34
Figure 52 - Filter 3 test 1 successful	34
Figure 53 - Filter 3 test 2 successful	35
Figure 54 - Filter 3 test 3 successful	35



[bookmark: _Toc70635013]Task 1: Utilising ARP and Routing Tables
Viewing the ARP table of Server 1 shows few entries, this is because entries in the ARP table are flushed after a few minutes without use[1].
[image: Machine generated alternative text:
Serverl (WS 3- Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
google.co.uk•' 
Can't connect sec Settings 
Administrator: Command Prompt 
:licrosoft Windows [Version 18.8.17763.864] 
(c) 2818 microsoft Corporation. All rights reserved . 
C: \Users\Administrator>arp -a 
81-øø-se-øø-øø-16 
81-øø-se-øø-øø-fb 
81-øø-se-øø-øø-fc 
81-øø-se-øø-øø-16 
81-øø-se-øø-øø-fb 
81-øø-se-øø-øø-fc 
52-54-88-12-35-82 
81-øø-se-øø-øø-16 
81 -ee-se-øø 
-88-fc 
81 -ee-se-øø 
Search... 
Interface: 192.168 
. 188.1 
Internet Address 
224.8.ø.22 
224.8.ø.2S1 
224.ø.ø.252 
Interface: 192.168. 
Internet Address 
192.168.1.2ss 
224.ø.ø.22 
224.8.ø.2S1 
224.ø.ø.252 
Interface: 18.8.4.15 
Internet Address 
18.8.4.2 
18.8.4.255 
224.ø.ø.22 
224.8.ø.2S1 
224.ø.ø.252 
255 . 255 
C : \Users 
Physical 
Physical 
exi7 
Physical 
Address 
Address 
Address 
Type 
static 
static 
static 
static 
Type 
static 
static 
static 
static 
Type 
dynamic 
static 
static 
static 
static 
static 
Status: Pending install 
*We'll automatically download updates, except on metered 
connections (where charges may apply). In that case, we'll 
automaticallv download onlv those uodates required to keeo 
21:04 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635035]Figure 1 - Server 1 ARP table
To add new entries on the list, other devices on the network were pinged. The first ping attempts between Server 1 and Client 1 failed because the destination VM running, subsequent pings were successful.
[image: Serverl (WS 3- Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
google.co.uk•' 
Can't connect securely to t... 
Select Administrator: Command Prompt 
Pinging 192.168.188.2 with 32 bytes of data: 
Reply from 192.168.188.1: Destination host unreachable. 
Reply from 192.168.188.1: Destination host unreachable. 
Reply from 192.168.188.1: Destination host unreachable. 
Reply from 192.168.188.1: Destination host unreachable. 
Ping statistics for 192.168.188.2: 
Packets: Sent = 4, Received = 4, Lost = loss), 
C: \Users\Administrator>ping 192 .168.188.2 
Pinging 192.168.188.2 with 32 bytes of data: 
Reply from 192.168.188.1: Destination host unreachable. 
Reply from 192.168.188.1: Destination host unreachable. 
Reply from 192.168.188.1: Destination host unreachable. 
Reply from 192.168.188.1: Destination host unreachable. 
Ping statistics for 192.16 188.2: 
Packets: Sent = 4, Received = 4, Lost = loss), 
C: \Users\Administrator>ping 192 .168.188.2 
Pinging 192.168.188.2 with 32 bytes of data: 
Reply from 192.168.188.2: bytes=32 time<lms TTL=128 
Reply from 192.168.188.2: bytes=32 time<lms TTL=128 
Reply from 192.168.188.2: bytes=32 time<lms TTL=128 
Reply from 192.168.188.2: bytes=32 time<lms TTL=128 
•ing statistics for 192.168.188.2: 
Search... 
21:17 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635036]Figure 2 - Server 1 to Client 1 ping attempts
After the ping was successful the ARP table showed an entry for 192.168.100.2 as expected.
[image: Serverl (WS 3- Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
google.co.uk•' 
Can't connect securely to t... 
81-øø-se-øø-øø-16 
81 -ee-se-øø 
-88-fc 
81 -ee-se-øø 
88-88-27-63-d2-a3 
81-øø-se-øø-øø-16 
81 -ee-se-øø 
-88-fc 
81 -ee-se-øø 
52-54-88-12-35-82 
81-øø-se-øø-øø-16 
81 -ee-se-øø 
-88-fc 
81 -ee-se-øø 
Search... 
Select Administrator: Command Prompt 
minimum = 8ms, maximum = 8ms, 
C: \Users\Administrator>arp -a 
Average 
Address 
Interface: 192.168 
Internet Address 
192.168.188 2 
224.8.ø.22 
224.8.ø.2S1 
224.ø.ø.252 
Interface : 
. 188.1 
192.168.1.188 
Internet Address 
192 . 168.1. 181 
192.168.1.2ss 
224.ø.ø.22 
224.8.ø.2S1 
224.ø.ø.252 
Interface : 
18.8.4.15 
Internet Address 
18.8.4.2 
18.8.4.255 
224.ø.ø.22 
224.8.ø.2S1 
224.ø.ø.252 
255 . 255 
Physical 
88-88-27 
Physical 
exi7 
Physical 
-d7 
Address 
Address 
8ms 
Type 
dynamic 
static 
static 
static 
static 
Type 
dynamic 
static 
static 
static 
static 
Type 
dynamic 
static 
static 
static 
static 
static 
21:17 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635037]Figure 3 - Server 1 ARP table after ping
 
The route print command shows that the default route on Server 1 is through the additional interface (10.0.4.15) that was added for internet connectivity.
[image: Serverl (VVS 3- Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Select Administratar: Command Prompt 
: \Users\Administrator>route print 
Interface List 
6.. 27 
.B8 27 
23...B8 27 
bb 
24 
61 61 
63 29 
. Intel (R) PRO/IBBB MT Desktop Adapter 
. Intel(R) PRO,'1eee MT Desktop Adapter #2 
. . Intel (R) PRO/IBBB MT Desktop Adapter #3 
. Software Loopback Interface 1 
IPv4 Route Table 
ctive Routes : 
Network Destination 
e.e.e.e 
18.a.4.1S 
IB.e.4 
127.e.ee 
127 .a.a.l 
127 . . 
192.168.1 e 
192.168.1.1ee 
192.168.1.2ss 
192.168.1ee.e 
192.168.188.1 
224.e.e e 
224.e.e e 
224.e.e e 
224.e.e e 
Persistent Routes : 
None 
IPv6 Route Table 
ctive Routes : 
If Metric Network 
331 
Netmask 
e.e.e.e 
2ss.2ss.2ss.e 
2ss.e.e.e 
2ss.2ss.2ss.e 
2ss.2ss.2ss.e 
248.e.e e 
248.e.e e 
248.e.e e 
248.e.e e 
Destination 
Gateway 
42 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
On-link 
Interface Metric 
18.8.4.15 
18.8.4.15 
18.8.4.15 
18.8.4.15 
127.a.a 1 
127.a.a 1 
127.a.a 1 
192.168.1.1ee 
192.168.1.188 
192.168.1.1ee 
192.168.188 1 
192.168.188 1 
192.168.188 1 
127.881 
192.168.1 
192.168.188 1 
18.a.4.1S 
127 .a.a.l 
192.168.1.1ee 
192.168.1ee.1 
18.8.4.15 
281 
281 
281 
331 
331 
331 
281 
281 
281 
281 
281 
281 
331 
281 
281 
281 
331 
281 
281 
281 
Gateway 
On-link 
21:19 
18/03/2021 
•31@lRightctrI ]
[bookmark: _Toc70635038]Figure 4 - Server 1 routing table


[bookmark: _Toc70635014]Task 2: Deploy core services (FTP Server)
Server 2 required a restart which could have affected the FTP server role addition, as such it that was completed first.
[image: Serverl (WS 3- Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Server Manager 
Server Manager Dashboard 
Add Roles and Features Wizard 
Manage Tools 
DESTINATION SERVER 
DC - N 
View 
Hide 
21:35 
18/03/2021 
Help 
Dashbc 
Local 
i 
- All Se 
iäi 
AD DS 
DNS 
File an 
Select server roles 
The destination server has a pending restart. We recommend that you restart the destination server before either installing or... 
Before You Begin 
Installation Type 
Server Selection 
Server Roles 
Features 
Cc:nfrmetior 
Select one or more roles to install on the selected server. 
Roles 
ctive Directo Certificate Services 
Active Directory Domain Services (Installed) 
Active Directory Federation Services 
Active Directory Lightweight Directory Services 
Active Directory Rights Management Services 
Device Health Attestation 
DHCP Server 
DNS Server (Installed) 
Fax Server 
File and Storage Services (2 of 12 installed) 
Host Guardian Service 
Hyper— V 
Network Controller 
Network Policy and Access Services 
Print and Document Services 
Remote Access 
Remote Desktop Services 
Volume Activation Services 
Description 
Active Directory Certificate Services 
(AD CS) is used to create 
certification authorities and related 
role services that allow you to issue 
and manage certificates used in a 
variety of applications. 
Install 
Cancel 
Performance 
SPA results 
Performance 
SPA results ]
[bookmark: _Toc70635039]Figure 5 - Server 2 pending restart
[image: Serverl (WS 3- Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Working on updates 
19% complete 
Don't turn off your computer 
Right ctrl ]
[bookmark: _Toc70635040]Figure 6 - Server 2 installing updates
 
 
After the updates were installed, IIS manager and FTP Server were installed as features on Server 2.
[image: ]
[bookmark: _Toc70635041]Figure 7 - FTP server installation
A new local account (ftpuser) was created on Server 2 using computer management. 
[image: Server2 (Worksheet I - Done) [Running] - 
File Machine View Input Devices 
Computer Management 
File Action View Help 
Computer Management (Local) 
v System Tools 
Task Scheduler 
Event Viewer 
Shared Folders 
v Local Users and Groups 
Groups 
Performance 
Device Manager 
v Storage 
Windows Server Backup 
Disk Management 
Services and Applications 
Oracle VM Virtua180x 
Help 
Administrator 
DefaultAccount 
Guest 
% WDA 
New User 
User name 
Full name 
Password 
Full Name 
ftpuser 
FTP user 
Description 
Built-in account for administering... 
A user account managed by the 
Built-in account for guest access 
Confirm password 
user must change password at next logon 
user cannot change password 
Z] Fasswond never expires: 
Account is disabled 
More Actions 
22:16 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635042]Figure 8 - ftpuser account creation
 

Once the account was created, a new FTP site (1STFPSITE) was created in IIS manager and bound to port 21. 
[image: Server2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Internet Information Services (IIS) Manager 
WIN-17GM287Dcg1 
Sites 
View Help 
Start Page 
v WIN-17GM287DCS1 
JO Application Pools 
v „ Sites 
Default Web Site 
Ready 
Add FTP Site 
Site Information 
FTP site name: 
ISITFPSITE 
Content Directory 
Physical path: 
Features View 
X 
Previous 
Content View 
Add Website... 
Set Website Defaults... 
Add FTP Site... 
Set FTP Site Defaults... 
Help 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635043]Figure 9 - 1STFPSITE ftp site
[image: Server2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Internet Information Services (IIS) Manager 
WIN-17GM287Dcg1 
Sites 
View Help 
Start Page 
v WIN-17GM287DCS1 
JO Application Pools 
v „ Sites 
Default Web Site 
Ready 
Add FTP Site 
Binding and SSL Settings 
Binding 
IP Address: 
All Unassigned 
Enable Virtual Host Names: 
Virtual Host (example: ftp.ccntcsc.ccm): 
Z] Start FTP site automatically 
X 
@ No SSI 
O Allow SSI 
C) Require SSL 
SSL Certificate: 
Not Selected 
Features View 
Port: 
Previous 
Content View 
Add Website... 
Set Website Defaults... 
Add FTP Site... 
Set FTP Site Defaults... 
Help 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635044]Figure 10 - 1STFPSITE binding
 


‘Ftpuser’ was then given access to the FTP site.
[image: Server2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Internet Information Services (IIS) Manager 
WIN-17GM287Dcg1 
Sites 
View Help 
Start Page 
v WIN-17GM287DCS1 
JO Application Pools 
v „ Sites 
Default Web Site 
Ready 
Add FTP Site 
Authentication and Authorization Information 
Authentication 
Anonymous 
Basic 
Authorization 
Allow access to: 
Specfied users 
WIN-17GM287Dcg1\ftpuser 
X 
Permissions 
Z] Read 
Write 
Features View 
Finish 
Cancel 
Content View 
Add Website... 
Set Website Defaults... 
Add FTP Site... 
Set FTP Site Defaults... 
Help 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635045]Figure 11 - FTP user access
 
A welcome banner is then configured for the FTP site, acting as a legal notice for any unauthorised users[2].
[image: Server2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Internet Information Services (IIS) Manager 
e WIN-17GM287Dcg1 
View Help 
Start Page 
v WIN-17GM287DCS1 (WIN-17G 
JO Application Pools 
v „ Sites 
Default Web Site 
e ISTFPSITE 
Sites 
ISTFPSITE 
FTP Messages 
Message Behavior — 
[3 Suppress default banner 
[3 Support user variables in messages 
Z] Show detailed messages for local requests 
Message Text 
Banner: 
This is a confidential service, and unauthorised access may result in disciplinary 
or legal action 
Welcome: 
Maximum Connections: 
Apply 
Cancel 
Help 
Features View 
Configuration: 'applicationHost.config' 
Content View 
22:25 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635046]Figure 12 - FTP banner message
 
FTPuser was then given access to the FTP server working directory ‘C:\inetpub\ftproot’ and an uploads sub-folder was created.
[image: Server2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Internet Information Services (IIS) Manager 
WIN-17GM287Dcg1 
Sites 
ISTFPSITE 
View Help 
Start Page 
v WIN-17GM287DCS1 
JO Application Poo 
v „ Sites 
Default Web 
e ISTFPSITE 
Home 
* Quick access 
Desktop 
Downloads 
Documents 
[e] Pictures 
This pc 
Network 
Share 
View 
ThisPC Local Disk 
Name 
custerr 
a 
ftp 
history 
logs 
temp 
inetpub 
ftprcct Properties 
Permissions for ftprcct 
Select Users or Groups 
Date modified 
Search inetpub 
Type 
Size 
Select this object type 
users. Groups. or Built*n security principals 
From this location 
WIN-17GM287DCS1 
Enter the object names to select (examoles) 
WIN-17GM287DCS1%'touser 
Advanced 
Read 8 execute 
Ljst folder contents 
Object Types 
Check Names 
6 items 
Configuration: 'applicationHost.config' 
I item selected 
e been 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635047]Figure 13 - ftproot permissions
 
[image: Server2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
File Machine View Input Devices Help 
Internet Information Services (IIS) Manager 
WIN-17GM287Dcg1 
Sites 
View Help 
Windows Defender Firewall 
ftproot 
ISTFPSITE 
Start Page 
v WIN-17GM287 
JO Application 
v „ Sites 
Default 
e ISTFPS 
Home 
* Quick access 
Desktop 
Downloads 
Documents 
[e] Pictures 
This pc 
Network 
Share 
View 
ThisPC Local Disk 
Name 
FTP_upIoads 
inetpub 
ftproot 
Date modified 
18/03/2021 22:27 
Sea rch ftproot 
Type 
File folder 
Size 
I item 
Configuration: 'applicationHost.config' 
X re been 
22:27 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635048]Figure 14 - FTP_Uploads folder
 
 
A folder ‘C:\FTPFiles’ was created on Client 2 with a file ‘ftpfile2upload.txt’, in preparation for testing the FTP site.
[image: File 
Client2 (Worksheet I - Done) [Running] 
Machine View Input Devices 
FTPFiIes 
Oracle VM Virtua180x 
Help 
Home 
* Quick access 
Desktop 
Downloads 
Documents 
[e] Pictures 
Music 
Videos 
OneDrive 
This pc 
Network 
I item 
Share 
View 
O 
ThisPC Local Disk 
Name 
Z] ftpfiIe2upIoad 
FTPFiIes 
p Search FTPFiles 
Size 
Date modified 
18/03/2021 22:30 
Type 
Text Document 
Type here to search 
(D) ENG 
18/03/2021 
Right ctrl ]
[bookmark: _Toc70635049]Figure 15 - ftpfile2upload.txt
 
Using command prompt on Client 2, a connection was made to the FTP site hosted on Server 2, which showed the banner message and allowed ftpuser to log in. 
[image: File 
Client2 (Worksheet I - Done) [Running] 
Machine View Input Devices 
Oracle VM Virtua180x 
Help 
Home 
* Quick access 
Desktop 
Share 
View 
O 
ThisPC Local Disk 
Name 
Z] ftpfiIe2upIoad 
FTPFiIes 
Date modified 
18/03/2021 22:30 
.19842.631) 
All rights reserved . 
p Search FTPFiles 
Size 
Type 
Text Document 
Command Prompt - ftp 192.168.101.1 
'-licrosoft Windows [Version 18.8 
(c) 2828 microsoft Corporation . 
C: 192 .168.181.1 
•Connected to 192.168.181.1. 
228-microsoft FTP Service 
228 This is a confidential service, and unauthorised access may result in disciplinary or legal 
288 OPTS UTF8 command successful - UTF8 encoding now ON. 
nuser (192.168.181.1: (none)): WIN-17Gm287DC91\ftpuser 
331 Password required 
Password : 
238 User logged in. 
ftp> 
I item 
Type here to search 
action . 
(D) ENG 
18/03/2021 
Right ctrl ]
[bookmark: _Toc70635050]Figure 16 - FTP site authentication
Once the connection was established, the local client directory was specified (C:\FTPFiles) and it was attempted to upload the ftpfile2upload.txt file to the FTP server directory. This was not successful.
[image: File 
Client2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
Machine View Input Devices Help 
Recycle Bin 
Micr 
Select Command Prompt - ftp 192.168.101.1 
192.168.181.1 
Connected to 192.168.181.1. 
228-microsoft FTP Service 
228 This is a confidential service, and unauthorised access may result in disciplinary or legal 
288 OPTS UTF8 command successful - UTF8 encoding now ON. 
user (192.168.181.1: (none)): WIN-17Gm287DC91\ftpuser 
331 Password required 
Password : 
238 User logged in. 
ftp> dir 
288 PORT command successful . 
125 Data connection already open; Transfer starting. 
83-18-21 18: 272M 
226 Transfer complete. 
FTP_ uploads 
ftp: SS bytes received in 8.ßßSeconds 55888.88Kbytes/sec . 
ftp> lcd c:\FTPFi1es 
Local directory now C: \FTPFi1es . 
ftp> dir 
288 PORT command successful . 
125 Data connection already open; Transfer starting. 
83-18-21 18: 272M 
226 Transfer complete. 
FTP_ uploads 
ftp: SS bytes received in 8.ßßSeconds 55888.88Kbytes/sec . 
ftp> put ftpfi1e2up10ad . txt 
288 PORT command successful. 
558 Access is denied. 
Type here to search 
action . 
22:35 
A (D) ENG 
18/03/2021 
Right ctrl ]
[bookmark: _Toc70635051]Figure 17 - Configuration of local client directory
Investigation into the failure found ‘ftpuser’ did not have NTFS write permissions on the FTP server root folder, this was resolved.
[image: Server2 (Worksheet I - 
File Machine View 
Server Manager 
io IIS 
Done) [Running] - Oracle VM Virtua180x 
Input Devices Help 
Server Manager IIS 
Manage 
Tools 
View 
o 
Help 
Dashboard 
Local Server 
All Servers 
File and Storage S 
Home 
* Quick access 
Desktop 
Downloads 
Documents 
[e] Pictures 
This pc 
Network 
Share 
View 
ThisPC Local Disk 
Name 
FTP_up 
inetpub 
ftproot 
Date modified 
Sea rch ftproot 
Type 
Size 
FTP_upIoads Properties 
General Sharing Security Previous Versions Customize 
Object name C linetpub\ftpmot \FTP uplo ads 
Group or user names: 
Z FTP user (WIN-17GM287DC91\ftpuser) 
Administrators (WIN-17GM287DCSI Vdministratoß) 
users (WIN-17GM287DCS1\Usem) 
To change permissions. click Edit 
Pemissions for FTP user 
Modfy 
Read 8 execute 
Ljst folder contents 
Writ e 
Special permissions 
Alo w 
For special permissions or advanced settings. 
click Advanced 
Deny 
Advanced 
I item 
I item selected 
18/03/2021 
Jl@lRightctrI ]
[bookmark: _Toc70635052]Figure 18 - FTPuser NTFS permissions
Unfortunately, this didn’t resolve the access issue.
[image: File 
Client2 (Worksheet I - Done) [Running] - Oracle VM Virtua180x 
Machine View Input Devices Help 
Recycle Bin 
Micr 
Select Command Prompt - ftp 192.168.101.1 
Not connected. 
Type: ascii; Verbose: On 
Bell: Off ; Prompting: 
Debugging: Off ; Hash mark printing: Off 
ftp> disconnect 
Not connected . 
ftp> connect 
Invalid command. 
ftp> quit 
C: 192 .168.181.1 
Connected to 192.168.181.1. 
228-microsoft FTP Service 
On 
Globbing: 
On 
228 This is a confidential service, and unauthorised access may result in disciplinary or legal 
288 OPTS UTF8 command successful - UTF8 encoding now ON. 
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[bookmark: _Toc70635053]Figure 19 - FTP access denied
 
Additional FTP authorisation rules were put in place to test whether the permission issue was on the FTP server side, rather than directory NTFS permissions, but this didn’t resolve the issue either and were removed.
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[bookmark: _Toc70635054]Figure 20 - FTP authorisation rules
Further investigations found that the ‘ftproot’ folder on Server 2 was set to read only, this was resolved.
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[bookmark: _Toc70635055]Figure 21 - FTProot read only
This change resolved the access issues with the FTP server.
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[bookmark: _Toc70635056]Figure 22 - FTP transfer successful
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[bookmark: _Toc70635057]Figure 23 - Uploaded file in FTProot


[bookmark: _Toc70635015]Task 3: Routing and Remote Access Service
[bookmark: _Toc70635016]Installing and configuring remote access
Server 1 required some updates which were installed before any additional roles were added.
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[bookmark: _Toc70635058]Figure 24 - Windows updates on Server 1
 
Remote access and all depenancies were installed on Server 1.
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[bookmark: _Toc70635059]Figure 25 - Remote Access installation
 
Remote access was configured with ‘VPN only’.
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[bookmark: _Toc70635060]Figure 26 - RA deployed with VPN only
 LAN Routing was enabled on Server 1 and RIP was enabled on IPv4.
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[bookmark: _Toc70635061]Figure 27 - LAN Routing configuration
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[bookmark: _Toc70635062]Figure 28 - Enabling RIP
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Each interface (PublicNet and PrivateNet1) were added to the RIP protocol.
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[bookmark: _Toc70635063]Figure 29 - RIP network interfaces
 
The same configuration method was employed to install RA and add RIP to Server 2.
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[bookmark: _Toc70635064]Figure 30 - Installing LAN routing on Server 2
 

The interfaces added to RIP on Server 2 were PublicNet and PrivateNet2.
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[bookmark: _Toc70635065]Figure 31 - Server 2 RIP interfaces
 


[bookmark: _Toc70635017]Testing the remote access connections
Server 1 was able to ping Server 2 using the PublicNet IP addresses, meaning the PublicNet LAN is working correctly. 
[image: Server I BVS4 - Task 2) [Running] - Oracle VM Virtua18cx 
File Machine View Input Devices Help 
Routing and Remote Access 
File Action View Help 
Routing and Remote Access 
Server Status 
Interface 
v DCI NWT (local) 
Administrator: Command Prompt 
windows [Version 18.8.17763.1823] 
(c) 2818 microsoft Corporation. All rights reserved . 
Update mode 
Responses sent 
Responses received 
C: \Users\Administrator>ping 192 .168.1.181 
Pinging 192.168.1.181 with 32 bytes of data: 
Reply from 192.168.1.181: bytes=32 time<lms 
Reply from 192.168.1.181: bytes=32 time<lms 
Reply from 192.168.1.181: bytes=32 time<lms 
Reply from 192.168.1.181: bytes=32 time<lms 
Ping statistics for 192.168.1.181: 
Packets: Sent = 4, Received = 4, Lost 
TTL=128 
TTL=128 
TTL=128 
TTL=128 
loss), 
Approximate round trip times in milli-seconds: 
minimum = Bms, maximum = Bms, Average = Bms 
C : \Users 
17:03 
23/03/2021 
Right ctrl ]
[bookmark: _Toc70635066]Figure 32 - Ping from Server 1 to Server 2
The ping from Client 1 to Client 2 failed, meaning the routers aren’t configured correctly to route packets between the LANs. 
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[bookmark: _Toc70635067]Figure 33 - Ping from Client 1 to Client 2 error
As a troubleshooting step it was checked that the routers were able to discover each other.
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[bookmark: _Toc70635068]Figure 34 - Server 1 router discovery
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[bookmark: _Toc70635069]Figure 35 - Server 2 Router discovery
 

 
 
Further investigations found both Clients did not have default gateways configured, this was fixed.
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[bookmark: _Toc70635070]Figure 36 - Client 1 default gateway
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[bookmark: _Toc70635071]Figure 37 - Client 2 default gateway
 
This did not resolve the routing issue as Client 1 was still unable to ping Client 2.
[image: Machine generated alternative text:
File 
BVS4 - Task 2) [Running] - Oracle VM Virtua18cx 
Machine View Input Devices Help 
Settings 
Recycle 
Select Command Prompt - ping 192.168.101.2 
Plc: 192 .168.181.2 
MIC Pinging 192.168.181.2 with 32 bytes of data: 
l'åRequest timed out . 
Request timed out . 
Request timed out . 
Request timed out . 
Ping statistics for 192.168.181.2: 
Packets: Sent = 4, Received = 8, Lost 
C: 192 .168.181.2 
Pinging 192.168.181.2 with 32 bytes of data: 
Request timed out . 
Request timed out . 
Request timed out . 
Request timed out . 
Ping statistics for 192.168.181.2: 
Packets: Sent = 4, Received = 8, Lost 
C: 192 .168.181.2 
Pinging 192.168.181.2 with 32 bytes of data: 
4 (188% loss), 
4 (188% loss), 
Request timed out . 
Request timed out . 
Request timed out . 
2 items 
I item selected 
p Type here to search 
17:43 
(D) ENG 
23/03/2021 
Right ctrl ]
[bookmark: _Toc70635072]Figure 38 - Ping from Client 1 to Client 2 error
 
The routing table on Server 1 showed that the correct interfaces were selected for the RIP routes.
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[bookmark: _Toc70635073]Figure 39 - Server 1 routing table
The issue was that the additional "Ethernet" NAT adapter which had been configured on both servers to allow for the VMs to connect to the internet for windows updates. Once this was disabled, the connection tests were successful:
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[bookmark: _Toc70635074]Figure 40 - Ping from Client 1 to Client 2 successful
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[bookmark: _Toc70635075]Figure 41 - Ping from Client 2 to Client 1 successful
 
[bookmark: _Toc70635018]Task 3 observations
Routers reference which networks they are able to connect to via their routing tables. An example of a routing table is pictured below in figure 42.
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[bookmark: _Toc70635076]Figure 42 - Example routing table[11]
There are several columns in the routing table, with each row having at least the ‘Route Source’, the ‘Destination Network’ and the ‘Outgoing Interface’. The route source represents how the router learned of the route, the destination network identifies the destination network, and the outgoing interface identifies the interface the router would use to forward packets on the route. 
	Route Source
	Destination Network 
	Outgoing Interface

	C
	172.16.1.0/24 is directly connected
	GigabitEthernet 0/0



For example, the row above means that the network 172.16.1.0/24 is directly connected to the router on interface G0/0.
Some rows have more columns than the minimum three, such as the row below. The ‘administrative distance’ is determined by the route source, with certain protocols being more “trustworthy” than others, it tells the router which route to use if there are more than one available for the same network. The ‘metric’ is determined by the length of the route, and tells the router which route to use if the administrative distance is the same for two routes to the same network. The ‘next hop’ is the IPv4 address of the next router to forward traffic to. The ‘route timestamp’ is when the route was last used.
	Route Source
	Destination Network 
	Administrative Distance and Metric
	Next Hop
	Route Timestamp
	Outgoing Interface

	R
	172.16.4.0/28
	[120/2]
	Via 209.165.200.226
	00:00:12
	Serial0/0/0



For example, the row above means that the network 172.16.4.0/28 was discovered using RIP, the IP address of the next router in the route is 209.165.200.226, and the last time the route was used was 12 seconds ago.








[bookmark: _Toc70635019]Task 4: IP Packet Filtering
[bookmark: _Toc70635020]Filter 1 - Stopping ‘anyone’ in PrivateNet 1from Pinging the Router Firewall Service
On Server 1, an inbound filter was created on interface PrivateNet1, this will filter any ICMP traffic coming into the router from PrivateNet1 (i.e. Client 1).
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[bookmark: _Toc70635077]Figure 43 - Filter 1


The filter was then tested, with Client 1 able to ping everything but the private interface on Server 1 as expected.
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[bookmark: _Toc70635078]Figure 44 - Filter 1 tests successful
Client 2 was still able to ping 192.168.100.1 because the packet filter only applies to traffic inbound on interface "PrivateNet1" on Server 1 and the traffic from client 2 came through "PublicNet"



[bookmark: _Toc70635021]Filter 2 - Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2
On Server 1, an outbound filter was created on interface PublicNet, this will filter any FTP traffic going to Server 2 through the router.
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[bookmark: _Toc70635079]Figure 45 - Filter 2
The filter was tested, and the FTP connection was still made despite the filter.
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[bookmark: _Toc70635080]Figure 46 - Filter 2 test failure
After an investigation it was found that the filter had been applied on the PrivateNet1 interface instead of PublicNet, which is why the connection was still available.
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[bookmark: _Toc70635081]Figure 47 - Filter 2 reapplied
The same filters were applied to the PublicNet interface which stopped FTP traffic from client 1 whilst still allowing ICMP requests.
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[bookmark: _Toc70635082]Figure 48 - Filter 2 test successful

[bookmark: _Toc70635022]Filter 3 - Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2
To ensure that non-FTP traffic was still able to come from PrivateNet1 to server 2, the "Drop all packets except those that meet the criteria below" option would not have worked. As such a specific block was put in place for 192.168.100.1 and 192.168.1.100
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[bookmark: _Toc70635083]Figure 49 - Filter 3 rule 1
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[bookmark: _Toc70635084]Figure 50 - Filter 3 rule 2
FTP (TCP 21) was blocked from any IP on PricvateNet2 interface on server 2.
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[bookmark: _Toc70635085]Figure 51 - Filter 3 rule 3

The tests show that Client 2 wasn't able to connect via FTP to server 2, Client 1 was able to access it as required, and Server 1 was also unable to connect via FTP to the server 2.
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[bookmark: _Toc70635086]Figure 52 - Filter 3 test 1 successful
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[bookmark: _Toc70635087]Figure 53 - Filter 3 test 2 successful
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[bookmark: _Toc70635088]Figure 54 - Filter 3 test 3 successful
 Assume that you are the Head - Network Administrator of an Enterprise Network which operates in multiple locations nationwide. Draft a network policy, Critical business applications high availability practices and security practices for your network. State all assumptions made. (Hint: In your draft, address (not limited to) the architecture/ topology/ design/ layout of the network, network access, security team, enforcement of security policies, analysis of security risks, scope of security changes (if needed), monitoring the security operations, mitigations in the event of violations, etc)





[bookmark: _Toc70635023][bookmark: _Toc70635029]Task 5: Failover Clustering for high availability systems/services
Microsoft Failover Clustering (MFC) is a system component that allows applications and services to provide High Availability (HA) through combining a set of hosts (virtual or physical) into a single Failover Cluster. MFC is an active/passive clustering solution which means that only one of the hosts will provide the role/service at any one time[12]. Should the host currently providing the role become unavailable, MFC will automatically transfer the role to another host in the cluster, providing minimal downtime for users without requiring administrator intervention.
The hosts must pass a number of pre-requisite tests in order to be added into a failover cluster. 
The hosts must all be running on the same version of Windows Server
The hosts must meet the Failover Clustering Hardware Requirements[13]
The hosts must all be joined to the same Active Directory Domain
The hosts must all be able to connect to shared storage, either attached, or SMB3.0 file shares for servers that are running Hyper-V

Consideration should be given to whether the hosts in a cluster should be geographically resilient, as well as the resiliency of the network links that join the hosts.
An example of a role that could benefit from a HA cluster is a web server hosting an organisational website. The HA cluster would provide resilience, whilst still allowing for a single IP to access the site via it’s DNS record.
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Task 6: Observational Tasks
Well written, communicated and effectively implemented security policies are fundamental to the effectiveness of an organisations security controls[3]. An international standard like ISO 27001[4], or Cyber Essentials Plus [5]. Another important factor in the effectiveness of policies is that they have to be championed by the upper levels of management, senior management must understand, agree with, and actively stick to cyber security best practices. If senior management are seen to be ignoring security policies, other staff members will follow their example.

[bookmark: _Toc70635024]Network Policy
[bookmark: _Toc70635025]Network Design
The organisational network should follow the three-tier hierarchical design[6] to allow for the optimisation of network resources. The network will be segmented such that high value systems and information is located physically and logically separated from high risk systems such as internet facing web servers[7]. 

[bookmark: _Toc70635026]IPS / HIDS
There will be systems in place that will detect and block malicious traffic both through the use of signatures and heuristics. There will be Endpoint Protection systems employed on both clients and servers. This is to reduce the chances of malicious software or traffic from negatively affecting the network[8].

[bookmark: _Toc70635027]Change Management
All network changes must be approved by a Change Advisory Board (CAB) as managed through the ITIL process[9]. This ensures that the risks posed by the change are carefully weighted against the benefits, and allows for changes to be prioritised due to their urgency. The Information Security Team will sit on the CAB to ensure that the change complies with best practice and will not compromise the security of the network.

[bookmark: _Toc70635028]High Availability Policy
Part of the CIA triad of information security is availability. As such it is incredibly important in an enterprise environment. When defining availability requirements for services, the impact of those services being unavailable must first be quantified. As such there have been criteria created which are assessed to give a criticality rating of Critical, High, Medium, or Low.
The criteria are as follows[10]:
Lost sales and income
Regulatory fines and legal implications
Contractual penalties or loss of contractual bonuses
Customer dissatisfaction or withdrawal
Delay of business plan execution or strategic initiatives
Knock on effect on other services

For instance, assessing the internet connectivity ‘service’ against these criteria. The knock on effect is substantial, with all e-commerce for the organisation ending, causing lost sales and significant customer dissatisfaction. As such, the internet connectivity ‘service’ is rated as a Critical criticality service, and requires significant investment to ensure that it is Continuously Available (CA) 24/7/365. 
In contrast, when the internal instant messaging service is assessed against the criteria, it is classed as a Medium criticality service. This is because it will not directly affect sales, there are no regulatory or legal implications, it is not a customer facing service so there is no reputational damage to consider, and it does not affect any other services. This is compounded by the fact that there are other messaging services available for users during downtime such as the email service. This Medium rating means that whilst the service is expected to have some High Availability (HA), there is a specified service level that allows acceptable levels of downtime.
The different criticality ratings require different levels of availability. 
Critical services – These services should be Continuously Available (CA). This means the system should be designed to operate 24/7/365 with both resilience and redundancy in place to handle planned and unexpected outages, the service must be geographically resilient. An example of this would be the internet connectivity service, it is supported by geographically resilient and redundant links to the main ISP, with a backup link to a separate ISP should the main one be unavailable.

High Services – These services should have Continuously Operations (CO). This means the system should be designed to operate 24/7 with both resilience and redundancy in place to handle planned and unexpected outages, the service should be geographically resilient. An example of this would be the the web store service, which is supported by geographically resilient web servers acting in a high availability cluster.

Medium Services – These services should have High Availabilty (HA). This means the system should be designed to operate with redundancy in place to handle planned and unexpected outages. The service may be geographically resilient but it isn’t required. An example of this would be the instant messaging service. It has HA systems in place, but is not geographically resilient.

Low Services - These services should be Continuously Available (CA). This means the system should be designed to operate with an expected level of downtime. The service may have HA systems in place but they aren’t required. An example of this would be the legacy SharePoint 2013 service. As this has been superseded by SharePoint Online as the standard shared team storage solution, it no longer requires availability of service. The storage is redundant, with regular backups, but the web server is not.
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Minimum = ems, Maximum = @ms, Average = ems
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