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EXisti ng ente rp rise top0|ogy Structural basis from the reference PDF

Part 2. : Network context
Securing Enterprise Network
The lab places A-GW at the perimeter and

uses A-SMS and A-GUI for central policy
administration.

SWANSEA.ACCA

A-GUI M ;
agement segment: 10.1.1.0/24.
10.1.1.201/24
DG: 10_1_1/,1 ® Swansea parent domain: 192.168.1.0/24.
I & Child domain: 192.168.2.0/24.
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Figure 1. Exisling topology reproduced in full; no image content has been cropped.
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SmartConsole login

$ - harshz437861

[

'a ........l

SmartConsole

&=~ 10.1.1.101 -

Read Only Demo Mode @

CHECK POINT
LOGIN -

Windows 10 Enterpnse Evalustion
Windows License is expired
Build 19041.vb_release.191206- 1406

Uncropped SmartConsole evidence

Interpretation

The login screen confirms the intended
management endpoint and
administrator workflow.

® Use named administrator accounts
rather than shared credentials.

e Protect login with MFA, strong
password policy and a restricted
management network.

® Keep SmartConsole and Gaia
management services patched to a
supported release.
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A-GW dashboard and status

Microsoft
Edge

Columns: & Genessl

Status Name

(] S AW

® CHECK POINT

e SmartConsole

10

P Version Active Blades Hardware CPU Usage Recommended Updates Recommend

10.1.1.1 RB1.20 =0 Dpenserver  mm /A

) GR ASMS 101.1.101  RE1.20 w B8 Openserver = % By

Sumimary Tasks

A-GW

IPvd Address

Access Control Policy:

0s
Version:
License Status

Alerts

Alerts Licenses

10.1.1.1 Open server
Standard

09/08/2026 16:41

Gaia

o‘ .
® K CPU:

Memory:

Uncropped SmartConsole evidence

Interpretation

A-GW is visible to SmartConsole with
green operational, license and alert
indicators.

IPv4 address shown: 10.1.1.1;
platform: Gaia; version: R81.20.

e The footer records Standard policy
installation as succeeded,
supporting A-SMS-to-A-GW
connectivity.

® Continue monitoring CPU, memory,

alerts and blade state after every
policy change.



A-SMS health and IicenSing status Uncropped SmartConsole evidence

Interpretation

® CHECK POINT

G SmartConsole

A-SMS is shown as an open server on
Gaia R81.20 with green license and
alert indicators.

Columns @ General e Q Szarch. Y

Status Name P Version Active Blades Hardware CPU Usage Recommended Updates Recommend.

G 3 " == " ® |Pv4 address shown: 10.1.1.101.
& SERV (] 8 AGW 10111 RB81,20 i Dpenserver @ 32% /A N/A
L&srn about

& ® The high memory reading visible in
: 3 A-SMS 1011101  R31.20 Ope L] 5% A ! & . 2 :
this pectur < B PENST this capture should be investigated

before production deployment.

® Restrict A-SMS administration to
approved A-GUI hosts and back up
the management database

regularly.
Summary

C'ﬁ A-SMS Managenent Blades

IPv4 Address: 10.1.1.101 Open server whe |
0s: Gan
Version

License Status: ® Ok

Alerts: @ Ck

CPU a 5%

Memory: s 937

W m.l we 10 Enterprise Evaluation

. " Wln."rr/r-Llremcr
ol ‘3&
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Licenses and contracts

o
G i Package Management

|‘i Licenses & Cantracts

& CHECH POINT

a SmartCansale

§ ackines IPvd Addmas  IPvG . Version State 5Kl Deacnphon Ewpiradion D Has Cortracts
(=] wi1m
- ALGW 10,111 Triel Period 15" Z2Auc202G
: E CPAGC-8-UCPS.. Sofiwam Ha... CPSGC-B-UCPAGLC-A-UC... Secuty Gateway Comtamarfar ...  21Ssp2l2e Taa
I-BE ASMS 10.1.1.00 Trial Pericsd B Augis
E CPSML-5CPEM- Sotvear= He .. CPSMLCL CPSM-NGSEM C.. Securdy Menagement comlainsr .. never Yeas
" License And Contract Repasitory
Attached Machine Stote Upgrade 5., Version IP Address 5K Drescription Certificate .. Mame Type Expiration ...
Fdamached  A-Gw Software Bl 10,101,101 CP5G-C-8-... Security Ga.. GB620899F. CPSG-C-§-.. ceniral 215ep2026
Cdisached  A-SMS Software Bl. 10,1110 CPSM-C-5.. SecurityM.. 0BD70ECEZ. CPSM-C-5.. local never
Bl cortrace.. A-cw CPSB-AN-E... EB626200F... Contract H.. comtract 1752p2026
EJ Contract.., A-GW CPSB-APC... 6B626859F.., Contract Fl..  contract 175ep2026
EJ Contract.. A-GW CP5B-ASP.., EB620859F.., Contract9..  contract 175eplD2h
E Contract.., A-GW CFR5B-DLP-... E8E2GREIF... ControctB.. contract 1752 p2026
E Contract.., A-GW CFP5B-TEX-.. EERI6E5IF.., ContractA.. condract 175eplD26

Operation Status

Operation Status Prograss

For Helg, press F1

Tirme

10.1.1.901 Frmad W rite

Uncropped SmartConsole evidence

Interpretation

The repository lists installed products
and confract information for the
managed Check Point systems.

Record SKLU, enabled blades,
support entittement and expiration
date for each appliance.

Confirm that contracts cover
signature, software and
threat-prevention updates.

Set renewal alerts before expiry to
prevent protection or support gaps.
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@XP Firewall rule base

Pa

Summary

@ Dirop

Bock FTP

Allow HTTP

Allow Management
Block telnet

Allpw 55H

Lietails

Rul= =

Allow 55H

Commenks:

netallatior

Standard 5

Wssing deanup rule

Histony

Internet London Het
Internet Londan Met

A-GLI

Unmatched traffic wil

Destination

Imtermet swanse=a net

A-CW

A=W

Irtermet swansea net

Internet swansea net

A-CW

1 Created by
Diate crested
® Exgiration time
@ Hit Count

Sy stem

be drapped and not lagged

1T/1142022 0143

Mever

00055, Zera)

® CHECE POINT
6 SmartConsole

Uncropped SmartConsole evidence

Interpretation

The rule baze demonstrates explicit
allow/drop decisions and logging for the
selected services.

Services & Applicat...

ftp
hitp
hitps

itmp-requests

telnek

s5h

ssh_wersion_2

#* Block Telnet because it transmits
credentials and data without
encryption.

& Prefer HTTPS over HTTP and
SFTP/FTPS over standard FTP.

® Limit ICMP and 55H by source,
destination and operational
purpose; finish with a logged
clean-up drop.

Addition
[;:—] Ticket My
pcket B



Firewa" rUIes and protOCOI ration ale Object-based policy, publication and monitoring

Protocol explanations

Protocol

ICMP

FTP

HTTPE | HTTPS

S5H

Telnet

Operational purpose

Diagnostics and eror reporting, including ping.

Traditional file transfer using separate control and data channeals.

Web application traffic ower TCP 80 / 443.

Encrypted remote login and command execution, normally TCP 22.

Legacy remote terminal protocol that transmits data in clear taxt.

Policy design principles

Security treatment

Peamit only where monitoring or troubleshooting requires it; log unusual pattemns.

Prefar SFTP or FTPS because standard FTP does not protect credentials or contant.

Redirect to HTTPS, inspect where authorised and restrict destinations by business need.

Allow only from named administration hosts; use key-based access and MFA where available.

Block and log: use SSH instead.

& Apply specific source, destinaticn and service objects; avoid broad Any rules; place explicit administrative rules before general rules; enable tracking, finish with a logged clean-up drop nube.
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Publish policy changes

Standard

"

- Aocess Contra
g Palicy
Ha MAT

= Threat Preventicr
Mg Custam Policy
s Autonomous
i@ Fuceptions

- HTTPS Inspection

g Folicy

Shared Folicies

& Inspection Settin

Aocess Tools
£ VPN Communitis

) Updates

& CHECH POINT

el smarbtConsole

Services & Applications  Action Install Om

Click 'Publish' to make these changes
available to all.

You are required to provide a sessien name before you can publish
your changes:

SE5510.0 name: |Hard124?r?8151m2ﬂ|26

Deseription:

Total draft changes: 21 Show Changes Created by

Publish Cancel

Date oreated:

= UserCheck
[ Client Certficates u
hﬁ.ppli{ ation Wiki ®

@ Instaliztion History

Fer Help, press F1

P2 Type here to search

@ Hit Count:

1011401

L) Expiration time:

System

17114210

Hever

Uncropped SmartConsole evidence

Interpretation

Fublizhing writes the session changes
to the management database so they
can be reviewed and installed.

® LUsze a meaningful sessicn nama
and change description.

& Apply peer review and an approved
change reference for production
policy changes.

¢ Publishing does not enforce policy
on A-GW until installation
completes.



POI icy i nstal Iation Uncropped SmartConsole evidence

Interpretation
® CHECK PODINT
0 SmartCansole The installation view associates the
: nstall Policy policy package with A-GW and shows
: Access Control and Threat Prevention
changes.

L.l Standard

® Confirm the correct package and
gateway target before installation.

v g Access Control Total changes from last installetion (09/06/2026): ) o )
@ Monitor validation warnings and
v W Threat Prevention 13 Changes from 1 s=ssions by Hersh2437861) @ installation status; Figure 3 records
a successful Standard policy
installation.

# Retain the prior policy version and a
rollback plan for higher-risk
changes.

(/] A-GW
IP: 10.1.1.1 | Version: R81.20

@ View changes (€ Poliey Targets,

Install Mode
® [nstall on each selected gatewey ind=pendently
v For gatewy clusters, if installation on a cluster member fails, do not install on that cluster.

Install on all sefected gateways. If instzllation on a gateway fails, do not install on all gateways of the same verson,

Install Cancel




@E=Z® Logs - accept and drop monitoring

O, @ Al Time = | Leg

Found 44 results 1.1 200

< A

A-GUI (10.1,1.201)

A-GUI[101,7.207
A-GUI[10.1.1.201)
A-GUI T 1.1.201
B-GUI[10.1.1.201)
AGUI101.1.201
A-GUI[10.1.1.201)
A-GUT 11201
A-GUI (10.1.1.201)
A=GUIHR,7.20
B-GUI(01,7.201)

A-GUI 11,7207

q e i i

Found © results (1.4 sec)

nstallation - Standard Succesded =

Files Latest Lo

Source User...

B-GW 10,11,

B [0
B-GW 0.7
B-GW 0.1
G 10,11
A-GW (10,11
AGW 1014
A-GW (1011
A-GW [10.1.1
B-GW 10,1

A-GW 0,11

ssh_version_2 [TCPA22)

hittps [TCP243)
Mittps TCP/243]
Pittps TCP/243]
Fittps (TCP/243)
Fittps (TCP/243)
hittps [TCP/243)
https [TCP/243)
https (TCP/243)
hittps TCP243)
hitps (TCR243)

Pittps [TCP43)

Access Rule N

Allaw 55H

Allow HTTP
Allow HTTP
Allow HTTP
Allow HTTP
Allow HTTP
Allow HTTP
Allaw HTTP
Allaw HTTP
Allow HTTF
Allow HTTP

Al HTTR

Standard

Standard
Standard
Standard
Standard
Standard
Standar

Standard
Standar

Standard
Standard

Standard

Al

D1EPI|EY

Uncropped SmartConsole evidence

Interpretation

Mixed actions show that the policy both
permits authorised flows and blocks
prohibited traffic.

® |nvestigate repeated drops,
unexpected administration attemnpts
and unusual service patterns.

# Correlate gateway events with
Windows, DNS. authentication and
endpoint telemetry in a SIEM.

* Tune alerts without dizabling the
underying log evidence.



MOd ified secu red ente rprise top0|ogy Defence in depth and segmented trust zones

Secured Enterprise Network - Modified Topology

>
/
{

DMZ (Demilitarized Zone)
172.16.10.0/24

E ! % @ Security Enhancenents

Web Server Mail Server DNS Server ® Default Deny Policy
| 172.16.10.10 172.16.10.20 172.16.10.53
8 DI — T\ Anti-Spaofing on all interfaces
DMZ-intf = @ Stezlth Rule (Protect Gateway)
Internet 172.16.10.1/24 p X
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10.1.1.200/24 :
] Ext-Intf (Ext) Mgmt-Intf URL Fiftering
10.1.1.1/24 ; Rt
! / 10.1.1.1/24 | @ Application Control
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)
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i i 1 @ Logging & Monitoring
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. 2 | i 192.168.1.254/24 192.168.2.254/24 © Restrict Admin Accoss (HTTPS/SSH
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----------- 192.168.1.0/24 192.168.2.0/24
@ Trust Link @ Network Summary )
(AD DNS, Kg,bm — Et-Intf {itermat) : 10.7.7.1/24
Domain Contralicr W"V-‘m 0 File Sorver SMB Aliowed) Child DC Wincows 10 M'V’D"‘:" e |nt-Intf (Parent) : 192.168.1.254/24
192.168.110 192.168 150 | 192,168 2.10 Clienks
192 ma 1.20.99 192.168 2 20.99 mz 168.2 % e Child-ined (Child) - 197 168 2.254/24
----------------------- R ; — DMZ-Intf - 172.16.10.1/24
ﬂ DHCP, DNS, AD, File Sarvices ' @ OHCP Ry, DNS —— Mgmtintf  :10.1.1.1/24
4 o o - PN - Remote Access
> = ,
Key Benefits
V' Strong panmoter security with Check Pairt GAiA W et privilege access contiol and senver isolation v Advnoed theeet prevention (FS. URLF, App Cortsed. Geo Poliey)
v Segmented network {DMZ, Parent, Chikl, Maragement) ¥ SOCUrS romicte secess uaing SSLVPN o Ful legging, meritaning and sedit wal
L J
Figure 14. Secured enterprise lopology from the refsrence work, reproduced in full without cropping

Part 2 - Securing the Enterprise Network Task 3 Page 18



Strengtheni ng the Original tDPOIogy Defence in depth and recognised security practice

The modified design converts a largely trusted lab network into explicit security zones.

Task 3 augments the original topology with layered prevention, controlled administration, safer remote access and central monitoring. The changes retain the

parent and child domain services while reducing direct exposure and lateral movement.

Original exposure Security improvement introduced

Broad perimeter trust Default-deny enforcement, a gateway stealth rule and anti-spocfing on every interface

Fublic and internal services share trust A dedicated DMZ for web, mail and DNS services, separated from domain systems
Administrative access is insufficiently bounded A management zone, named administrators, MFA and HTTPS/S5H from approved hosts only
Limited detection and response IPS, Anti-Virus, Anti-Bot, URL filtering, Application Control and centralised logging/SIEM
Remote access is not explicitly protected S5L VPN with MFA, device checks and least-privilege authorisation

Implementation principle

& Each routed interface must use a unique subnet, and every allowed flow should have a documented business purpose, explicit objects and enabled logging.



Security controls and implementation notes

Segmentation and perimeter

A-GW separates Internat, management, parent-domain, child-=-domain and DMZ trust
Zones.

The DMZ izclates public web, mail and DNS services from intermal domain systems.

Default deny, a gateway stealth rule and interface anti-spoofing reduce unauthorised
access and address-forgery attacks.

Monitoring and resilience

Log accept and drop events, centralize them in SmartConsole or a SIEM, and alert
on repeated denials, maklware indicators and administrative changes.

Maintain backups, policy versions, tested recovery procedures, endpoint protection
and a documented patching programme.

Review licenses and contracts before expiry 2o security blades and updates remain
available.

Threat prevention and access

IPS, Anti-Virus, Anti-Bot, URL filtering and Application Control provide layered
inspection beyond port-based filtering.

Usargroup-based policy and least privilege limit server and administrative accass to
approved identities and devices.

S5L VPN supports remote users; MFA and device posture checks should protect
remote and administrator authentication.

Validation note

The supplied secured-topology figure labels both external and management
interfaces as 10.1.1.1/24. Before implementation, assign unigue non-overlapping
subnets and addresses to every routed gateway interface.

After correction, validate routing, NAT, DMS, anti-spocfing definitions and the rule
baze with authorizsed connactivity tests and log review.

Outcome: stronger access control, reduced lateral movement, protected public services and auditable security operations.

Short explanation of the added protections



IMPLEMENTATION EVIDENCE COMPLETE

Thank you

Questions and discussion

Thank you for always being approachable, answering questions with patience, and providing valuable guidance whenever it was needed. Your support

has given me confidence and motivation to achieve my best. | am truly grateful for everything you have done and greatly appreciate the effort you invest
in your students' success.

Documented outcome

Centralised management, explicit firewall controls, successful policy publication and installation, operational
logging, and a segmented secured topology are presented as one auditable implementation story.

Harsh Valand
Student ID: 2437861 | University of Wales Trinity Saint David
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