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Abstract-
One of the most influential trends restructuring the evolution of IT organizations and mobile enterprise landscape is Bring Your Own Technology (BYTO). The current rapid influx of handheld gadgets into the market place and many people bringing them into the workplace is reshaping how users access and consume enterprise resources. IT managers are advising their companies to adopt BYOT policies in accessing the norm rather than the exception due to the unmanageable demand from the staff and customers who have already or want this megatrend. The demand by employee to access the corporate intranet from their brought devices without restrictions while on the other hand the corporate risk management policy reviews all the corporate data must always protect at all costs. Thus, the need and how to implement a corporate secure BYOT policy is very critical and delicate, in this text is explores the BYOT policies, the advantages of the framework in Golding Harvest LTD and the best way to allow user experience while enabling the organization to secure their data and networks
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[bookmark: _Toc500856610]Introduction

The Golding Harvest LTD is a gold mining company with a large presence globally. Currently the company has invested in cloud technology for their enterprise management system, the EMS on the cloud serves both the company’s clients and staff. The company has also implement a 95 % wireless infrastructure to all easy movement and fast services delivery. The company also has a massive active online social presence and is actively interacting with its social members to market and promote better customer relations. On the positive side the company’s online and active users has increased tremendously and continues to grow exponentially. However, there is a down side to this expansion in users, the current information technology infrastructure cannot maintain quality of service as it is strained, the main stress is mostly on the handheld devices the staff and customers use to connect to the corporate intranet. The network according to their IT manager is strained so much it slows down and there is a major concern on the security when multiple devices insecurely connect to the platform.
Since the company is worth billions of dollars and has many intellectual property they are required and need to protect. The company has contracted the design of a new secure and quality of service network to manage their daily business processes and attain their future state. The purpose of this documentation is to present the documented new design of Golding Harvest LTD Bring Your Own Technology (BYOT) Intranet, and provide a secure segmented better bandwidth intranet to secure all communications. The document is accompanied by a lab implementation and illustration of the segmented network using the network implementation simulator Cisco Packet Tracer. The simulation is to present the actual real-world implementation of the required network and demonstrate how BYOT at the company will work and the security measures of the network. The following section presents the document introduction and structure.
[bookmark: _Toc500856611]This Study Structure

As briefly introduced earlier the aim of this document is presenting the design and implementation of the Golding Harvest LTD company secure intranet that demonstrates the Bring Your Own Technology (BYOT). In this section of the presentation it describes this document’s structure and how everything will be presented. The first section of the document introduced a brief background of the company and the required objective of this document. The next section is the presentation of the document structure, the scope of this study that presents what is aims at accomplishing, the target audience and applicability. The next section is the project purpose why this study, in the next section it introduces a brief literature on the Bring Your Own Technology (BYOT), the next section introduces the best network security practices according to NIST, and Cisco designing a secure network framework policy. The next section is the design of the new Golding Harvest LTD network based on the previous best practices. The Design will follow the know System Development Cycle (waterfall model) for the design, development, deployment and testing. The process is iterative (Quadrant, 2011).
In the section is will begin with the requirements description, the logical network design, the network simulation, the simulation presentation and testing using Cisco Packet tracer, and how the network will be finally being implemented. The next section is the network test plan that tests the network communication efficiency, security of each department communications, the backup and restore viability. The final presentation is the timeframe for this project and the possible budget and required hardware resource. The next section is the best management practice the organization should maintain. The final section is the conclusion.


[bookmark: _Toc500856612]The Problem Formulation

Enterprise mobility and bring your own technology (BYOT) is prevalent in most of the large and growing organizations today. These technologies create a work shift in many businesses that requires delicate intervention. The desire is to have a quality of service (QoS) and secure network regardless of the technologies connected to the organization intranet. The Bring Your Own Technology (BYOT) policy in any organization is motivated by the desire of employee to feel more freedom at work by using their personal devices to complete their corporate assigned tasks. In this document the scope is providing a design framework to implement a secure Enterprise and BYOT policy that supports operations and overcome the connectivity shortcomings (). In the past years the desire for a BYOT policy has grown and many organization are moving to a cloud base structure of network design. The design of the Golding Harvest LTD is coupled with research of current BYOT designs and how some of the practices can be implemented to this project. The next section introduces the project objectives as per the client (Golding Harvest LTD) requirements.
[bookmark: _Toc500856613]The Project Purpose and Objectives

The main purpose of this project is implementing a secure enterprise and BYOT policy network framework. The network is for a large global enterprise that has fully adopted the BYOT policy for its organization. The completion of this project is aimed at the following objectives:
· Establishing the best adoption policy for enterprise mobility on enterprise business operations performance: A case study of Golding Harvest LTD Company.
· Establishing the best plan for a Bring Your Own Technology (BYOT) on corporate business operations: A case study of Golding Harvest LTD Company.
· Establishing the success and challenges faced when implementing and running a successful adoption of enterprise technology mobility: A case study of Golding Harvest LTD Company.
· Establishing a logical and simulation of the secure enterprise and BYOT network policy on a large company: A case study of Golding Harvest LTD Company.
· Define a system development plan and estimated timeframe for the successful completion of the project: A case study of Golding Harvest LTD Company.
The next section introduces a brief literature on some of the best Bring Your Own Technology (BYOT) policies and frameworks in relation to this project.
[bookmark: _Toc500856614]Related Works

There are many reasons for bringing their own technology (BYOT) at work for many corporate employees. In this context the Bring Your Own Technology (BYOT) is used to describe the electronic device(s) such as, but not limiting on, smart phone, tablets, notebooks, PDAs, GPS systems, Ultra-books, computers and video capture devices. The main is the fast delivery of services and the efficient completion of the corporate tasks. However, there are many considerations when implementing a global scale change in the traditional network infrastructure to accommodate the BYOT policy. Some of the consideration to look into are the:
· Current best practices of the BYOT framework
· The increase reliance on technology, this includes the security measure and quality of service of the network (Quadrant, 2011).
· The desire and need for anywhere and anytime access by the company staff and customer base to devices in supporting their corporate service delivery.
· The clear definition of the system, corporate and network users’ responsibilities.
In implementing the BYOT must be taken into account that the new network structure is not a replacement for the corporate core network structure. The BYOT project implementation has a strong equity implication, this includes all corporate employees are not left behind and the customers are not confronted with unrealistic expectations (Quadrant, 2011). The following section will describe the implementation process of any new system infrastructure the steps to take be initiating the project. In this case the project is deploying a secure network that supports the Bring Your Own Technology (BYOT). The reduction of budget for the upgrade of the technologies is not the only upside, many of the countries and organizations that implement the new technology have witnessed massive improvements in customer and employee relations as well as a huge leap in technology innovation and the service delivery is improved. The following presents some of the main advantages of the adoption of Bring Your Own Technology (BYOT) policies.
[bookmark: _Toc500856615]The BOYD management software Used 

The management software that is used in the BYOT management is the Dialogs Smartman Device Management. This is a SOPHOS company that possess all the features that one needs to expect in the management of a full blown suite. It supports quality from the firm and from its suite. The mobile management software for the BOYD chosen is Dialogs Smartman Device Management. This have all the features that one needs to expect in the management of a full blown suite
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From surveys by global tech giants such as IBM, Cisco and Microsoft, leaders in network infrastructure and some of the most favorable technologies adoption policies, the overall advantage of implementing the BYOT policies has seen a rise in productivity gains by employees ("BYOD’s Productivity Gains Are “Hard to Calculate” – Study Says - Unified Communications Strategies", 2017). These huge companies have adopted the BYOT policies and believe they exponentially make or motivate their employees to be more productive ("Mobile solutions for enterprise mobility IBM Mobile", 2017). In some companies such as Cisco they comment that their employee convenience and morale was enhanced by implementing the use your own devices making the company look more flexible and attractive to work at ("Mobile solutions for enterprise mobility | IBM Mobile", 2017). Others mainly in the human resource department view the policy as a better way to motivate best qualified personnel and present the image of their organization as more positively as they have the best environments to work. A study by IBM on the views of smartphones at the works place say 82 percent of the interviewed employees view the use of smart gadgets as a critical role in business processes.

[bookmark: _Toc500856617]Disadvantages of using BYOD
· BOYD has several financial responsibilities in the economy
· BOYD is always available making it easily accessible
· They can easily get loss, theft as well as damages
· BOYD has related Information and network insecurity
· There are several increased support costs associated with BOYD
[bookmark: _Toc500856618]User policy Network access requirements

Types and brands of devices that are supported as well as those that are not supported: All windows and android phones are supported by the software, however apple brands are not supported fully by the software. The appropriate use of the device and the user right to privacy is monitored by GOLDING-HARVEST LTD. On the other hand, the device backup related policy where customers are required to back up their details and data before deletion and reset of the device applies and failure to do this is a violation of the GOLDING-HARVEST LTD polices. Application restrictions: The application of the software is restricted to only smartphones. Data preservation and control forms the most important, acceptable use and treatment of corporate data. Business users are required to collaborate using the following: instant messages, peer to peer application as well as emails.
[bookmark: _Toc500856619]        
SYSTEM DESIGN AND IMPLEMENTATION

Bring your own Technology (BYOT) is a feature characterising the ‘consumer enterprise’ in which the organizations interact with customers (Zone, 2017). This is the main role of the driving force of the consumer technology that promote consumer trends and innovations ("11 Sample Education BYOT Policies to Help You Create Your own", 2017). As mentioned earlier companies allow their employees to bring their own technology to their designated work places, due to the perceived cost savings and productivity gains ("Mobile: Learn from Intel's CISO on Securing Employee-Owned Devices", 2017). However, the BYOT policy was highly rejected in the inception stages many citing security concerns and many enterprises being new to the BYOD policies became more reserved. However, by survey by large Networking Corporation Cisco, the number of companies adopting or are currently using the BYOT policies was at 95 percent. The adoption of the new technology allows the many companies to save on continuously adopting the new technologies and policies currently in the market. This strain on the company’s budget is greatly reduce to an approximate of 85 percent. Additionally, the continuous challenge of after every 5 years their upgrade to modern technologies is no longer a constantly growing challenge and complex.
[bookmark: _Toc500856620]Prerequisites and requirements for the BYOT policy plan

The first the company Golding Harvest LTD before implementing any action must consider their future business state, purpose for implementing the BYOT policy and their vision. There must be strong comprehension as to how the BYOT policy will enhance the business customer and employee relations.
· It is critical for the company employees and customers to have professional training before using the new BYOT policy and be aware of requirements and capacity to leverage technology for service delivery and relations.
· The BYOT policy in this scenario is a business and customer relation enhancement designed to enhance the company staff and employee access to their own devices for better and faster service delivery. The Golding Harvest LTD must ensure appropriate information technology provision outside the BYOT scope.
· Full support from the stakeholders and company management.
· Configuration for the wireless access to the Company intranet through a secure high quality readily available wireless network framework all over the company global offices. 
· The Golding Harvest LTD corporate network all the departments to have their own separate network from the customer or BYOT bandwidth. This implies the BYOT bandwidth will not be able to access the corporate cloud servers or in office drives or printers and can only access the online made available.
· When on the corporate network all internet access traffic is tunneled through to the Proxy and Web server that filter inappropriate content.
· There appropriate and ample virus protection for all the users connected to the corporate network securing their online presence.
· Definition of all computing devices allowed in the BYOT policy program how they should be connected to the corporate network and the security parameters put in place.
· Without infringing on any privacy laws have visibility into all the connected users’ applications, and devices they are using when using on the corporate network.
· Securing all access with clientless access or client-based access ensuring encryption while limiting data loss or containerisation by implementing a VPN optimized configurations for efficient applications capabilities and delivery.


[bookmark: _Toc500856621]Security Configurations and Design

This section describes the most important part of the network, the wireless network design, in this scenario it follows the Cisco wireless network design guide. The components for this design are the Cisco wireless LAN controllers (WLCs), Cisco Mobility Services Engine (MSE), Cisco Converged Access Switches, and the Cisco Access Points (APs). Since the idea is BYOT and it heavily relies on the structure of the robust secure wireless network design principle the following sections describes the above network segments in great details. Additionally, in the next section it describes the security configurations of each component and the devices to use in the design of the entire Golding Harvest LTD global network and branch network designs. The following flowchart in figure 1.1 is how the security configuration and how the devices are connected on the secure network and how the security protocols work.
[image: https://www.cisco.com/c/dam/en/us/td/i/200001-300000/290001-300000/292001-293000/292961.eps/_jcr_content/renditions/292961.jpg]
Figure 1.1 
[bookmark: _Toc500856622]Packet tracer Simulation

The simulation of the network is presented on the Cisco Packet tracer lab of the network segments and the configurations of the network bandwidth. The test scenarios are sending packers from the preferred network, and then sending packets to a separate network and recoding the results in the same network packets are sent however, on a different network there is no communications. 
The simulation of the network (figure 1.2) is presented on the Cisco Packet tracer lab of. The test scenarios are sending packers from the preferred network, and then sending packets to a separate network and recoding the results in the same network packets are sent however, on a different network there is no communications. In the above project we use MLS as a core switch, because MLS is feasible with both routing and switching. We have different - different vlans, so that we can avoid the unnecessary broadcasting in the network and we also restrict the users to for limited access. It’s simple design combination of both security and routing. With the help of vlan we are restricting the broadcasting in our domain. We are using access-list for restricting the traffic. We used concept of vlans and put all domain in a different vlans. For authorization purpose we have a RADIUS server and that server is part of another vlan so request first received by MLS and MLS forward the request through IVR (inter-vlan routing), it is received by RADIUS server verified and authorized by the server. All device receiving IP through dhcp server and that dhcp server also part of different vlan, any user come in or going out through the domain ip’s automatically managed by the dhcp server and we also track allocated ip’s. We are using concept of tunneling for accessing the remote site. We are able share our private information with the remote site without sharing it without sharing it service-provider (ISP).
We also use access points in our design so that any user bring its own device he can easily connect through the network and as per defined category he gets the privilege. Employee of the domain can access complete network only they need to get authorized by the RADIUS server. In the same manner contractor people have limited access in the network and the guest users are only allowed to access the internet. If any employee wants to access the core edge router through telnet first it must be authorized by the RADIUS server, if in case RADIUS server is failed we can login through local username password.
We are also using concept of NAT so that our private ip’s get converted into public ip’s so that we are able to access the internet.
We are using Eigrp as routing protocol because it’s the one of the fastest convergence routing protocol and easy to deploy.
We also using dhcp snooping and port-security so that we can prevent our network from any hacker	 attack. With the help of dhcp snooping we can get ip from only the genuine dhcp server not the fake one. Port-security provides only access	to the genuine device.
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Figure 1.2
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