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	1 - Observational Tasks.

	A). State the benefits of using Type 2 Hypervisor Virtualization software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network.  
According to [1] 
-It is easier to install when comparing with Type 1 Hypervisor and in another hand, it represents a loss of CPU performance consequence of host OS overhead;
- VirtualBox, software analyses if the processor supports hardware virtualization or not and change to appropriate set;
-It is only for experimental purpose;

B). Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.
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Figure 1


C). Investigate and document the main roles and responsibilities of an Active Directory Domain Controller.
Regards task 1, It was understood that in a Network Operating System (NOS) or System Software create the environment that allow to communicate with machines and control the connected devices like PC, and others. The Network Operating System create the Active Directory (AD) which drive and compile information about all the objects such as users, pcs, shared folders or files in an organization network. Active Directory allowed to create users, passwords in a network environment.
In short AD is: 
· A software to arrange, store information, provides access and permission based on that information;
· Arranges all the network’s users, PCs and other objects into logical, hierarchical grouping;
· The information is used to authenticate/authorise the users, computers, resources which are part of a network.

D). What actions could we take in the event of a Domain Controller becoming unavailable.
To prevent this fault, it needs to create multiple Domain Controller. The sensitive information like, users account data, are replicated between the DCs, this mean, if one goes down the client computer switch to another DC that is still functioning.

2 - Observational Tasks:
1). Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations
It is required the at least 8 character for password complexity base in this guide:
· numbers (0–9);
·  uppercase letters;
· lowercase letters;
·  special characters ($, #, %, etc)


	3 - Observational Tasks
a). Discuss the two different types of permissions in use within windows network environments.
In the window Microsoft word, there is two types of permission that make Active Directory functional and useful. Using file and share permission, it can easily give access to files, folders, printers to the users that we want to have access to those items and restrict access from the user we do not want to be able to access. We can still refine individually witch users can read or write a document.
· Distribution groups Used to create email distribution lists.
· Security groups Used to assign permissions to shared resources. [3]. 

b). Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems.
NTFS File system prevail more security and reliability 
There is five basic permission with NTFS.   

c). Identify the main benefits of using groups in an Active Directory domain.
Because in many times we deal with several users using groups it saves time and simplify to give permission to the users by the group they are, rather than give individual. In case of any administrative change it can do the changes simultaneously for many and different users as possible. Basically the users are clustered and then assign permission to the group.



d). Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources. 
 For the similar reason as on the answer above to put users into organizational units and then assign GPO group policy objects to the organizational unit. Always group the users into larger group and then assign permission or security to those larger group, because is easier by that way.

	4 - Observational Tasks
Q).  State some principal advantages of using the DHCP service in network infrastructures.
- avoid IP address duplication
- reduce error of configuration
- make easier the task of Network administrators.

Q). With the aid of diagrams, explain the 4-stage process involved with assigning DHCP Clients with IP addresses. You should describe the stages that both client and server enter, and the processes involved.
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Q).  What are some of the potential threats/dangers that could occur when using a DHCP service?
Because there is not secure mechanism for client authentication on DHCP server it permits unauthorized devices to connect to the network and obtain access. In some cases, it may want to make it easy for devices to access a network, for example a free wireless access point.



	5 - Observational Tasks.

	Q1) Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests?
The goal of DNS is to resolve a fully qualified domain name (FQDN) to an IP address. This process is named resolution.
The recursive query demands a name resolution or the answer it cannot be found the recursive query is between DNS client and the DNS server. On the other hand, the Iterative query is between a local DNS server and other DNS servers. The iterative query does not demand a name resolution, which means other DNS servers may provide a name resolution if they know or simply respond with a referral.

Q2) Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network)?
Root int is also a server that the is first contacted in order to start resolving a DNS request. On most networks you never need to configure the root hint servers.  

Q3) We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:
(1). What is the exact FQDN for this host?
  - subcontA. nwtraders.msft 

(2).  Illustrate how the Domain Name System breaks up this FQDN into Host                                                      Domain Namespace.

Q4) Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains. What important factors/characteristics do we need to be aware of?
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