Basic digital safety

By protection your sensitive information online with strong and unique passwords you make it harder
for cyberattacks and online hackers to take your personal information.

Two factor authentications

setting up 2FA (two factor authentication) is not only an additional security method it also prevents
hackers from accessing your data even with your password as they would need to verify your two
factor authentication key.

Harmful links

links with harmful software are a way hackers get sensitive information such as your address and
sometimes even access to your personal devices, therefore making sure you double check which links
you click is crucial to stay safe online, always verify the links originality.

phishing is the correct term to describe links which steal personal data from people.

Cloudflare ‘what is a phishing attack?’ available at-

Learning Center

Backing Up Your Information

backing up sensitive and private information is very helpful as storing your valuable information
either through external USB hard drives or internal storage services such as iCloud ensures you have
back ups of your personal information in the case that you loose it.

Tips

e using a password manager helps you find your passwords easier causing you less stress.

e make sure your softwares and daily applications are updated as they hold important
security updates that help you keep safe.

e be careful what wifi you connect to.



