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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

My Report:

The initial version of IPv4 (Internet Protocol Version 4) was first created in the 1970’s by the United States Department of Defense. It allowed numbers to be mapped to devices and built a means for information to route from one number to another. The protocol standard for IPv4, RFC 791 was then published later in 1981. [1] With the rapid increase of internet usage globally in the years that followed, address space was destined to become limited under IPv4. [1]

The IETF (Internet Engineering Taskforce) began developing standards and protocols that would eventually become IPv6. This would eventually phase out IPv4 as the internet expanded and more and more addresses were needed. [1]

An IPv6 address is 128 bits long and split into eight different groups each comprised of 16 bits. The address is split in two, the first part being a network component comprised of 64bits. This part is used for routing and the second part, also comprised of 64 bits, is used to identify the interfaces network address. This part is referred to as the node component. The network node does not have to always follow this format, it can be split further, into a block of 48-bits, used for global network addresses, leaving 16-bits to be used to create subnets by the users or administrators. [2]

There are three different IPv6 address types available. Unicast addresses which can only be received by one network node, Multicast addresses, which can be send by a multicast to several receivers at a single time and Anycast addresses which was newly introduce with IPv6. Anycast addresses are all shared by numerous nodes. [3]

[bookmark: _GoBack]Global unicast addresses (GUA’s), sometimes also referred to as aggregate global unicast addresses are similar to IPv4 public addresses and are routable on the internet. Global unicast addresses are spilt into three parts, the global routing prefix, which determines the network portion of the address assigned by the provider, the subnet ID, for allocating subnets and the interface ID which identifies the interface on the subnet. [4] Link local addresses are used within an internal network and are valid only on a single link. If a packet carries one it can not be sent to another link. They replaced what would have been private addresses with IPv4. [3] The equivalent to IPV4’s address are now called unique local addresses. Unique local addresses can also be routed whereas link local addresses can not be. [3]

IPv6 released with several new features that were not introduced in IPv4. The main feature of IPv6 was the address format extension from 32 to 128-bits leaving more potential for address creations as users increase. 

IPv6 uses two different mechanisms for address configuration. Stateful dynamic host configuration protocol version 6 (DHCPv6) and a new feature of IPv6, Stateless Address Autoconfiguration (SLAAC). 

Dynamic host configuration protocol is a protocol that automatically assigns IP addresses to each host on the network. It also can assign the subnet mask, the DNS, default gateway and other configurations. For users not as technically abled as others, this defeats the need to have to manually assign the addresses and configurations after locating the IP address information on the computer, as the process can be automated. This also leads to fewer mistakes being made as the IP address configurations must be exact. The downside being security risks as DHCP protocol requires no authentication so sensate information can be at risk. Rouge servers can also be a problem and cause system wide problems. [5]

Stateless Address Autoconfiguration (SLAAC) does not require the user to manually configure the hosts, it only may require a little configuration of routers and does not also require other servers. IT allows a host to create its own addresses using available information that a router will announce. SLAAC is more commonly used when a site is not worried about what addresses hosts use whereas dynamic host configuration protocol will be used when more control is needed over addresses. [6]

IPv6 also simplifies the header in relation to IPv4 as it has a fixed length of 40 bytes which results in much faster processing. This keeps the bandwidth cost of IPv6 down. IPv6 headers work out to being only twice the size of its IPv4 equivalent., even though the actual addresses are four times the size. IPv6 also includes “extension headers” that are only used if they are needed so that packets can be processed quicker. [7]

The network security company Sophos states that IPv6 can run end-to-end encryption meaning that it can establish secure communication that prevents unwanted sources for accessing the information while it is being sent from one place to another, as only the sender and receiver are able to decrypt the information. [8] IP Security, or IPSec, was developed by the IETF and is a standard for protocols between communication points on an IP network. It is used to encrypt application layer data and provide routers with security. IPSec use with IPv6 is mandatory. [9]

Even though there is no official date that IPv4 will no longer be used, more and more companies and sites are moving over to support IPv6 as most of the world ran out of IPv4 addresses between the years 2011 and 2018. [10] 

In summary there are several benefits that IPv6 holds over IPv4. Features that stick out are as follows: It reduced the size of tables used for routing so that there is more efficiency. The simplified packed header also increases efficiency. IPv6 can support multicast so that packets can be send to several places at the same time. It supports auto configuration so there is ease of use and the final being the mandatory use of IPSec which provides data integrity and authentication. Some IPv4 ICMP packets are sometimes blocked by firewalls because they have been known to potentially carry malware. Due to the limitations of IPv4, there will be a natural progression to IPv6 as time develops.

References

[1] 	K. Das, "IPv6," IPNG. [Online]. [Accessed 4 December 2019].
[2] 	M. Rouse, "IPv6 Adsress," IoT Agenda, August (Updated) 2019. [Online]. Available: https://internetofthingsagenda.techtarget.com/definition/IPv6-address. [Accessed 5 December 2019].
[3] 	D. Jacobs, "IPv6 address types," Search Networking, [Online]. Available: https://searchnetworking.techtarget.com/tip/IPv6-address-types. [Accessed 5 December 2019].
[4] 	R. Graziani, "IPv6 Address Representation and Address Types," Cisco, 3 October 2017. [Online]. Available: http://www.ciscopress.com/articles/article.asp?p=2803866&seqNum=4. [Accessed 5 December 2019].
[5] 	Z. Kerravala, "DHCP defined and how it works," Network World, 21 August 2018. [Online]. Available: https://www.networkworld.com/article/3299438/dhcp-defined-and-how-it-works.html. [Accessed 5 December 2019].
[6] 	T. N. T. J. S. Thomson, "IPv6 Stateless Address Autoconfiguration," Cisco, IBM, Toshiba, September 2007. [Online]. Available: https://tools.ietf.org/html/rfc4862. [Accessed 5 December 2019].
[7] 	S. Hagen, IPv6 Essentials, 3rd Edition, O'Reilly Media, 2014. 
[8] 	Sophos, "Why IPv6 Matters for Your Security," Sophos, [Online]. Available: https://www.sophos.com/en-us/security-news-trends/security-trends/why-switch-to-ipv6.aspx. [Accessed 6 December 2019].
[9] 	M. Rouse, "IPsec (Internet Protocol Security)," TechTarget, [Online]. Available: https://searchsecurity.techtarget.com/definition/IPsec-Internet-Protocol-Security. [Accessed 6 December 2019].
[10] 	K. Shaw, "What is IPv6, and why aren’t we there yet?," Network World, 27 Septmeber 2018. [Online]. Available: https://www.networkworld.com/article/3254575/what-is-ipv6-and-why-aren-t-we-there-yet.html. [Accessed 6 December 2019].






Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	E
	172.16.12.0
	225.225.225.192
	172.16.12.1
	172.16.12.62
	172.16.12.63

	A
	172.16.12.64
	255.255.255.224
	172.16.12.65
	172.16.12.95
	172.16.12.96

	C
	172.16.12.97
	255.255.255.248
	172.16.12.98
	172.16.12.111
	172.16.12.112

	F
	172.16.12.113
	255.255.254.255
	172.16.12.114
	172.16.13.112
	172.16.13.113
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