Part 1
Task 1
Stuxnet attack
The Stuxnet attack was a major cyber-attack that occurred in 2010. The attack was described as a ‘the world’s first digital weapon’ and was capable of destroying the uranium enrichment plant in Iran. The malware was targeting the centrifuges in the plant and by manipulating the German built systems was able to change and effect the centrifuges [1]. Stuxnet would enter the system viva the use of a USB pen. Stuxnet will then search the system to see if the system is linked to the centrifuges that help enrich the uranium. If the system is not connected to the centrifuges then the hack does nothing to that system, making the hack undetectable. Once the hack compromises the correct system it will exploit the vulnerable software with the use of 0-day attacks that no security experts no what vulnerability it is Then Stuxnet will have control of the operations in the uranium plant, the hack will allow a hacker to have control of the plants centrifuges and could potentially cause mass destruction on the plant [2].
Marriott data breach
The Marriott data breach was a hack that could have exposed hundreds of millions of customers passport details and credit card details. The hack occurred in 2018 on the 8th of September and a defensive security tool on the system in Marriott picked up suspicious activity across the guest network [3]. According to tech crunch there was a second breach which occurred three years after the first hack and the new hack stole 5.3 million guest records that include very personal and sensitive information [4]. The guests data was compromised on the 31st of march 2020 and hackers used the credentials of two employees to get access  to the internal network [5].
United Nations data breach
The united nations data breach consisted of hackers gaining access to 42 U.N servers across the world and compromised those 42 servers and had access to sensitive information. The hack consisted of exploitation of a Microsoft share bug that had a big vulnerability that allowed attackers to download huge amounts of data from the servers. The attackers downloaded 400 gigabytes of sensitive data from the servers which they comprised [6]. The news of the hack was kept hiding from the public view because of staffs and organisations details being put at risk. The attackers managed to gain access and copy over staff personal and sensitive details [7].
Microsoft customer support database breach
The Microsoft customer support database breach occurred in December 2019 and consisted of hackers gaining access to servers which stored data on customers and contained 250 million entries that included emails, IP addresses. The vulnerability was found on a Microsoft azure security rule [8]. The information that was stored in the servers consisted of only emails and IP addresses and not vital financial records. But still the attackers now have stored emails and IP address that can cause customers to get attacked.
Lifelabs data breach
The Lifelabs data breach was the largest data breach in the Canadas history of data breaches. The breach consisted of hackers targeting customers information within the company. The company holds data on almost half of the country’s population. And 40% of the people living in Canada were affected. The information that was exposed included medical details, personal information such as names and addresses. The hack caused 1.4 billion dollars’ worth of damage in lawsuits [9].
Industry Vulnerabilities
The major Internet of things exploit that can cause major vulnerabilities in industry networks are mobile phones and portable laptops that can carry viruses and once connected to a network and spread like wildfire. Wireless networks are one of the hardest networks to harden against cyber-attacks because of the constant adding of new unknown devices to the network. With little monitoring of devices on a wireless network it’s a big hole for attackers to get into [10]. For example, the biggest vulnerabilities in industries is weak passwords that are easy to guess. These password for example could be ‘admin’ or ‘Password123’. Also, the use of outdated and insecure software’s and hardware’s will create huge vulnerabilities in different industries [11].
Energy system vulnerabilities
Some of the biggest hacks are targeting big energy systems such as power plants or the national grid. For example, in the 2009 there was a cyber spy that inserted malware from an IOT device into the national power system in America. If the malware was successful then it would shut down the power grid causing mass panic [10].
Healthcare vulnerabilities
Current day cyberattacks are not only targeting major companies and countries but the health care systems in the countries. Major vulnerabilities have been found in recent years. For example, the massive ransomware attack that occurred in 2017 called ‘Wanna cry’ which target the major healthcare system in the UK called the ‘NHS’. In 2017 there was a major cyber attach that took out major systems across the UK linked the NHS. This attack caused mass panic and cancelations of major treatments and surgeries. The attack worked by encrypting the files on the systems, then making the users pay a ransom in bitcoin to get their files back. But if they did not pay then all the files will be wiped from the system. This caused mass panic in the management teams in the NHS with the risk of all patients details being wiped and lost for ever [12]. A major IOT device that is hackable is a implantable Cardiac Device that helps a patients heart pump blood around the body. In 2018 there was vulnerability found that could of caused loss of life and was patched immediately [13].
Government vulnerabilities
Governments around the world are some of the major targets for big cyber-attacks due to importance of the governance in countries across the globe. Vulnerabilities such as insecure data transfer across a network could be one of the major vulnerabilities in government buildings. Confidential files could be intercepted across the network and leaked online. Also the lack of device management in public places will cause a huge vulnerability into the public [11].
thoughts on the Stuxnet attack
My thoughts on the Stuxnet attack is that the attack is very scary. So much destruction can be caused through the push of a button makes me realise how close and vulnerable big power plants are to the brink of destruction. If the attack changed the centrifuges controls, then there would be massive consequences.

Analysis of the Microsoft customer support attack
The victims of this attack were the customers using Microsoft support. Personal information such as email addresses, IP addresses and cases numbers and resolutions were leaked onto the internet and dark web. The attack happened int December 2019 and was exposed on December the 29th. The targeted systems where the servers which Microsoft held data about the customers support cases. The attackers were out to gain access to personal information and then that could lead into identity theft. The outcome of the attack was 250 million entries of data that included emails, IP address and support cases were exposed and stolen. The vulnerability was Microsoft azure security rule that had and exploit that attackers could use to get access to the servers. Microsoft patched the vulnerability the next day by changing the rule.
Part 2 
Certifications
1. CEH – Certified Ethical Hacker (EC-Council)
2. CompTIA Security+(CompTIA)
3. Cisco Certified Network Professional Security (CCNP) 
4. Certified in Risk and Information Systems Control (CRISC)
5. Certified Information Systems Auditor (CISA)
6. Certified Information Systems Security Professional (CISSP) 
7. Cisco Certified Network Associate Security (CCNA)
8. Computer Hacking Forensics Investigator (CHFI) 
9. NIST Cybersecurity Framework (NCSF)
10. Certified Cloud Security Professional (CCSP)

CEH
The certified ethical hacker is a must have certification that helps show employers that you have the skill to help protect them against cyber criminals. The certification shows that you have the ability to be an ethical hacker, this includes: reconnaissance, enumeration, gaining access, maintaining access and cover tracks. The courseis highly recognisable by employers. You must have experience of security either through education or work. The exam costs $1,199 and $950 with an ECC voucher. The course highly recommends training before sitting the exams [14].
CompTIA Security+
The CompTIA Security+ certification is a well-known vendor neutral certification that is recognisable across the world. The certification requires 2 years of working in a security environment and recommends people to get the network+ certification first. There is one exam, and it is 90 minutes long with a pass of 75% and above. The exam costs $339 and discounts can be found online. The training can be done through the CompTIA website or on Udemy [14].
CISSP
The certified information systems security professional certification is one of the hardest certifications to achieve due to the experience and certifications needed. To get the certification there is five years of work experience needed in certain domains. The CISSP course cost $699 and can be learned through online courses and lectures [14].

Positions available
There were 20 jobs listed in the last two weeks in my area (Merthyr Tydfil), most of the jobs were in Cardiff and Newport. The salaries were ranging from £40,000 - £60,000 per year. The qualifications required are university degree or similar, work experience and some jobs you must be SC cleared. Certifications such as CCNA, CompTIA security+ and CEH are recommend having to better the chances of getting the job [15].

Online Resources
Websites like hack the box or tryhackme are lab-based environments that allow users to test their skills online on vulnerable virtual machines. Challenges like capture the flag, XSS attacks, using Metasploit to gain access to windows machines. Using Wireshark to monitor traffic and burpe to exploit web servers.
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