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Abstract
The introduction of the Internet of Things has led to a rapid growth in the number of smart products on the market. These are often combined to create a ‘smart home’ In this report, the author researches the IoT, home automation and the main platforms currently available in the market. The author subsequently outlines their own interpretation of a smart home. Finally, conclusions are drawn based on the knowledge gained from the research and smart home implementation.
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[bookmark: _Toc44515912]Introduction
The introduction and growth of the Internet of Things (IoT) has led to automation and ‘smart homes’ being more accessible and attainable to the public. This report outlines research into the IoT, home automation, and the current marketplace, followed by the author’s own interpretation of how a smart home could be implemented and the conclusions they have drawn from their research and implementation.
[bookmark: _Toc44515913]Research
[bookmark: _Toc44515914]Internet of Things
The adoption of the IoT has created numerous new product categories, and revitalised existing categories. Devices and appliances that would have previously been standalone now have internet connectivity built-in, allowing additional functionality and convenience. 
The large number of devices now connected to the internet has created concerns regarding security and privacy. These concerns are applicable to individuals and the wider economy alike [1]. The number of IoT devices provides a large ‘attack surface’, not helped by the poor security implementations of some devices [1]. These vulnerabilities can be used to compromise the security of individuals or for larger scale attacks. One example of these attacks is Mirai in 2016 [2]. Mirai is a self-propagating worm that creates a botnet using vulnerable IoT devices that are controlled by a set of centralised command and control (C&C) servers [3]. In October 2016, a Distributed Denial of Service (DDoS) attack was orchestrated against Dyn [4], a Domain Name System (DNS) provider that serves high-profile sites including Netflix, Reddit and Twitter [2]. It is estimated that over 600,000 IoT devices were enslaved by Mirai at its peak in November 2016 [3]. 
Governments have begun implementing legislation and guidance for IoT device manufacturers in recent years in an attempt to reduce the security risks [5][6]. The Department for Digital, Culture, Media & Sport introduced a Code of Practice for the United Kingdom in 2018 [7]. The guidance is intended for IoT device manufacturers and service providers, application developers, and retailers. It sets out thirteen guidelines, including three key guidelines of no default passwords for IoT devices, implementation of a vulnerability disclosure policy for reporting security vulnerabilities, and up-to-date device software with an ‘end-of-life’ policy that indicates how long the device will receive updates [7]. Consultation on regulatory proposals was carried out in 2019, drawing on the Code of Practice and [8] a standard that is being transposed into a European Standard [9]. The regulation was brought into force in January 2020, with the three key guidelines from the Code of Practice being included [10].
Privacy is also a widely discussed topic relating to the IoT. IoT devices generate vast amounts of data, with the International Data Corporation (IDC) estimating that IoT devices will generate 79.4 zettabytes of data in 2025 [11]. It is the responsibility of the service providers to ensure data security. Regulation, such as the European General Data Protection Regulation (GDPR), includes the IoT in its scope, and service providers must comply accordingly [12]. Concerns were raised in 2019 when it was widely reported that staff at Amazon were reviewing audio recordings collected from users’ Echo devices [13]. These recordings were associated with the specific user and device [13]. This also raised ethical concerns, as staff reported hearing potential sexual assaults but were advised not to intervene [13]. Google and Apple, who provide equivalent services, carried out similar practices but anonymised the recordings [13][14]. The three companies came under scrutiny from privacy watchdogs, resulting in Amazon allowing users to ‘opt-out’ of their recordings being reviewed, and Google and Apple halting the practice [15].
[bookmark: _Toc44515915]Home automation
Home automation was present in various forms prior to the IoT, with the term ‘smart house’ being coined by The American Association of House Builders in 1984 [16]. Home automation in the current climate often focuses on convenience, security, and energy efficiency [16]. Companies like Amazon and Google have created platforms that allow devices from myriad vendors to integrate with one another. These platforms make it straight-forward for the consumer to build a home automation system that meets their requirements. The user can use various events to trigger actions like switching on lights or playing music. Other software platforms, like IFTTT (If This Then That), can extend functionality further by allowing integration with other services (for example, logging in a spreadsheet stored on a cloud platform each time the heating system is activated). 
A wide range of events and devices can be used to trigger actions, including motion and temperature sensors, cameras, voice activation, geolocation, and date and time. These can be used individually or in combination to activate a workflow which may contain one or more actions. This automation increases convenience, particularly for users with mobility and dexterity issues. It also provides the opportunity to improve the physical security of the home. An often-used example of this is leaving the house lighting on a schedule when the house is empty to give the impression of the house being occupied, in turn deterring burglars [17]. The energy consumption of the home can also be reduced through automation. Systems can be disabled when they are not required. A common example of this is using geofencing turn a central heating system on or off based on the user’s location [18].
[bookmark: _Toc44515916]Market research
Numerous companies have introduced ‘ecosystems’ with ‘smart assistants’ in recent years [19]. These are often launched with ‘smart speakers’ that allow the user to interact with the assistant using voice commands. 91.5% of the U.S smart speaker market in January 2020 was split across four vendors [20].Of these four vendors, Amazon and Google held the largest shares (53.0% and 30.9% respectively), with 97% of the other smart speakers on the market also using either Amazon Alexa or Google Assistant as their assistant [20]. 
The three main smart home ecosystems are:
· Amazon Alexa;
· Google Assistant; and
· Apple HomeKit.
HomeKit was released in September 2014 as part of iOS 8 [21]. Alexa was made available to consumers shortly after in November 2014 [22]. Google Assistant was released two years later [23]. There are more IoT devices that are compatible with the Alexa and Google Assistant ecosystems than HomeKit [24]. One reason may be the greater cost of HomeKit accessories. Smart speakers that use Alexa and Google Assistant are available at a much lower price point than the Apple HomePod (see Appendix A), the only dedicated smart speaker that is HomeKit enabled [25]. Apple also have more stringent requirements for HomeKit accessories. Device manufacturers must be enrolled in the MFi Program [26], and until 2017 devices had to have Apple-sourced hardware for encryption and authentication [27]. The advantage to this approach is it guarantees a certain level of security and quality for the devices. Amazon’s ‘Works With Alexa’ certification is not mandatory for Alexa compatible devices [28], and pre-approval is not required for using the ‘works with Google Assistant’ branding [29]. However, Alexa Skills and Google Assistant Actions, the voice applications that carry out the users’ commands, are required to go through a review process prior to deployment [30][31].
The Connected Home over IP working group was formed in December 2019. It plans to create an open-source connectivity standard for IoT devices with a focus on security and greater compatibility between devices. Notable members of the group include Amazon, Google, Apple and the Zigbee Alliance. The project aims to make it easier for vendors to create cross-platform devices. The group intends to release a draft specification in late 2020 [32].
[bookmark: _Toc44515917]Implementation
The author has created a simulation of a smart home using Packet Tracer 7.3. Functioning simulations for the various sub-systems have been implemented where possible, with descriptions given for functionality that cannot be simulated in Packet Tracer. Programming of devices uses JavaScript as the language. Notes in the Packet Tracer file indicate how the sub-systems can be triggered for demonstration. Some sub-systems have devices connected to the wireless network and controlled via the IoT registration server, with the others using physical connections to Micro Controller Units (MCUs) which handle the logic. The conditions on the IoT server can be found in Appendix B. 
Sub-systems using wireless and the IoT server can be more easily expanded and adjusted by the end user than the alternative. The following sections will outline the sub-systems in the smart home.
[bookmark: _Toc44515918]Network
A simple network has been simulated, comprising a switch, router, a server providing Dynamic Host Configuration Protocol (DHCP) and IoT registration services, a Wireless LAN Controller (WLC) and two access points (APs). External access is provided via a cable modem that connects to the router through a firewall. The WLC is configured to broadcast two Service Set Identifiers (SSIDs) from each AP; one for IoT devices, and one for other wireless devices. Although not configured in this simulation, the SSID for IoT devices would ideally be configured on a different Virtual LAN (VLAN) to separate IoT traffic from other traffic. This would provide an additional layer of security should an IoT device be compromised.
The security configuration in the simulation is basic for the sake of simplicity. In reality, complex, separate passwords would be used for the SSIDs and IoT registration server access. The IoT SSID would also be obscured. There would be additional credentials separate to the administrative credentials on the IoT registration server. These would be specifically for the IoT devices to connect to the server and would have only the permissions necessary for their functionality. 
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This sub-system is a safety system, and therefore uses physical connections between the components to reduce response times and increase reliability. The MCU is programmed to open enable the security camera the window to vent the gases if the CO2 level is too high.
[bookmark: _Toc44515920]Fire suppression
This is another safety system that uses physical connections for the reasons given previously. The fire sensor detects fire and turns on the sprinklers and fire alarm.
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This sub-system is for convenience, and therefore is not as time critical as the safety systems. The devices are all connected to the wireless network and registered with the IoT registration server. The lighting is turned on if it is dark outside and motion is detected.
Functionality not demonstrated in the simulation would include date- and time-based lighting schedules, and remote access to control the devices via the internet. In addition, the lighting system could be used to alert the occupants of other events in the building (for example, flashing the lights when the doorbell is activated). 
[bookmark: _Toc44515922]Heat and ventilation
This is another system for convenience, with all devices registered with and controlled by the IoT server. The heating, air conditioning and ceiling fan are control based on temperature.
Functionality not demonstrated in the simulation would include date- and time-based schedules, and remote access to control the devices via the internet. Geo-location could also be used to reduce running costs by only running the system when the house is occupied. In cases when the house is unoccupied for longer periods, the heating system could be triggered at lower ambient temperatures to prevent water pipes freezing. 
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This is system is for convenience and safety. The smoke management element of the system is controlled via logic on the MCU, the motion-based functionality being controlled via the IoT server. The garage door is opened if the smoke sensor detects excessive CO2 levels. The garage lighting and security camera are enabled when the door is open to provide additional security. 
This system also contains a device representing an electric car battery that is charged from a solar power sub-system. Further information of the solar power sub-systems can be found later in this report.
[bookmark: _Toc44515924]Sprinkler
This is a convenience system controlled via the IoT server. The water sprinkler is turned on if the water level is under 1 centimetre, the visible light level is under 35% and outside temperature is over 2oC. This is to prevent the grass being scorched and to prevent the system running when the water supply pipes freeze. 
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The front door system is made up of further sub-systems: door locking, doorbell, and lighting. The door locking system uses the IoT server for control, whereas the other two systems each have their own MCU. 
The lighting system MCU turns the light on if motion is detected and the ambient light level is low. The security camera is also turned on, regardless of ambient light levels. Both the camera and lighting remain on for five seconds after the motion detector turns off.
The doorbell MCU turns the speaker on for a short period when the doorbell is pressed. It also turns on the camera for five seconds. 
Functionality not demonstrated in the simulation would include notifications being sent to the home owner’s smartphone when the doorbell is activated, with them being able to view a video feed of the person at the door and interact with them via a microphone and speakers.
[bookmark: _Toc44515926]Solar
There are two solar sub-systems, each with one photovoltaic panel charging two batteries. One sub-system powers the house lighting and heating and ventilation systems, whilst the other powers the garage system. 
Functionality not demonstrated in the simulation would include a Battery Management System (BMS) designed to keep the batteries in an optimal state and prolong their lifespan. This system could also charge the batteries with electricity from the grid on an off-peak tariff to reduce energy costs. 
[bookmark: _Toc44515927]Other non-simulated functionality
The simulation does not give a demonstration of an external web-based system for controlling the automation. The author envisages that all IoT devices would be linked to a cloud-based service such as Amazon Alexa, Google Assistant or Apple HomeKit. This would provide functionality like using voice commands or grouping sub-systems together for better integration. It would also provide the remote access mentioned previously in this section, allowing the user to alter configurations and trigger events remotely.
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The author believes the benefits afforded by creating a smart home outweigh the disadvantages. Potential security and privacy concerns can be mitigated by choosing devices and services from companies with reputations for acting responsibly regarding these issues. Widespread adoption of smart homes could result in reduced energy consumption, and there is potential in the future for integration smart homes with one another to create smart cities. This could be another avenue of research in the future.


[bookmark: _Toc44515929]Glossary
	Acronym
	Term

	AP
	Access Point

	BMS
	Battery Management System

	DDoS
	Distributed Denial of Service

	DHCP
	Dynamic Host Configuration Protocol

	DNS
	Domain Name System

	IoT
	Internet of Things

	LAN
	Local Area Network

	MCU
	Micro Controller Unit

	SSID
	Service Set Identifier

	WLC
	Wireless LAN Controller
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I IoT-OutsideTemp Temperature <= 2.0 °C
[Match all:
" [Set ToT-HouseLighting2 Status to On
Edit || Remove [ves [tndoor motion on I IoT-HouseMotionSensor On is true p
| ToT-Houselightsensor Light is false Set LoT-HouseLighting3 Status to On
[Match any:
" ISet 10T-HouseLighting2 Status to Off
Edit || Remove [ves ltndoor motion off |+ ToT-HouseMotionSensor On is false et LT Hovaeligntings Status to Off
I IoT-HouselightSensor Light is true
Edit || Remove [ves (Card reader [loT-CardReader Card 1D = 1001 [Set ToT-CardReader Status to Valid
Edit || Remove [ves lunlock door [loT-CardReader Status is Valid [Set 10T-FrontDoor Lock to Unlock
Edit || Remove [ves lLock door lloT-CardReader Status is not Valid [Set 10T-FrontDoor Lock to Lock





