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Abstract

This report sets out a risk-based cybersecurity and data-governance policy for the combined IT and OT environment of SteelForm Manufacturing Ltd’s (SFM) sites. This solution is based on the CIA triad and the best practice of ISO/IEC 27001:2022, combined with the six functions of NIST Cybersecurity Framework (CSF) 2.0. Priority measures are set out to protect SFM’s IT and OT systems from current and future threats. An authoritative asset inventory, IT/OT segmentation via an industrial DMZ, MFA, least privilege, EDR, controlled supplier access, immutable backups, security monitoring, and a rehearsed incident-response process are proposed as priority measures. In addition, a role-based awareness program would support compliance. A phased implementation approach would protect availability and safety, while also providing the SFM board with measurable assurance of the company’s cybersecurity and data-governance controls.
1. Introduction
The processes and operations of this industry can now be improved with respect to quality, visibility and throughput. However, an attack on a connected factory can affect physical processes and systems as well as information systems. Thus, NIST OT security is defined and framed within the context of and against the background of performance, reliability and safety requirements [1]. This is why information about SFM’s custom designs for specific applications, customer information for aerospace and automotive, information about SFM’s employees, SFM’s process recipes, information about SFM’s production and availability, are all highly valuable to financially motivated criminals, industrial spies and compromised suppliers. The 2025 Data Breach Investigations Report found that third-party involvement increased to 30% and vulnerability exploitation increased by 34% [2]. Suppliers as well as technical weaknesses need to be controlled.
Reducing risk to a board-approved level and safely recovering from a breach is realistic for SFM, a medium-sized company. An information-security management system (ISMS) is provided by the standard for managing information security, ISO/IEC 27001. The standard for cybersecurity for organizations, NIST CSF 2.0, organizes the 5 outcomes of Govern, Identify, Protect, Detect, Respond and Recover. Business impact for the CIA triad is expressed by confidentiality for designs and personal data, integrity for SFM’s bills of materials, sensor readings and machine parameters, and availability for production and customer delivery.

2. Threat Identification and Risk Evaluation

Ransomware and other malware delivered via phishing emails, exposed remote services, and unpatched systems that can allow theft of credentials for procurement-related purposes are examples of external threats. These types of threats can cause significant disruption and can cause loss of data and availability, as well as threats to integrity, safety, and security. Business-email compromise to procurement functions is also a threat. Insecure IoT firmware and default passwords can cause threats such as denial-of-service (DoS) attacks to cloud-based production services. These types of threats can also cause threats of industrial espionage and threats to the supply chain via malicious activities to software and services provided by vendors for remote maintenance. A flat network can allow an infected office endpoint to move laterally into OT. The greatest threat to a company is typically from within. This can be from an individual trying to cause harm or simply making mistakes that can have serious consequences. For example, an employee may copy designs and try to use them for their own gain or an administrator may take advantage of the excessive privileges that they have been granted. There are also threats from using unsafe removable media, using weak passwords, a misconfigured firewall, unauthorized use of unapproved cloud storage, not applying available patches, and contractor accounts that have been left active. The course material pointed out that users are a frequent weakness. While it is easy to blame the individual for the problem, the organization’s governance must make it easy for users to complete secure tasks and also detect and respond to any errors that do occur. To assess risk, the likelihood of a threat occurring is multiplied by the business impact that the threat would have. The business impact is assessed based on the CIA triad as well as safety, legal, contractual and other business needs. The organization’s ability to recover from a threat is also assessed.

	Threat
	Threat Source
	Main Impact
	Risk Level
	Priority Treatment

	Ransomware and malware
	External
	Loss of system availability and exposure of confidential information
	Critical
	Implement MFA, EDR, IT/OT network segmentation, and immutable offline backups.

	Phishing and invoice fraud
	External
	Disclosure of confidential information and financial loss
	High
	Apply email security controls, staff training, and independent callback verification.

	Unauthorised OT access
	External and internal
	Loss of system integrity, safety incidents, and production downtime
	Critical
	Implement an industrial DMZ, RBAC, a secure jump server, and continuous monitoring.

	Supplier compromise
	Third-party suppliers
	Compromise of confidentiality, integrity, and availability
	High
	Conduct supplier due diligence and apply restricted access, MFA, and activity logging.

	Human error or system misconfiguration
	Internal
	Loss of system integrity and service availability
	High
	Apply formal change control, peer review, secure baselines, and staff training.

	Data exfiltration
	External and internal
	Exposure of intellectual property, contractual violations, and reputational damage
	High
	Apply data classification, DLP, encryption, least privilege, and access monitoring.



      Table 1. SFM qualitative risk register (risk should be reassessed after controls).

3. Security and Data-Governance Policies

Governance policy. The Board ‘owns’ cyber risk and sets risk appetite, the IT Security Manager maintains the ISMS and produces a quarterly dashboard, system and data owners ‘accept’ residual risk. Each exception also has an owner and an expiry date. This turns security from an IT only activity into accountable enterprise governance, following ISO/IEC 27001 [3].
Asset, access and acceptable-use policy. SFM will maintain an inventory of IT, OT, IoT, cloud services, data flows, owners, firmware, criticality and support status. Every user will receive a unique identity, will be granted least privilege and be given role-based access to systems and services. MFA will be mandatory for access to cloud services, email, administration systems, VPNs and suppliers’ systems and services.
Data-governance policy. SFM will classify all Data as Public, Internal, Confidential or Restricted. Engineering designs and customer technical information (including credentials) are to be classified as Restricted and therefore only stored on approved assets, shared in accordance with approved sharing rules and with approved retention schedules in place. All Confidential and Restricted information is to be encrypted in transit and at rest. Information to be disposed of must be disposed of in a verifiable manner. UK GDPR principles for processing personal information are that such information is processed in a lawful manner, with a specified purpose, and the information minimised to that which is necessary. Such information must be accurate and up to date, and not stored for longer than is necessary.
Technology, supplier and resilience policy. The SFM Technology policy outlines minimum technology controls to support safe working practices. Change policy, secure configuration, vulnerability management, logging and backup policies are all detailed within the Technology policy. OT systems are patched during approved maintenance windows after testing for any adverse effects. Where patching would create unacceptable risk, compensating controls such as isolation, application allow-listing and monitoring are documented. Supplier policies outline minimum controls to be adopted. Incident notification, audit support, use of named accounts and restricted access to assets during approved working hours are all detailed within the supplier policies. Technology backup policies are outlined within the Technology policy. The 3-2-1 approach of offsite backups (either offline or immutable) are tested by restore from backup on a quarterly basis.

4. Mitigation Measures and Implementation

Segregation of the corporate IT network from the guest/IoT network and the industrial OT network is the single most important architectural change. Network segregation for corporate IT, guest/IoT, production support and OT is achieved through firewalls, VLANs and subnets. An industrial DMZ is used for the controlled data exchange with update repositories and a hardened jump server. No direct Internet-to-OT or IT-to-OT routes exist. All rules are of a deny-by-default nature with full source and destination, protocol and owner information along with a documented purpose. NIST guidance for small-manufacturing exists to provide evidence that segregation of this nature is achievable for manufacturers [4]. NCSC guidance on segregation exists to outline how segregation of this nature is used to control traffic and limit lateral movement [5].
MFA, RBAC, Privileged Access Vault, etc. Then for EDR and endpoint/host firewalls, OT application allow-listing, email anti-spoofing, sandboxing of attachments, ‘external sender’ warnings, etc. Scanning for IT applications and servers can be active, for OT systems it can be passive or subject to agreement with relevant vendors. Rapid fixes will be put in place to address critical Internet-facing weaknesses; OT fix can also be subject to constraints / safety checks / impact on production etc. Supplier remote sessions require approval, MFA, use of the jump server, recording and automatic expiration after a defined time. Backups must be created for cloud configurations, servers, engineering workstations, PLCs and machine recipes. Restoration tests must verify the integrity of the data and safe production operation of affected devices. Layered measures are better than one single preventive measure, as a failure of a control measure does not immediately have to turn into a plant-wide incident.
However, this could invalidate support from vendors and cause problems with OT functions that are currently supported on an engineering basis. Therefore, the ranking of vulnerabilities by exploitability, criticality of affected assets, exposure and current controls determines whether a patch is to be put in place during a maintenance window or a time-limited exception recorded.
     
             

	Phase
	Key Actions
	Owner
	Evidence / KPI

	0–30 days
	Complete the critical asset inventory; implement MFA; isolate backups; confirm incident contacts.
	IT Security
	Asset coverage; successful restore test; completed contact drill.

	31–90 days
	Segment IT and OT; implement EDR and email controls; review privileged access and suppliers.
	IT / OT
	MFA and EDR coverage; firewall-rule review completed.

	3–6 months
	Deploy OT monitoring; establish the vulnerability-management cycle; deliver role-based training.
	Security + HR
	MTTD; overdue vulnerabilities; training completion and results.

	6–12 months
	Conduct incident-response exercises; complete an ISMS audit; implement the improvement plan.
	Board Risk Owner
	Exercise and audit actions closed; residual risk formally reviewed.


Table 2. Phased implementation balances rapid risk reduction with operational feasibility



5. Continuous Monitoring and Incident Response
SIEM Correlation – Identity, Firewall, VPN, Email, Endpoint, Cloud, OT (selected sensors). Passive OT sensors monitor for unusual activity such as new assets, unusual communications, unauthorised changes to logic etc. All without the risk of active probing. Priority alerts are raised for repeated MFA failure, new privileged accounts, protection disabled, mass file modification, unexpected IT-to-OT communication, supplier access outside approved window etc. Retention requirements will vary based on contractual, privacy and investigation requirements etc. The NCSC recommend continuous monitoring between all segments to validate policy and identify any potential compromise or misconfiguration [6].
The incident response process involves preparation, detection and analysis, containment, eradication, recovery and lessons learned. NIST SP 800-61 Rev. 3 provides a good basis for such a process [7]. The Security Manager will act as the incident commander and ensure that an OT lead is involved to ensure that any actions taken against the OT are appropriateOT systems can then be reconnected to the rest of the plant, once the OT engineering team have validated the plant configuration to ensure that it is still intact and safe to operate. Legal, data-protection, customer and insurer notifications will then need to be made in line with the communications plan for the incident. Personal-data breaches that are reportable under the Data Protection Act 1998 require notification to be given to the affected individuals within 72 hours of becoming aware of the breach where it is reasonably possible to do so [8].
The severity levels ensure that the response plan is used as intended. Low severity incidents are handled using normal support procedures. Incident of suspected credential compromise / malware infection is investigated by security. OT manipulation, widespread ransomware, safety incidents and large scale data loss incidents are classified as critical and respond using the crisis team. The incident response process targets the following metrics: mean time to detect, mean time to contain, percentage of critical severity alerts that are investigated within the agreed service level, restore-test success and number of overdue corrective actions. These are reported on a quarterly basis to the board, showing trends and any remaining risk.


	Detect
	Validate
	Contain
	Eradicate
	Recover
	Improve


Figure 1. SFM incident-response flow; OT safety authority is maintained throughout.

6. Training and Awareness Programme

The Training and Awareness Programme covers all security aspects such as passwords and MFA, phishing, data classification, removable media, physical security, secure remote work and immediate incident reporting. For Procurement the quarterly exercises on invoice fraud, supplier impersonation and callback verification are held. IT and OT administrators receive technical training on secure changes, privileged access, logging and evidence preservation. 
Phishing simulations are conducted on a quarterly basis. They are progressively more realistic and are always conducted within the scope of realistic scenarios. Immediate feedback is provided to employees regarding their actions during the simulation. The following measures are tracked and analyzed in order to measure the success of the training: 100% mandatory completion of the training, phishing click rate below 5%, reporting rate above 70%, time to report, repeat-failure rate, and closure of exercise actions. CISA’s performance goals for email security can be met through recurring training and email security exercises that reduce common email threats [9].
HR will track completion by staff members. Line managers guarantee protected time for learning by their staff members. The Security Manager monitors results of the training. All contractors complete relevant training before access is granted to them. Relevant training is reviewed after incidents and training exercises, to transform emerging threats to email, such as new types of phishing, into new training scenarios. Instead of one long annual session of training, consisting of a presentation to staff members, short training sessions are repeated frequently. Staff members must also be made to believe that reporting of incidents, even those caused by mistakes, is valued and will be dealt with promptly, in order to avoid any fear of possible punishment, which could lead to delays in containment of a possible breach, and could turn a minor phishing incident into a serious security breach.
7. Conclusion
First and foremost, in connected production (very valuable engineering information) with weak identities or pathways, the biggest risk for SFM is the current state of affairs. Good governance, based on ISO/IEC 27001, NIST CSF 2.0 and the CIA triad, is a good starting point, but good implementation is key. In the first place, the most critical attack paths must be reduced. Next, attention must be paid to OT safety and availability. This is followed by IT/OT segmentation, endpoint- and email-controls, controlled supplier access and OT-aware monitoring. In order to create a security culture, role-based training and measurable exercises are necessary. A phased approach as described above is realistic for a medium-sized manufacturer.
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