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[bookmark: _Toc229267831]1. Introduction
Digital forensics is one of the most dramatic and impactful changes in applied computing. The field, which draws from science and law principles of recovery and examination of electronically stored information, has grown from the backroom lab to an essential tool used throughout law enforcement, national security, corporate governance and civil litigation. Digital Forensics is now the focal point of investigations to determine the accountability of an organisation in relation to rights, wrongs and the law, as a result of the increasing complexity of commerce, communication and critical infrastructure that is being digitised, and the increasing complexity of cybercrime. This report provides an overview of the current situation, tools that support investigative practice, how investigative practice relates to cybersecurity operations, trends that affect the future of investigative practice, challenges that limit investigative practice, and career opportunities in national and international investigative practice.
[bookmark: _Toc229267832]2. Current State of Digital Forensics
Digital forensics is a procedural and established science but is in great need of pressure from the speed of technical change. International standards such as ISO/IEC 27037:2012, Digital Evidence Handling, offer investigators a set of rules for acquisition and preservation process, thus giving an abundance of consistency to the evidence presented in court [2]. Even with this maturity, forensic methodology has been found lagging behind new evidence environments, especially the Internet of Things (IoT), ephemeral mobile applications, and encrypted cloud storage. Today, there are multiple sub-domains of the field, including disk/ file system forensics, mobile device forensics, network forensics, memory forensics, and the newly established cloud forensics and IoT forensics. Another evolution in structure has been the emergence of the Digital Forensics and Incident Response (DFIR) model, which brings the forensic method into the current phase of a security operation instead of just using it for investigation as a post-factum process [4].
[bookmark: _Toc229267833]3. Forensic Tools: Features and Capabilities
The choice of tooling is greatly important in a forensic investigation. A single platform is not usually sufficient for effective case work – a variety of platforms are required to meet the needs of different types of evidence for acquisition and analysis [3]. The following table (Table 1 below) summarizes five commonly used tools that are deployed in each of the major forensic sub-domains.
Table 1: Core Digital Forensic Tools - Main Use and Key Capabilities
	Tool
	Main Use
	Key Capability

	Autopsy
	Disk forensics
	File recovery, timeline analysis, keyword search, hash verification

	FTK Imager
	Acquisition
	Forensic imaging, write-block support, MD5/SHA-256 hash generation

	Cellebrite UFED
	Mobile forensics
	Mobile extraction, app artefacts (WhatsApp, Signal), GPS data

	Volatility
	Memory forensics
	RAM dump analysis, malware and rootkit detection, process artefacts

	Wireshark
	Network forensics
	Packet capture, protocol dissection, traffic stream reconstruction



Autopsy is the key open source tool for disk-based analysis, and known for being extensible with plugins and expanding to accommodate cloud artefacts. Established in most lab workflows, FTK Imager is trusted for its write blocked, hash verified imaging. Cellebrite UFED is the leading mobile extraction tool used in criminal investigations, especially for the decoding of encrypted messaging applications that are commonly found on mobile devices. Volatility is a largely unchallenged position in volatile memory analysis, and is able to detect rootkits or fileless malware that disk-based tools can't. Wireshark is still the essential tool to analyze networks at the packet level and reconstruct network traffic [3][5].
[bookmark: _Toc229267834]4. Intersection of Digital Forensics and Cybersecurity
Digital forensics and cybersecurity have increasingly intertwined to become one of the most significant trends, if not the most important development, in both of these areas. The DFIR framework is a formalized approach that sees forensic method as a part of the incident response process, and vice versa; investigations and containment are not sequential processes [4]. The ransomware and data-theft attack categories were the two most common cyberthreat types in the EU member states, as highlighted in ENISA's report on the Threat Landscape 2024, in line with the operational need of investigators to be able to operate in a live attack environment [6]. In real-world scenarios, forensic timeline reconstruction can help identify vulnerabilities that attackers took advantage of during an incident and help prevent them from happening again, memory forensics can be used to help determine the nature and quality of the malware used during an incident, and forensic rigor ensures the evidence collected during an incident will be legally admissible if criminal charges or civil cases are filed.
[bookmark: _Toc229267835]5. Emerging Trends
The shift of enterprise infrastructure to multi-tenant cloud settings has certainly drawn the most institutional interest and interest in cloud forensics. Nearly impossible to create a standard chain of custody for evidence stored on a cloud computing platform, malleable data retention with providers and the ambiguity of jurisdiction are among the primary problems, which are legal as well as technical is what Malik et al. [5] call them. IoT forensics is another developing field where Ahmed et al. [7] provide a list of the many challenges that can hinder the use of many traditional acquisition tools on a significant percentage of deployed IoT inventories. Machine learning has been shown to have tangible benefits for forensic triage, such as automated classification of logs and detection of anomalies, but how the results obtained by AI can be interpreted in court remains an open question [3]. The investigation of blockchain and cryptocurrency has also grown into a well-known field of investigation; blockchain's immutable properties are considered as proof of crime and as a way to preserve an immutable chain of custody [8].
[bookmark: _Toc229267836]6. Key Challenges
Encryption, anti-forensics and size of data are two significant hurdles in digital forensics. Prohibitive encryption of data on the entire disk and end-to-end encrypted applications can limit access to key evidence, and secure deletion, timestampping and hiding of evidence can lower the reliability of evidence [3][5]. Cloud evidence also raises legal and jurisdictional concerns as data might be located in various countries. Investigators must thus maintain a chain of custody, as well as adhere to privacy and data protection laws [5][6].
[bookmark: _Toc229267837]7. National and International Job Market
Digital forensics is a field that provides excellent career prospects, as cyber incidents continue to be an area where there is a growing need to investigate the incident in a legally sound way. Researchers also reported that there is a lack of digital forensic practitioners in the UK, with 8% of cyber-sector businesses stating that it wasn't an active specialism in their business [9]. Typical positions may be Digital Forensic Analyst, Cyber Incident Responder, Malware Analyst, SOC Analyst and eDiscovery Specialist. Forensic tool knowledge, Windows/Linux artefact analysis, mobile or cloud evidence skills, and scripting and report writing are typical attributes expected by employers [3][9].
[bookmark: _Toc229267838]8. Conclusion
The field of digital forensics has grown into a complex, law-focused, and more interdisciplinary field. Its ability to integrate with cyber security, DFIR, has extended its working area and its growing sub-domains (cloud forensics, IoT forensics, memory forensics, blockchain forensics) have increased its technical requirements. Issues such as encryption, anti-forensics, huge volumes of data and cross-jurisdictional evidence collection are formidable, and will need an equally concerted effort on the legal, standardization and international cooperation fronts to move forward. The technical competencies will continue to be the key factors influencing the performance and trajectory of new practitioners, alongside legal knowledge and ability to clearly communicate investigative information. 
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