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Introduction

Traditional networking SDN separation Security opportunity

Control and forwarding are SDN separates the control plane The controller can collect flow
distributed across network from the data plane and enables information and dynamically
devices, making network-wide programmable network control install forwarding or mitigation
monitoring and coordinated through a controller. [2] rules. [2]

security changes less direct. [2]

 Data plane: OVS forwards packets and enforces flow entries.
 Control plane: OS-Ken processes traffic information and makes security decisions.

* OpenFlow provides the control path between the controller and switch. [3]



Introduction-Continue

Real-time DDoS detection Previously unseen behavior Automatic mitigation

Detect malicious flow behavior Use behavioral analysis and Use OS-Ken and OpenFlow to
using live SDN statistics and a Isolation Forest to identify traffic translate the security decision
trained Random Forest classifier that differs from established into an OVS DROP rule

[5] benign behavior.

 The project evaluates the complete security loop rather than ML accuracy alone.

* Focus: detection — decision — mitigation — verification.



Literature Review

» DDoS attacks target availability by generating excessive or abnormal traffic that can consume bandwidth and
network and service resources [1]

* DDoS is suitable for flow-level analysis because packet rate, byte rate, flow counts and connection behavior
change during an attack . [6]

* SDN provides a programmable point for collecting these flow signals and applying mitigation dynamically [2]

Observable impact Observable signals Research response
Latency and response Packets ° bytes e rates

degradation flows Detect — decide — block

[3]



Research Gap

Gap 1 — Benchmark dependence Gap 2 — Generalization Gap 3 — End-to-end evidence

Existing studies often rely on Previously unseen behavior is Classification metrics are often

benchmark datasets; their traffic not always evaluated stronger than operational

distribution may not fully consistently, and 'zero-day' may evaluation of detection latency,

represent live conditions. [4] be defined differently across mitigation response and service
studies. [8] impact [5]

* This project therefore combines supervised classification ,behavioral detection , automated mitigation
and network-performance evaluation [5], [8]

» The unseen attack is treated as a controlled experimental condition, not as proof of universal real-world zero-
day detection.



Aim and Objectives

Aim
Develop and evaluate an adaptive Al-based real-time DDoS detection and mitigation framework in a
controlled SDN environment.

* Build the Mininet , OVS and OS-Ken SDN testbed.

» Use InSDN-derived features for supervised DDoS
classification .

 Combine Random Forest with behavioral detection.
» Automate OpenFlow mitigation through OS-Ken.

 Evaluate classification, detection behavior, mitigation and
network performance.



Methodology
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1. Observe

Collect live flow statistics from the
SDN/OVS environment.

2. Classify

Create the same 20-feature
representation used by the trained
RF model

3. Decide + mitigate

RF + behavioral logic — OS-Ken
— OpenFlow DROP — OVS



SDN Environment-Core Component

OS-Ken OpenFlow 1.3 Open vSwitch Mininet
Python-based controller Communication/control Software data-plane Controlled virtual
framework used for protocol used to install, switch used to forward SDN testbed.
traffic analysis, security modify and remove flow traffic and enforce

logic-and OpenFlow entries . [3] DROP rules . [3]

enforcement .

» OS-Ken was selected after practical compatibility issues with the initially considered Ryu setup.[3]

* Python provides a common environment for controller logic, preprocessing and ML inference.



SDN Environment-Core component

Al ML Random Forest Python

Supports pattern Learns relationships Works well with Connects data

recognition and among multiple flow structured flow features processing, Scikit-

automated security features instead of and provides practical learn and the OS-

decisions. relying on a single classification/feature Ken controller.
threshold . [6] analysis . [9]

* RF was preferred over a more complex deep-learning model because the research evaluates an end-to-end
pipeline where inference practicality and response time also matter .

* Python libraries support preprocessing, training, inference and evaluation.



Inside of Dataset

4 N

1. InSDN Dataset

InSDN
(Normal and DDo $ traffic)

e Y
- &

10. Trained Model

Save trained model
(eg.
ddos_random_forest.pkl)

Ry /

2 3. Feature Selection 4. Data Preprocessing
Z: D Claaming and Extraction 5. Feature Dataset
| 2 I * Encode categorical (20 Features)
F};mo;le duplx.:atevral L + Select relevant network features ma
I Re:nnovee’inr::zcg 5 fi:f:s flow features * Scale numerical features Prepared dataset
« Data lizati * Extract statistical features * Prepare final feature with 20 selected features
e —— * Choose top 20 features dataset
9. Meodel Evaluation e B
- 7. Random Forest 6. Train-Test Split
&. Model Training Classifier
* Accuracy
* Precision S *— - 4
* Recall Train the model Sphit datas_.e!
« F1-Score using fraining data Use Random Forest (e.g., 80% training,
for classification 20% testing)

5. Total Bytes

2. Source Port
3. Destination Port

Selected 20 Features from InSDN Dataset (Examples)

1. Protocol 6. Packet Rate

7. Byte Rate

11. Source Flow Count  16. Destination Byte Count
12. Destination Flow Count  17. Forward Packet Length Mean
8. Flow Duration 13. Source Packet Count  18. Backward Packet Length Mean
4. Total Packets 9. Average Packet Size  14. Destination Packet Count 10. Flow Flags
10. Flow IAT (Inter-arrival Time) 15. Source Byte Count 20. Label (Normal / DDoS)

Reference dataset

InSDN was used as the
principal SDN intrusion
dataset.

Project data

37,079 records; 20 features;
13,954 BENIGN and 23,125
DDoS.

Learning task

Binary classification:
BENIGN vs DDoS .



Structure of Lab environment

192.168.56.102
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7
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Kali / attacker
192.168.56.102

Protected web service

10.0.0.1

OS-Ken controller

192.168.56.101

Normal user

192.168.56.103



& ™\
Live Network Traffic

Flow statistics from SDN switch
. l =
4 ™\

1. Receive Flow Features

Extract 20 features for each flow
\ l J
4 =\

2. Check Feature Format
Verify order, data type and valid values

|

4 A

3. Apply Required Pre-processing
Encode categorical data, scale numerical data and prepare vector

}

4. Random Forest Prediction

Use trained ddos_random_forest.pkl

5. Prediction Result
Is the traffic malicious?

Traffic Classification-Flow

Flow features are collected from the SON switch and
sent to the controller for real-time analysis.

The controller receives the flow features from the live
network and prepares them for analysis.

The controller checks that all 20 festures match the
format expected by the trained ML model.

The same preprocessing used during model training
is applied before prediction.

The processed 20-feature vector is passed to the
frained Random Forest classifier.

The model retumns a class Iabel such as BENIGN or
DDoS, together with the prediction confidence.

Malicious Traffic

DDoS detected

| | I malicious traffic is detected, the controller

Trigger Mitigation ‘» automatically sends an OpenFlow rule to the OVS
Install OpenFlow drop rule on OVS switch to block the malicious fiow.

* OVS flow/packet statistics are
collected

* 20 traffic and behavioral features
are prepared

* Random Forest predicts BENIGN
or DDoS

* Behavioral logic provides an
additional signal.

* BENIGN — forward normally;
DDoS/abnormal — OS-Ken security
logic — mitigation .



Random Forest Validation

Records: 37079
Features: 20
BENIGN: 13954
DDoS: 23125

Existing Random Forest loaded successfully.

5-FOLD CROSS VALIDATION

Precision :
Recall

: Accuracy=91.86%
: Accuracy=92.08%
: Accuracy=91.92%
: Accuracy=91.60%

Precision=91.20%
Precision=91.57%
Precision=91.45%
Precision=91.09%

Recall=91.53%
Recall=91.57%
Recall=91.32%
Recall=90.99%

F1=91.36%
F1=91.57%
F1=91.38%
F1=91.04%

Accuracy

91.78%

Precision / Recall

91.24%/ 91.27%

F1-score

91.27%

Validation



Normal Behavior

1.0
: RF+BASELINE
: 0 . .
: normal behavior Classification
BENIGN
PROTOCOL
SOURCE PORT :
DESTINATION PORT :
Confidence
PACKET RATE : 0.996 packets/sec 1 O
BYTE RATE : 97.597 bytes/sec :
DURATION : 51.211 seconds
SOURCE FLOW COUNT: 1
SOURCE RATE : 0.996 packets/sec
DEST FLOW COUNT : 1
DESTINATION RATE : 0.996 packets/sec . .
Decision

Continue normal forwarding; no

: BENIGN 111 1
e mitigation rule

: RF+BASELINE
: 0
: normal behavior




Abnormal Behavior

DESTINATION IP : 10.0.0.2
PROTOCOL + 1CHP
SOURCE PORT . 0
DESTINATION PORT : 0

PACKETS + 1340

BYTES » 131320

PACKET RATE + 111.372 packets/sec
BYTE RATE » 10914.477 bytes/sec
DURATION + 12.032 seconds
SOURCE FLOW COUNT: 1

SOURCE RATE + 111,372 packets/sec
DEST FLOW COUNT : 1

DESTINATION RATE : 111.372 packets/sec

: 0.99

+ BEHAVIOR
ANOMALY SCORE : 13
REASON : packet_rate above INSDN baseline; byte rate above INSDN baseline; ICMP flood rate; high packet-rate burst; hi
gh source packet rate; above adaptive live baseline; source rate above adaptive baseline; destination rate above adaptive base
line

!11 DDoS / ABNORMAL TRAFFIC DETECTED !!!
! AUTO MITIGATION ACTIVE !!

[DROP COUNTER ACTIVE] 10.0.0.2 -> 10.0.0.1 | packets: 3069 | bytes: 300762
[MITIGATION ACTIVE] 10.0. 0.0.1 | DROP packets: 3069 | DROP bytes: 300762 | RULE KEPT

I

Classification

DDoS

Confidence

0.99

Behavior evidence

Anomaly score 13; elevated
packet rate and burst indicators

Interpretation

Controlled unseen-behaviour test.



Rule Implementation

2.168.5¢ @3 192.168.5¢ BN 4. 192.168 5¢ BN 5.192.168 56 ENRRRLZALI I [N 6. 192168 5¢ BN 10.192.168 5 BN 12.192.168 2 (é
Mitigation rule

Cookie: 0xd00d
Priority: 500

(osken-env) root@Ubuntu-SDN:/home/saf1/SDN-Project# sudo ovs-ofctl -0 OpenFlowl3 dump-flows si | grep “cookie=0xd0@d"
cookie=0xd00d, duration=74.890s, table=0, n_packets=318674, n_bytes=17208396, idle_timeout=30, priority=500,p,nw_src=192.168
.56.102,nw_dst=10.0.0.1 actions=drop

(osken-env) root@buntu-SDN:/home/saf1/SDN-Project# |

Match
192.168.56.102 — 10.0.0.1

Action

DROP

Evidence

Packet/byte counters



Service interruption

(CMP_Se0 Ne=5.53 M e Observed values include low-
1cmp_seqg=72 ttl=63 time=3.13 ms .

icmp_seq=73 tt1=63 time=2.67 ms latency normal operation and
icmp_seq=74 tt1=63 time=4.14 ms . .
icmp_seq=75 tt1=63 time=2.18 ms increased response during attack
icmp_seq=76 ttl=63 time=384 ms o .

icmp_seq=82 ttl=63 time=2257 ms COl’ldlthIlS

icmp_seg=89 ttl=63 time=2214 ms

icmp_seg=92 tt1=63 time=2486 ms :
icmp_seg=94 ttl1=63 time=2232 ms * Latency eV1dence was used

icmp_seq=102 tt1=63 time=2091 ms 1
i e s alongside controller logs and

icmp_seq=129 tt1=63 time=103 ms OVS flow counters rather than as
1cmp_seg=130 ttl=63 time=397 ms . .
icmp_seq=131 tt1=63 time=3.78 ms a standalone security metric
icmp_seg=132 tt1=63 time=7.30 ms

icmp_seg=133 ttl=63 time=3.05 ms

icmp_seq=134 tt1=63 time=4.42 ms

icmp_seg=135 ttl=63 time=3.99 ms

icmp_seq=136 ttl=63 time=3.39 ms

icmp_seq=137 ttl=63 time=2.94 ms




Evaluation

. lemp_seq=72 ttl=63 time=3.13 ms
. lemp_seq=73 ttl=63 time=2.67 ms
. lemp_seq=74 tt1=63 time=4.14 ms
: lcmp_seq=75 ttl=63 time=2.18 ms
. lemp_seq=76 ttl=63 time=384 ms

. lemp_seq=82 tt1=63 time=2257 ms
. lemp_seq=89 ttl=63 time=2214 ms
: lcmp_seq=92 ttl=63 time=2486 ms
. lemp_seq=94 tt1=63 time=2232 ms
. lemp_seq=102 tt1=63 time=2091 ms
. lemp_seq=104 tt1=63 time=2007 ms
: lcmp_seq=129 tt1=63 time=103 ms
: 1cmp_seq=130 tt1=63 time=397 ms
. lemp_seq=131 tt1=63 time=3.78 ms
. lemp_seq=132 tt1=63 time=7.30 ms
: lcmp_seq=133 tt1=63 time=3.05 ms
. lcmp_seq=134 tt1=63 time=4.42 ms
. lemp_seq=135 tt1=63 time=3.99 ms
. lemp_seq=136 tt1=63 time=3.39 ms
: lcmp_seq=137 tt1=63 time=2.94 ms

Normal

~2.18 ms RTT

During DDoS
~ 2091 ms RTT

Post-mitigation

~2.94 ms RTT

Observation

Service connectivity
recovered after mitigation



Evaluation

Accuracy Precision Recall F1-score

91.96% 93.37% 93.77% 93.57%

* ML: accuracy, precision, recall and F1-score
» Robustness: controlled unseen-behavior experiment
 Operational evidence: detection output, OS-Ken decision, OVS rule installation and counters

» Network evidence: normal vs attack vs post-mitigation latency and response behavior.



Evaluation

Accuracy Precision Recall F1-score

91.78% 91.24% 91.27% 91.25%

Features: 20
BENIGN: 13954
DDoS: 23125

Existing Random Forest loaded successfully.

Accuracy : . b i

Precision : . +/- 0.25%
Recall s . +/- 0.27%
Fl1-Score s . +/- 0.24%




Comparison

Comparison

Existing approach

Proposed Project

1. Detection approach

Traditional security
mechanisms can depend
on predefined rules,
signatures or manually
configured policies[4]

Uses Random Forest +
behavioral analysis +
Isolation Forest to analyze
flow behavior and detect
DDoS or previously unseen
abnormal behavior

2. Response and Mitigation

Detection separate from
the mitigation process,
requiring security policies
or network changes to be
applied.[5]

Detection > OS-Ken
decision > OpenFlow
DROP rule > OVS mitigation
isintegrated into one
pipeline




Limitations

* Evaluation is based on a controlled Mininet/OVS environment.
eLarger and more diverse environments would strengthen confidence in zero-day detection.
 Behavioral thresholds and baseline statistics depend on the experimental traffic environment.

Production-scale controller throughput and scalability were not evaluated.



Future Work

* Evaluate larger and more diverse SDN topologies and higher traffic volumes .
* Test additional and lower-rate DDoS patterns .
* Measure controller CPU, memory, detection latency and mitigation latency .

* Compare RF with alternative models under the same experimental protocol .



Conclusion

Detection Mitigation Verification

Random Forest provides the OS-Ken converts the security OVS counters and network-
supervised BENIGN/DDoS decision into OpenFlow rules performance observations
classification layer, supported by enforced by OVS provide evidence of mitigation
behavioral analysis and service recovery

* The project demonstrates a complete SDN security loop: observation — classification — decision —
mitigation — verification

 The contribution is the integration and evaluation of supervised detection, behavioral novelty analysis and
programmable mitigation

* Results remain bounded by the dataset and controlled experimental environment
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