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NOSSLONDON2026 — Coursework 2 Submission
[bookmark: __RefHeading___Toc2180_2189350986]1. Routing
Status: Completed and tested
[bookmark: __RefHeading___Toc2200_2189350986]1.1 Routing in Birmingham Network
Install Routing and Remote Access Service (RRAS) on B-DC
Modify firewall rules to allow ICMP traffic
For this task, I installed the Routing and Remote Access Service (RRAS) role on B-DC through Server Manager, using Add Roles and Features and selecting Remote Access with the Routing role service. Once the role had finished installing, I opened Routing and Remote Access and enabled LAN routing so the server could forward traffic between its interfaces. Because ICMP traffic (used for ping) is blocked by Windows Firewall by default, I also had to add a custom inbound rule called "Allow ICMP" to permit ICMPv4 Echo Request packets through. I verified this had worked correctly by running netsh advfirewall firewall show rule name=all and filtering the output for ICMP-related entries, which confirmed the rule was present, enabled, and set to allow ICMPv4 traffic [1], [2].
RRAS console showing server with green (running) status
[image: ]
netsh firewall command output confirming ICMP rule added
[image: ]
[bookmark: __RefHeading___Toc2228_2189350986]1.2 Routing in London Network
Configure persistent IP forwarding and routing on L-CD
On the London side, L-CD is a Debian server acting as the router between the London LAN and the WAN link back to Birmingham. By default, Debian doesn't forward packets between interfaces, so I had to explicitly enable IP forwarding. I first tested this temporarily using echo 1 > /proc/sys/net/ipv4/ip_forward, then made the change permanent by editing /etc/sysctl.conf and uncommenting the line net.ipv4.ip_forward=1, applying it with sysctl -p so it would survive a reboot. I then checked the routing table with ip route to confirm a route existed to the Birmingham network (172.16.1.0/24) via the WAN gateway address 10.0.0.1, which showed up correctly. To prove the routing was actually working end-to-end and not just configured on paper, I ran a ping across the WAN link from Birmingham to the London-facing interface (10.0.0.2), which returned successful replies with low latency, confirming the link and routing configuration were functioning [3].
L-CD — sysctl -p and cat /proc/sys/net/ipv4/ip_forward showing "1"
[image: ]
L-CD — ip route output showing route to 172.16.1.0/24 via 10.0.0.1
[image: ]
Evidence of working cross-network routing
Successful ping across the Birmingham–London WAN link (10.0.0.2)
[image: ]
[bookmark: __RefHeading___Toc2198_2189350986]2. Domain Server (Birmingham)
Status: Completed
[bookmark: __RefHeading___Toc2226_2189350986]2.1 Forest Creation
To set up centralised authentication and management for the network, I promoted B-DC to a domain controller using the Active Directory Domain Services role in Server Manager, choosing to create a brand new forest rather than join an existing one, and naming it Yevhen.acca. Once the forest was created, I confirmed it with the Get-ADDomain PowerShell cmdlet, which returned details including the domain name, NetBIOS name, and domain functional level. I then went into Group Policy Management and edited the Default Domain Policy to enforce a stronger password policy than the Windows default, setting the minimum password length to 7 characters, enabling password complexity requirements, keeping a password history of 24 so old passwords can't be immediately reused, and setting a maximum password age of 42 days to force periodic changes [4], [5], [6].
Get-ADDomain output confirming the forest (e.g. Yevhen.acca)
[image: ]
Default Domain Policy — Password Policy settings (minimum length, complexity)
[image: ]
[bookmark: __RefHeading___Toc2224_2189350986]2.2 A Records
With the domain set up, I went into DNS Manager and manually created A records for every key device on the network, rather than relying solely on dynamic registration. This included B-DC and L-CD themselves, both client machines (ClientS1 in Birmingham and ClientL1 in London), and the two service-specific hostnames — webs for the IIS website and rds for the planned Remote Desktop server — each pointed at its correct IP address. Having these records in place means devices across both sites can resolve each other by name rather than needing to know IP addresses directly [7].
DNS Manager — Forward Lookup Zone showing all A records (B-DC, L-CD, ClientS1, ClientL1, webs, rds)
[image: ]
[bookmark: __RefHeading___Toc2222_2189350986]2.3 Reverse Lookup Zone and PTR Records
To support reverse DNS lookups — resolving an IP address back to a hostname — I created two reverse lookup zones in DNS Manager, one for each subnet in use: 1.16.172.in-addr.arpa for the Birmingham network (172.16.1.0/24) and 2.16.172.in-addr.arpa for the London network (172.16.2.0/24). Inside each zone I added PTR records matching the A records already created, so that, for example, looking up 172.16.1.10 correctly returns ClientS1.Yevhen.acca rather than nothing [8].
DNS Manager — Reverse Lookup Zones list showing both 172.16.1.x and 172.16.2.x zones
[image: ]
PTR records populated inside each reverse zone — 172.16.1.x zone
[image: ]
PTR records populated inside each reverse zone — 172.16.2.x zone
[image: ]
[bookmark: __RefHeading___Toc2196_2189350986]3. Encrypted Connection between Birmingham and London
Status: Not completed — document any attempt made, or note as not attempted
[bookmark: __RefHeading___Toc2220_2189350986]3.1 Site-to-Site VPN
I didn't get the chance to attempt a site-to-site VPN between Birmingham and London. With the time I had available, I made the decision to prioritise getting routing, the domain server, DNS, DHCP, disk sharing and IIS working and properly evidenced, since I felt these represented the core of the assignment and were more achievable within the time I had left. I recognise this means the connection between sites in its current state is unencrypted, which would be the next thing I'd tackle with more time.
[bookmark: __RefHeading___Toc2194_2189350986]4. Users
Status: Not completed — blocked pending users_list_updated.xlsx from lecturer
[bookmark: __RefHeading___Toc2218_2189350986]4.1 Bulk User Creation
I wasn't able to start the bulk user creation task, because the users_list_updated.xlsx file that was meant to be provided by the lecturer hadn't been made available by the time I needed to complete this section. Without the actual list of users to import, I didn't have anything concrete to build a PowerShell import script against, so I haven't drafted one yet — I'd rather write it against the real data than guess at a structure that might not match once the file arrives.
[bookmark: __RefHeading___Toc2192_2189350986]5. Domain Membership
Status: Attempted, not fully functional
[bookmark: __RefHeading___Toc2216_2189350986]5.1 Joining L-CD, ClientS1, ClientL1 to the domain
I attempted to join L-CD to the Yevhen.acca domain using realmd and sssd, which is the standard approach for joining a Linux machine to an Active Directory domain. Before I could even get to that point, though, I ran into a problem where L-CD had no internet access at all, which meant apt-get couldn't install the packages I needed (realmd, sssd, adcli, and the Kerberos utilities). I traced this back to a NAT adapter that had been removed during earlier network reconfiguration, and fixed it by adding a new NAT adapter and bringing the interface up manually [9].
Once I could install the required packages, I attempted the actual domain join, but it failed with a Kerberos preauthentication error. I went through a systematic process to rule out the likely causes: I verified the domain administrator password was correct by testing it with runas on B-DC, I checked the clock synchronisation between L-CD and B-DC (Kerberos tickets are time-sensitive and will reject requests if the clocks are too far apart) and corrected a drift I found, I confirmed the domain account itself wasn't locked out, and I manually created a krb5.conf file on L-CD to make sure the Kerberos realm configuration was correct. Despite ruling out all of these as the cause, I wasn't able to get the join to complete in the time I had, so this remains an open issue [10].
ClientS1 is running Windows 10 Pro, which does support domain join, so I went ahead and attempted it through System Properties > Change domain. The join failed with the error "An Active Directory Domain Controller (AD DC) for the domain Yevhen.acca could not be contacted." Checking ClientS1's network settings, its DNS server was still set to the default/DHCP-assigned address rather than B-DC, so it had no way to resolve the SRV records needed to locate a domain controller. I corrected the DNS server setting to point at B-DC and retried, which cleared the initial contact error, but I ran out of time to fully confirm the join completed cleanly (checking the computer object in Active Directory Users and Computers and testing a domain login), so I'm recording this as attempted but not fully verified.
winver — About Windows on ClientS1
[image: ]
ClientL1 was also attempted. Since the DHCP relay agent on L-CD had not been configured at this point (see section 6.2), ClientL1 had not received DHCP-assigned network settings automatically and was given a manual IP configuration instead. The domain join attempt failed with the same class of error seen on ClientS1 — the domain controller could not be contacted — which pointed to the manually-set DNS server on ClientL1 not correctly resolving to B-DC across the WAN link. I traced this back to the same underlying gap as the DHCP relay issue: without an automatic, correct network configuration from B-DC, London-side clients are more prone to this kind of misconfiguration. I ran out of time to correct ClientL1's DNS setting and re-test before this deadline, so the join remains unresolved for this device [10].
[bookmark: __RefHeading___Toc2190_2189350986]6. DHCP Server
Status: Completed
[bookmark: __RefHeading___Toc2214_2189350986]6.1 B-DC as DHCP Server
For DHCP, I installed the DHCP Server role on B-DC and configured two separate scopes, one for each site. The Birmingham scope covers the address range 172.16.1.10 to 172.16.1.20, and the London scope covers 172.16.2.10 to 172.16.2.20. For each scope I set the subnet mask, the default gateway matching that site's router interface, and the DNS server address pointing back to B-DC, so that any client picking up a lease automatically gets the correct network settings without needing manual configuration.
DHCP console showing Birmingham scope, Active, with range and options
[image: ]
[bookmark: __RefHeading___Toc2212_2189350986]6.2 L-CD as DHCP Relay
I didn't manage to get DHCP relay configured on L-CD within the time I had. Since B-DC is the only DHCP server on the network and it sits on the Birmingham subnet, London clients would need L-CD to relay their DHCP broadcast requests across the WAN link in order to get a lease automatically — without that relay in place, this part of the setup isn't functional yet [11], [12].
[bookmark: __RefHeading___Toc2210_2189350986]6.3 Client IP Assignment
Because the DHCP relay agent on L-CD hasn't been configured yet, I wasn't able to fully test and confirm that a London-side client can automatically obtain an IP address from the DHCP scope on B-DC. This is directly linked to the DHCP relay task above, and would be the next thing to verify once that's in place.
[bookmark: __RefHeading___Toc2188_2189350986]7. Test and Troubleshoot
Status: Partially completed
[bookmark: __RefHeading___Toc2208_2189350986]7.1 Connectivity Testing
For connectivity testing, I was able to confirm that the WAN link between Birmingham and London is up and working, and that IP forwarding and the static route on L-CD are both correctly configured and active. What I couldn't fully verify end-to-end were pings all the way through to individual client devices on the London side, since that's tied up with the domain membership and DHCP relay issues I hit elsewhere — without those pieces in place, I can't be completely confident that every device would be reachable the way it should be in the finished network.
[bookmark: __RefHeading___Toc2186_2189350986]8. Disk Drive
Status: Completed
[bookmark: __RefHeading___Toc2206_2189350986]8.1 Mount, Share and Permission
For the shared storage requirement, I added a second virtual disk to the B-DC virtual machine, then used Disk Management to bring it online, initialise it, and format it with NTFS, which assigned it drive letter F. I created a folder called BirminghamFiles on this new drive and shared it over the network, then set NTFS permissions so that Domain Users have Full Control over the share — so staff can read, write and manage files — while Authenticated Users more broadly only have Read access, which felt like a sensible balance between usability and restricting who can modify shared files [13].
Disk Management showing the new disk, initialised and formatted
[image: ]
Folder Properties — Security tab showing Domain Users (Full Control) and Authenticated Users (Read)
[image: ]
[bookmark: __RefHeading___Toc2184_2189350986]9. IIS Server
Status: Completed — HTTP; HTTPS not configured due to time constraints
[bookmark: __RefHeading___Toc2204_2189350986]9.1 Website and Authentication
For the web server requirement, I created a new site in IIS called webs.Yevhen.acca. Rather than leaving it open to anyone, I disabled Anonymous Authentication and enabled Windows Authentication instead, so that only users already authenticated against the domain can access the site — this ties the website into the same identity system as the rest of the network rather than treating it as a separate, unsecured resource. For the actual page content, I kept it simple with an index.html file that displays "Welcome to Birmingham Website" as a basic proof that the site is live and being served correctly. I didn't get to configuring HTTPS and a certificate binding, so the site is currently only reachable over plain HTTP — something I'd add if I had more time, since it's not ideal for a site using Windows Authentication to send credentials unencrypted [14], [15].
IIS Manager — site bindings for webs.Yevhen.acca
[image: ]
IIS Manager — Authentication panel showing Anonymous Disabled, Windows Enabled
[image: ]
index.html content showing "Welcome to Birmingham Website" text
[image: ]
[bookmark: __RefHeading___Toc2182_2189350986]10. Remote Desktop Services
Status: Not attempted
[bookmark: __RefHeading___Toc2202_2189350986]10.1 Remote Access Configuration
I didn't attempt Remote Desktop Services at all. By the time I'd worked through routing, the domain server, DNS, DHCP, disk sharing and IIS, I judged that RDS realistically wasn't achievable in the time remaining, and I'd rather submit those other sections properly finished and evidenced than spread myself across every task and risk leaving all of them incomplete [16].
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Rule Name: Core Networking - Multicast Listener Query (ICHPV6-In)
Protocol: ICHPYE

Rule Name: Core Networking - Multicast Listener Report v2 (ICMPV6-In)
Protocol: ICHPYE

Rule Name: Core Networking Diagnostics - ICHP Echo Request (ICHPV6-Out)
Protocol ICHPYE

Rule Name: Core Networking - Neighbor Discovery Solicitation (ICMPV6-Out)
Protocol: ICHPYE

Rule Name: Core Networking Diagnostics - ICHP Echo Request (ICHPv4-Out)
Protocol: ICHPva

Rule Name: File and Printer Sharing (Echo Request - ICHPv6-In)

Protocol ICHPYE

Rule Name: Core Networking - Destination Unreachable (ICHPv6-In)
Protocol: ICHPYE

Rule Name: Core Networking - Multicast Listener Done (ICHPv6-In)
Protocol: ICHPYE

Rule Name: Core Networking - Packet Too Big (ICHPV6-In)

Protocol ICHPYE

Rule Name: Core Networking - Multicast Listener Report (ICHPV6-Out)
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root@L-CDOL:"# susctl -p

net. ipv4. ip_forward = 1

root@L-CDO1:™# cat /proc/sys/net/invd/ip_foruard
1

root@L-CDOL: ¥ _

=
t
t
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root@L-CDOL:™# ip route

10.0.0.0/30 dev enposs proto kernel scope link src 10.0.0.2
172.16.1.0/24 via 10.0.0.1 dev enposs

172.16.2.0/24 dev enpas3 proto kernel scope link src 172.16.2.1
root@L-Cool: ™% _
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PS C:\Users\Administrator> ping 10.6.6.2

Pinging 16.6.6.2 with 32 bytes of data:

Reply from 16.6.6.2: bytes=32 time<ims TT
Reply from 16.8. 2 time=ins TTI
Reply from 16.0.6.2: bytes=32 time=3ms TT
Reply from 16.8. bytes=32 time=ims TTI

Ping statistics for 10.0.6.2:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = ems, Maximum = 3ms, Average = ims
PS C:\Users\Administrator>
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rue Success, {windows Authentication}

S C:\Users\Administrator> Get-ADDomain

11owedDNSSufFixes : )

hildDomains : )

omputersContainer CN=Computers,DC=Yevhen,DC-acca

eletedobjectsContainer CN=Deleted Objects,DC=Yevhen,DC=acca

istinguishedName : DC=Yevhen,DC-acca

NSRoot Yevhen.acca

omainControllersContainer OU-Domain Controllers,DC=Yevhen,DC=acca

omaintode : Windows2016Domain

omainSID 5-1-5-21-374546023-1942550838- 2005865863

oreignsecurityPrincipalsContainer : CN=ForeignSecurityPrincipals,DC=Yevhen,DC=acca

orest : Yevhen.acca

nfrastructuremaster WIN-F1D678BP1EF . Yevhen.acca

astLogonReplicationInterval

inkedGroupPolicyobjects : {CN={31B2F340-016D-11D2-945F -68CE4FBIBAFO}, CN=Policies, CN=System, DC=Yevhen, DC=acca
1

ostAndFoundContainer : CN=LostAndFound, DC=Yevhen,DC=acca

ianagedsy 8

ame Yevhen

letBIOSName YEVHEN

bjectClass : domainDNs

bjectGUID 2eb2b52F-007a-4275-b165-240efe98725¢

arentDomain

DCEmulator : WIN-F1DG78BP1EF.Yevhen.acca

ublicKeyRequiredpasswordRolling
uotasContainer

True
CN=NTDS Quotas,DC=Yevhen,DC=acca

eadonlyReplicaDirectoryservers  : {}

eplicabirectoryServers {WIN-F1DB78BP1EF .Yevhen.acca}

IDHaster WIN-F1D078BP1EF . Yevhen.acca

ubordinateReferences : {DC=ForestDnsZones,DC=Yevhen,DC-acca, DC-DomainDnsZones,DC=Yevhen,DC=acca,
CN=Configuration,DC=Yevhen,DC-acca}

ystensContainer : CN=System,DC=Yevhen,DC-acca

sersContainer : CN=Users,DC=Yevhen,DC=acca
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