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[bookmark: _Toc228994615]1. Introduction
Modern software systems increasingly rely on cloud-native architectures to maintain scalability and resilience. At the core of this shift are two technologies that have fundamentally changed how applications are built and delivered: virtualisation and containerisation. Virtualisation abstracts physical hardware to allow multiple isolated environments to coexist on a single machine, while containerisation takes this further by packaging applications into portable, self-contained units that run consistently regardless of the underlying infrastructure. [1]
This portfolio demonstrates these technologies in practice through a cloud deployment built on Amazon Web Services (AWS). AWS was chosen due to its familiarity from daily professional use, which allowed the focus of this work to be on demonstrating the concepts rather than learning a new platform. The provisioned environment uses Terraform, and it consists of two containerised Nginx services running on AWS Elastic Container Service (ECS) Fargate, with inter-container communication handled by AWS Service Connect, persistent storage through AWS Elastic File System (EFS), and container images stored in AWS Elastic Container Registry (ECR). [2]
After detailing the practical build, this report evaluates three core concepts: load balancing, scalability, and application gateways, before comparing containerisation to serverless computing and discussing the broader forces driving cloud adoption.


[bookmark: _Toc228994616]2. Cloud Technology: Virtualisation and Containerisation
[bookmark: _Toc228994617]2.1 Principles of Virtualisation
It starts with virtualisation, the process of creating a software-based representation of physical computing resources, including hardware, storage, and networking. By simulating the underlying physical infrastructure, virtualisation enables multiple isolated operating system instances, known as virtual machines (VMs), to run simultaneously on a single physical host. [3]
The hypervisor is the component enabling virtualisation: a software layer that sits between the physical hardware and the virtual machines and manages the allocation of CPU, memory, and storage resources to each VM. Smith and Nair identify two categories of hypervisor: Type 1 (bare-metal hypervisors) such as VMware ESXi and Microsoft Hyper-V, which run directly on the physical hardware; and Type 2 (hosted hypervisors) such as VirtualBox, which run on top of an existing operating system. [4]
Virtualisation has clear benefits. Multiple VMs share the same physical hardware, reducing the need for dedicated servers per application. Each VM operates independently, meaning that a failure in one environment does not affect others and it can be re-provisioned without impacting anything else. VMs can be rapidly provisioned, cloned, and migrated across physical hosts, and by consolidating workloads onto fewer machines organisations can significantly reduce both hardware and energy costs.
However, VMs carry significant overhead. Because each VM includes a full operating system, they consume substantial memory and storage resources. Morabito et al. showed through benchmarking that hypervisor-based VMs introduce measurable performance penalties in CPU-intensive and I/O workloads compared to lighter virtualisation approaches, a finding that contributed to the industry shift towards containerisation. [5]
[bookmark: _Toc228994618]2.2 Principles and Benefits of Containerisation
Containerisation works at the operating system level rather than the hardware level, which is what makes it meaningfully different from VM-based virtualisation. Containers share the host operating system kernel but maintain isolated user spaces, making them significantly more lightweight and optimised than VMs. Where a VM might require gigabytes of storage and tens of seconds to boot, a container image is typically measured in megabytes and starts in milliseconds. [6]
Docker, introduced in 2013, became the de facto industry standard for container usage. As Merkel described in his foundational account of the technology, Docker packages an application together with all of its dependencies including libraries, runtime, and configuration into a single standardised unit called a container image. This image can be run consistently across any environment that supports the Docker runtime, eliminating the long-standing problem of environment inconsistency between development and production, making environment-agnostic deployments much easier to achieve. [7]
These properties make containers particularly well suited to cloud-native application architectures where applications are decomposed into small, independently deployable services. Newman argues that this microservices pattern, enabled by containerisation, allows teams to deploy, scale, and update individual components of a system without redeploying the entire application, improving both development velocity and operational resilience. [8]
[bookmark: _Toc228994619]2.3 Dockerfile Construction and Image Building
A Docker image is always read-only: a layered template that defines the contents and configuration of a container. Images are built from a Dockerfile, a plain script file with instructions that the Docker engine executes sequentially to build the image. Each instruction creates a new immutable layer in the image, and Docker caches these layers to accelerate subsequent builds. [9]
For this implementation, I kept the Dockerfile deliberately simple. Nginx was chosen as the base because it is straightforward to set up and does not require building an entire application, while still being sufficient to demonstrate the concepts required. Both containers use the same image structure, with only the HTML content differing to make it easy to identify which service is being reached. The Dockerfile used is as follows:

FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index2.html
EXPOSE 80
RUN echo "Hello from Container 1" > /usr/share/nginx/html/index.html
CMD ["nginx", "-g", "daemon off;"]

Going through each instruction step by step: the FROM instruction specifies the base image. Alpine was chosen specifically because it is a minimal Linux distribution of around 5MB, which keeps the final image small and reduces the attack surface in a production environment.
The COPY instruction transfers a locally authored HTML file into the Nginx web root directory inside the image. The EXPOSE instruction documents that the container listens on port 80, serving as metadata for the container runtime and orchestration tools managing port mapping.
The RUN instruction executes a shell command at build time, writing a simple HTML greeting to the default Nginx index page. There is an important distinction between RUN and CMD: RUN executes at build time and its output becomes part of the image layer, while CMD defines the default command that runs when a container is started from the image.
The CMD instruction starts Nginx with the daemon off argument, which keeps the process running in the foreground. This matters for Docker containers because a container exits as soon as its main process terminates; running Nginx as a background daemon would cause it to exit immediately after starting.
Figures 1 and 2 show the output served by each container when accessed via their respective public URLs.
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Figure 1: Container 1 serving its HTML page at https://staging-uni-assignment-backend.heimatlas.com
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Figure 2: Container 2 serving its HTML page at https://staging-uni-assignment-2-backend.heimatlas.com
[bookmark: _Toc228994620]2.4 Building and Publishing Images to AWS ECR
Once the Dockerfile is validated, it is used to build a container image that can be distributed and deployed. The standard process in production cloud environments is to publish images to a container registry: a centralised, versioned repository for storing and distributing container images. While Docker Hub is the most widely known public registry, I used AWS Elastic Container Registry (ECR) for this implementation as it integrates natively with ECS and IAM, which simplifies the authentication and deployment process considerably. [10]
The workflow for building and publishing an image to ECR follows four steps in order. First, the Docker client authenticates to ECR using IAM credentials obtained from the AWS CLI. Second, the image is built locally using the docker build command. Third, the image is tagged with the full ECR repository URI so Docker knows where to push it. Fourth, the image is pushed to the registry using the docker push command.

aws ecr get-login-password --region us-east-1 | \
  docker login --username AWS --password-stdin \
  <account_id>.dkr.ecr.us-east-1.amazonaws.com

docker build -t staging-uni-assignment-backend .

docker tag staging-uni-assignment-backend:latest \
  <account_id>.dkr.ecr.us-east-1.amazonaws.com/staging-uni-assignment-backend:latest

docker push \
  <account_id>.dkr.ecr.us-east-1.amazonaws.com/staging-uni-assignment-backend:latest

I provisioned the ECR repository using Terraform via the terraform-aws-modules/ecr/aws community module, which handles repository creation and lifecycle policy configuration. Figure 3 shows the repository with the latest tagged image ready for deployment. [11]
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Figure 3: ECR repository staging-uni-assignment-backend showing the latest image tag
[bookmark: _Toc228994621]2.5 Container Orchestration with AWS ECS Fargate
Running containers on a single host works fine for development, but production deployments need something more robust: orchestration, the automated management of container lifecycles, scaling, networking, and health monitoring across infrastructure. AWS Elastic Container Service (ECS) is a fully managed container orchestration service that handles all of this. [12]
I chose to run ECS in Fargate launch mode rather than on EC2 instances. The main reason is that Fargate removes the need to provision or manage the underlying VMs, which means I could focus entirely on the container configuration rather than server management. Working with ECS Fargate daily in my professional environment made this the natural choice, and it also demonstrates a more modern infrastructure pattern. With Fargate, CPU and memory resources are declared at the task level and AWS handles everything underneath. [13]
The ECS deployment contains two services, each running one of the custom Nginx container images. An Application Load Balancer target group is configured for each service, routing HTTP traffic to the containers based on host header conditions. IAM execution and task roles are provisioned with scoped permissions, container logs are pushed to CloudWatch, and each task runs with the minimum viable resources: 0.5 vCPU and 1 GiB memory on Fargate platform version 1.4.0. Figures 4 and 5 show both services running and healthy in the ECS console.
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Figure 4: ECS service staging-uni-assignment-backend showing 1 running healthy task on Fargate
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Figure 5: ECS service staging-uni-assignment-2-backend showing 1 running healthy task on Fargate
[bookmark: _Toc228994622]2.6 Container Volumes with AWS EFS
If not explicitly configured, the storage layer of a container is ephemeral: any data written inside a running container is lost when that container stops or is redeployed. This is an intentional characteristic of the container model, well suited to stateless services where each instance is disposable. Many real-world applications, however, require state to persist beyond the lifecycle of any individual container. [14]
Docker addresses this with volumes, which mount an external storage location into the container filesystem and decouple the data lifecycle from the container lifecycle. In AWS, Elastic File System (EFS) provides a managed, scalable network file system that can be mounted into ECS tasks as a persistent volume. Unlike EBS, which can only be attached to a single instance at a time, EFS is a shared file system that multiple ECS tasks across multiple Availability Zones can mount simultaneously. [15]
In this implementation, I mounted an EFS file system into Container 2 at the path /data. The file system is accessible via the DNS name fs-02cf0568f3089f069.efs.us-east-1.amazonaws.com and is configured with encryption at rest enabled. The task definition references the EFS volume through the volumes block, and the container definition maps it using a mountPoints configuration with sourceVolume: efs-data and containerPath: /data. Figure 6 shows the EFS file system in the AWS console, with 18 KiB stored in the Standard storage class and replication overwrite protection enabled.
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Figure 6: AWS EFS console showing the staging-uni-assignment-2-backend file system (fs-02cf0568f3089f069) in Available state
[bookmark: _Toc228994623]2.7 Container Networking with AWS Service Connect
Container networking allows containers to communicate with each other and with external services. In a standard Docker environment, user-defined networks allow containers on the same network to resolve each other by service name. In a cloud orchestration context this is more complex because containers run across distributed infrastructure and their IP addresses change every time a task is replaced. [16]
AWS Service Connect, introduced in 2022, provides a fully managed service mesh for ECS built on AWS Cloud Map for service registration and discovery. It adds connection management, traffic observability, and automatic retries, and allows containers within the same ECS namespace to reach each other using stable DNS names without hardcoded IP addresses. [17]
I configured Service Connect in Client and server mode, meaning the service both exposes endpoints to other services within the namespace and can initiate connections to those services. As shown in Figure 7, the configuration registers a service named container2 with the DNS name container2 on port 3000 within a shared Cloud Map namespace. This means Container 1 can reach Container 2 simply by making an HTTP request to http://container2:3000, with AWS Service Connect injecting an Envoy proxy sidecar to handle the routing transparently. Figure 8 confirms this is working: the terminal output shows the connection on port 3000 is open via nc -zv, and a curl request to the container IP returns the expected HTML content.
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Figure 7: AWS ECS Service Connect configuration showing Client and server mode with container2 registered on port 3000
[image: ]
Figure 8: Terminal output confirming inter-container connectivity via Service Connect on port 3000 and HTTP content being served
[bookmark: _Toc228994624]2.8 Infrastructure as Code with Terraform and Terragrunt
The entire cloud environment was provisioned using Terraform, an open-source Infrastructure as Code tool developed by HashiCorp. Terraform lets you define infrastructure in a declarative language called HCL, version-control it alongside application code, and apply it consistently across environments. Most of the Terraform debugging work in this project came down to getting module dependencies and variable references right, but once resolved the environment could be reproduced reliably. [18]
The implementation uses a modular Terraform structure with reusable modules for ECS services, ECR repositories, IAM policies, and S3 buckets. Environment-specific variable values are supplied via Terragrunt, a thin wrapper around Terraform that supports DRY configuration patterns across multiple deployment environments. This means staging and production can share the same infrastructure logic with only their variable values differing. [19]
The key resources provisioned for this deployment include the ECR repository with a lifecycle policy managing image retention; the ALB target group and listener rule routing HTTP traffic to the containers; the ECS task definition and service with scoped IAM roles and log groups; the EFS file system, mount targets, and access point; and an S3 bucket scoped to the ECS task role. Figure 9 shows the EFS mount point configuration in the task definition JSON, confirming the sourceVolume and containerPath settings.

[image: ]
Figure 9: ECS task definition JSON confirming the EFS mount point configuration with sourceVolume efs-data at containerPath /data


[bookmark: _Toc228994625]3. Cloud Computing Concepts: Load Balancing, Scalability, and Application Gateways
[bookmark: _Toc228994626]3.1 Overview
Cloud environments consist mainly on three concepts that are central to delivering scalable and resilient services: load balancing, scalability, and application gateways. Although these take care of different things, it is arguable that they are most effective when deployed together, forming the backbone of what is commonly described as elastic, highly available cloud infrastructure. [20]
[bookmark: _Toc228994627]3.2 Load Balancing
Load balancing is the process of distributing incoming network traffic across multiple servers or service instances to possibly prevent any single instance from becoming a bottleneck. In cloud environments where workloads are dynamic and traffic patterns unpredictable, it is an essential mechanism for maintaining both performance and availability. [21]
AWS provides Elastic Load Balancing (ELB), a managed service that automatically distributes incoming traffic across multiple targets within one or more Availability Zones. There are three main variants: the Application Load Balancer (ALB) operates at Layer 7 and supports content-based routing on HTTP and HTTPS traffic; the Network Load Balancer operates at Layer 4 and is optimised for high-throughput TCP and UDP workloads; and the Gateway Load Balancer is designed for inline traffic inspection by virtual appliances such as firewalls. [22]
In practice, working with ALBs day to day, they are considerably more straightforward than textbooks tend to make them sound. For this implementation, since a web service was to be used, I provisioned an ALB via Terraform to route HTTP traffic to the ECS containers using host header-based listener rules.
[bookmark: _Toc228994628]3.3 Scalability
Scalability is a system's ability to handle increasing workloads by adding resources, and to release those resources when demand falls. Mell and Grance identify rapid elasticity as one of the five essential characteristics of cloud computing, distinguishing it from traditional fixed-capacity infrastructure. [23]
There are two dimensions to scalability:
· Vertical scaling involves increasing the resources allocated to an existing instance, such as its CPU or memory. 
· Horizontal scaling involves adding more instances of a service to spread the load, which is the preferred approach in cloud-native architectures because it avoids single points of failure and can be automated in response to real-time demand.
AWS implements horizontal scalability for ECS through Application Auto Scaling, which monitors metrics such as CPU utilisation and automatically adjusts the desired task count. This implementation did not include auto scaling as it was not required for the demonstration, but from working with it professionally, the behaviour becomes very intuitive once you observe it responding to real traffic: the feedback loop between the load balancer and the scaling policy is what makes it feel seamless. [24]
[bookmark: _Toc228994629]3.4 Application Gateways
An application gateway is a Layer 7 on the OSI model, load balancer that provides advanced traffic management beyond simple request distribution. It acts as a single entry point for all client traffic and handles functions including SSL/TLS termination, URL-based and host-based routing, rate limiting, and integration with web application firewall services. [22]
In AWS, the ALB serves this role. It supports host-based and path-based routing rules, enabling a single load balancer to serve multiple applications or microservices. The ALB in this implementation routes requests based on host headers, allowing clean URL routing to the correct ECS service without clients needing to know anything about the underlying infrastructure. [22]
[bookmark: _Toc228994630]3.5 The Complementary Relationship Between Load Balancing and Scalability
Load balancing and scalability are deeply connected: neither delivers its full value without the other. Scaling adds more instances to meet demand, but without a load balancer, traffic cannot be distributed across those instances. Equally, a load balancer can only improve performance if there are enough healthy instances to distribute to. [25]
In practice, auto-scaling in AWS is driven by the same signals that indicate load balancer stress. When the ALB reports increased response times or when backend CPU rises, auto-scaling policies add new tasks. The load balancer then incorporates those new tasks as they pass health checks. The result is a tightly closed workflow, traffic rises, metrics signal stress, scaling adds capacity, and the load balancer distributes across the larger pool, all without manual intervention.
[bookmark: _Toc228994631]3.6 Combined Benefits for Customer Service Delivery
Load balancing, scalability, and application gateways all work together to deliver what Fehling et al. describe as elastic infrastructure: systems that respond and scale dynamically to workload changes while maintaining performance, availability, and security. [26]
From a customer perspective, the application needs to stay available and responsive regardless of traffic volume because scaling continuously adjusts capacity and the load balancer distributes it across healthy instances. The application gateway intercepts threats before they reach the application layer. And because the load balancer can gradually shift traffic to updated instances while draining old ones, new versions of a service can be deployed with zero downtime, completely transparently to end users.


[bookmark: _Toc228994632]4. Cloud Expansion and Serverless Computing
[bookmark: _Toc228994633]4.1 Main Driving Forces Behind Cloud Adoption
Cloud computing has grown a lot over the past two decades and has been driven by a mix of economic, technological, and organisational pressures. Marston et al. identify cost reduction, agility, and scalability as the primary motivators for cloud migration, while Vaquero et al. frame adoption in terms of decoupling resource consumption from physical infrastructure ownership. [27]
[bookmark: _Toc228994634]4.1.1 Cost Efficiency
From a practical point of view, the most compelling reason organisations move to cloud is straightforward: it is cheaper to maintain at the start and eliminates the need for dedicated infrastructure employees. Traditional datacentres requires purchasing, housing, powering, and maintaining of the physical servers sized for peak demand, which means paying for capacity that sits idle most of the time. Weinman describes this over-provisioning as a fundamental economic inefficiency that cloud computing resolves through a pay-as-you-go model where organisations pay only for what they consume. [28]
Lately companies have preferred moving to fully remote workspaces, and on that there is no reason to maintain a physical data centre. The Fargate deployment in this implementation demonstrates this directly: tasks only accrue compute costs while running, and the EFS volume is charged per gigabyte stored rather than for a fixed allocation.
[bookmark: _Toc228994635]4.1.2 Flexibility and Development Agility
Cloud platforms provide on-demand access to computing resources, enabling organisations to provision new environments in minutes rather than the weeks required for physical hardware procurement. This agility matters most in software development, where environments can be spun up and torn down rapidly, accelerating release cycles and enabling low-cost experimentation. [29]
Using Terraform and Terragrunt, as demonstrated throughout this report, amplifies this flexibility further. The entire environment in this implementation can be reproduced from scratch in a single command, with staging and production sharing the same infrastructure logic and differing only in their variable values. That kind of repeatability would be very difficult to achieve with manually configured infrastructure.
[bookmark: _Toc228994636]4.1.3 Global Reach and Resilience
Major cloud providers operate globally distributed infrastructure that allows organisations to deploy services close to their users. AWS for example, operates in over 30 geographic regions, each comprising multiple Availability Zones: physically separate data centres with independent power, cooling, and networking. This enables architectures that survive the failure of an entire data centre without service interruption, at a cost and complexity that would be prohibitive to replicate privately. 
[bookmark: _Toc228994637]4.1.4 Managed Services and Reduced Operational Burden
Cloud providers offer extensive catalogues of managed services that abstract away operational complexity. Rather than deploying and maintaining their own infrastructure components, organisations consume managed services such as ECS Fargate for container orchestration or RDS for databases, offloading the operational overhead and allowing engineering teams to focus on building features that deliver actual business value. [30]
[bookmark: _Toc228994638]4.2 Serverless Computing and Functions as a Service
Serverless computing is the next step in abstracting infrastructure away from the developer. Rather than managing containers or servers, developers write individual functions and deploy them to a platform that handles execution, scaling, availability, and billing entirely. Roberts describes this as replacing server process management with third-party services and ephemeral, event-driven function execution. [31]
AWS Lambda is the most widely used Functions as a Service (FaaS) platform. It executes functions asynchronously in response to events such as an HTTP request via API Gateway, a file upload to S3, or a message on an SQS queue. Lambda scales automatically from zero to thousands of concurrent executions without configuration, and billing is per invocation and millisecond of execution, with no charge when idle. [32]
[bookmark: _Toc228994639]4.3 Critical Comparison of Serverless and Containerisation
Both containerisation and serverless computing address the core cloud drivers of cost efficiency, flexibility, and reduced operational overhead, but through different approaches. Baldini et al. states this as a tension between operational simplicity and runtime control, with serverless at the simplicity end and containers providing greater control at the cost of greater operational responsibility. [33]
[bookmark: _Toc228994640]4.3.1 Operational Complexity
Containers require substantially more operational investment. Even with ECS Fargate, you still need to define task definitions, configure networking and security groups, manage image update cycles, and design scaling policies. Serverless removes nearly all of that: write a function, deploy it, and the platform handles everything else. For a small team or a solo developer, that difference is significant.
[bookmark: _Toc228994641]4.3.2 Control and Runtime Flexibility
Containers give the user far more control. A containerised application can use any runtime or library, maintain long-running connections, and be tuned for specific performance characteristics. Serverless functions are constrained by the platform: AWS Lambda has a 15-minute maximum execution duration, a limited set of supported runtimes, and restricted access to the execution environment. [34]
[bookmark: _Toc228994642]4.3.3 Cost Model
For workloads with variable or intermittent traffic, serverless is considerably more cost-effective because there is no charge when the function is not running. Eismann et al. found that cost reduction is the most frequently cited benefit among teams that migrate event-driven workloads from containers to serverless. Containers on ECS Fargate accrue charges as long as the task is active, which makes them more economical for services running continuously with sustained load. [35]
[bookmark: _Toc228994643]4.3.4 Cold Start Latency
A well-known disadvantage of serverless functions is cold start latency: the delay when a function is invoked after a period of inactivity while the platform provisions a new execution environment. Manner et al. identified several factors influencing cold start duration, including runtime language and VPC integration, with Java runtimes showing delays of several seconds in some cases. Containers that are already running respond immediately, which makes them preferable for latency-sensitive applications. [36]
[bookmark: _Toc228994644]4.3.5 Workload Suitability
Having worked with both in a professional context, the preference comes down to the workload. Containers make more sense for long-running services: APIs, web applications, anything that needs to be up continuously. Serverless is better for sporadic tasks: processing a file upload, sending a notification, running a scheduled job. The overhead of managing a constantly running container is not justified for something that fires once every few hours.
In practice, many cloud architectures combine both. The containerised ECS deployment in this report handles the continuously running web service layer, and serverless functions could sit alongside it for event-driven work like scheduled jobs or image processing. Sbarski and Kroonenburg describe this hybrid pattern as one of the most pragmatic approaches to cloud architecture, applying each paradigm where it actually fits. [37]


[bookmark: _Toc228994645]5. Conclusion
The most important takeaway from building this deployment is that cloud infrastructure does not need to be complicated in order to be effective. The same result could have been achieved by running Docker locally, or self hosting your own server but provisioning it properly on AWS with Terraform demonstrates something more valuable: that the concepts   of containerisation, persistent storage, service networking, and infrastructure as code all fit together in a way that translates directly to production-grade environments, the logic and way things connect is the same both on Cloud Providers and in Bare-metal/Self-hosted environments, after all Cloud environments are made of datacentres behind the scenes.
The practical work showed that containerisation provides a portable and operationally efficient model for deploying applications. By combining dependencies and configuration into reproducible images and orchestrating them through ECS Fargate, consistent deployments become straightforward without managing the underlying server infrastructure. Using Terraform and Terragrunt made the entire environment version-controlled and reproducible, which is arguably as important as the deployment itself.
An analysis of load balancing, scalability, and application gateways confirmed that these are not independent features but highyl connected components. Load balancing without scalability leaves you with better traffic distribution but no additional capacity when you need it. Scalability without load balancing adds instances that nothing directs traffic to. Together with an application gateway handling security and routing at the entry point, they form the foundation of any resilient cloud service.
On the serverless comparison, there is no single right choice. Containers suit long-running services with predictable load; serverless suits sporadic, event-driven tasks where idle cost matters. The practical reality, as seen in professional environments, is that both are used together, each handling the workloads they are genuinely best suited for.
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