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[bookmark: _Toc514077277]Introduction

Best Books is an e-commerce retailer that supplies different genres of books ranging from fiction to academic and children’s books. The current report presents a critical analysis of the design of its e-commerce system with respect to major principles and good practice of software engineering. Additionally, it elaborates on the security and data transmission as well as describing how the software can be used as part of a commercial distributed system. 
Description of the system
The e-commerce system has two main users: customers who purchase from the system and administrators who manage it. The first process a new user undertakes before they can make any purchase actions is registering to the system. Such a process takes place once the user enters their personal details into the provided registration form. Details include first name, last name, email address, preferred user name and password. The system provides a provision for the users to edit any of the entered details at will. Once completed, an email message is sent to the user confirming their successful registration. The user is then able to login to the system and select books they are interested in purchasing. 
Only customers who are logged into the system can access the purchase functionality where they modify the number of items to be purchased and add the same to a shopping cart. The latter is processed at the end of the transaction where a sub-total of items being purchased is provided and a user confirms the same before entering payment details for the given purchase. Payment can be done either through a credit card or PayPal. Afterwards, the invoice of the purchase is sent to the customer’s email as proof of transaction while a duplicate is printed and packed with the goods. The system also provides gift service functionality where customers can opt to send their purchased products as a gift, gift box or gift wrap at an additional cost.
The second system user is the system administrator. Such a user is provided with a unique interface from where they can add, delete or modify items offered for purchase. Additionally, administrators are able to add or delete users in the system and generate appropriate reports on sales, purchases and stocks as required. 
Principles adopted in the system’s design
[bookmark: _GoBack]Various software engineering principles and best practices are adopted in designing Best Books. First, is the modularization concept where the large system is continuously decomposed until fine grained components are created. Agarwal, Tayal and Gupta (2010, p.125) describe a modular system as one which consists of discreet components whereby implementation of each component is done separately and there occurs minimal impact on other components once a change is effected to one component. Navet, Simonot-Lion and Zurawski (2008, p.87) add that as software components are modularized according to movability and usability functions, it becomes possible to reuse them in different processes.
Best_Books system consists of various modules. In the user view, modules include user account registration, purchasing a book, adding the multiple items functionality in a single transaction, making payment and sending a purchase to a gift box or gift wrap. On the other hand, the administrator view comprises of modules such as add user, delete user and modify user details, add sales items, delete sales items, modify sale items, and report generation. By modularizing the system, its reusability and movability processes are enhanced significantly.
A second principle adopted is abstraction. Bashir and Goel (2000, p.23) describe abstraction as a technique that separates essential object behaviour from its implementation thereby focusing on its outside view. As such, the authors note that with abstraction, the view of an object changes to focus on the information relevant to a particular functionality while ignoring the remainder of the information. In the Best Books system, modular aspects that contain different functionality are abstracted in order to separate implementation behaviour from essential objects. For instance, the purchase button abstracts the critical procedures that provide the actual purchase functionality by providing focus on its external view.
The third concept adopted, encapsulation, deals with providing access to services of entities that have been abstracted by revealing only the information necessary to undertake such services while hiding details of how the actual services are carried out (Dale, Headington and Weems 2003, p.294). As such, while information hiding acts as the principle, encapsulation represents the actual technique adopted. 
Abstraction on the other hand, simplifies reasoning about the composition of data objects structurally. The different modules in Best Books are able to interact with one another based on the three principles: abstraction, encapsulation and information hiding. For instance, a sales item created in the system can interact with the payment module and the purchase module separately without there being any exposure of the underlying implementation functionality. 
The fourth concept employed is information cohesion where each object is associated with its own source code, each operates on its own data that is defined within the object, and each member function performs only one unique operation (Sharma 2004, p.149). As such, while each module in the system performs a unique function such as registering a new user or purchasing a book, its member functions within it perform unique functions on the fed data. For instance, the registration module tasked with registering new users comprises of unique member functions that receive the input, verify and cross-check it for correctness, send it to the database and eventually communicate to the customer of the success or failure of the process.
Separation of interface and implementation is the fifth principle adopted where a public interface is separated from the details of actual implementation (Lowy 2009, p.46). As a result, clients are coded against the results of an abstraction (interface) rather than its implementation (object). Consequently, this implies that changing the implementation on the server side has no impact on the client side. The principle is different from encapsulation in that, while the latter focuses on hiding implementation details, the former dictates their separation so that different implementations of the same interface can be swapped to provide new or modified behaviour. In the Best Books system, the different user and administrator interfaces are separated from the actual implementation leading to higher efficiency.
Finally, the principles of completeness and sufficiency are also adopted in developing the system. In the former’s case, the principle dictates that different components making up the system are designed and developed to ensure achievement of intent while in the latter’s case, the principle implies that the components provide the intended services as required. The components that make up the Best Books system are designed to ensure that users of the system, customers and administrators, can obtain required services as deemed necessary.
Data security and transmission
Security of the data in the Best Books system is given top priority given the sensitivity of data shared in the system. Murphy (2015, p.105) posits that data exists in three states: in process; in transit; and at rest. The author describes data in process as that which an application is currently acting upon while that in transit as that which is transmitted from one location to another. Additionally, data at rest is described as that which is in storage. Consequently, different techniques are highlighted to protect data in the given states.
In Best Books system, data in process includes that which is entered by users as they register to the system and as they make payment. On the other hand, data in transit includes that which is both sent and extracted from the database for different processes while that at rest includes the current data in the system’s databases. For instance, customer details, payment information and sales items among others.
Techniques proposed to protect data in process include the implementation of rollback procedures in the event of transaction errors or application malfunction thereby causing data to regain its last known good state (Murphy 2015, p.105). Additionally, controls can also be setup to flag warnings and errors once given conditions fail to be met in the system. Similarly, controls to validate and verify input data prior to commencing transactions are also advocated to ensure data integrity such as hashing and CRC procedures which validate input data.
In order to protect data in transit and at rest, encryption is recommended as the main security technique in order to prohibit access by unauthorized entities (Spivey and Echeverria 2015, p.191). The authors describe the former as over-the-wire encryption and propose diverse in-transit algorithms to achieve the required protection while on the other hand, advocate for at-rest encryption algorithms to protect data at rest which is stored in devices such as hard disks and USB drives. Storing data in encrypted form enables data to be secured from unauthorized access.

Deploying the system as part of a commercial distributed system 
	Schmidt (2008, p.1) describes a distributed computing system as one in which, its different components communicate over a network. The author notes that while a standalone computing system has all the different components: user interface; business processing; and persistent data stored in one computer, a distributed system on the other hand, has its different components are stored in loosely coupled computing nodes and service tiers that are connected over a network. 
	Schmidt (2008, p.4) argues that currently, the most preferred approach of adopting distributed computing is the adoption of middleware due to challenges associated with traditional approaches of developing distributed systems such as ad-hoc programming and structured communication. As such, the approach would be advocated for Best Books in order to adopt a commercial distributed system. Such integration is provided through cloud computing frameworks.
Conclusion
	The current report has elaborated on the design approach adopted in developing the Best Books e-commerce system and additionally, detailed how to secure the platform and deploy it as a distributed system.
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