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Section 1: Corporate Network Requirements and Development Prospects

1.1 Current requirements for the corporate network of NOSS2027, which has branches in Swansea and London

Designing a robust corporate network for NOSS2027 requires establishing a foundational architecture that ensures seamless inter-site connectivity, centralized management, and cross-platform compatibility [1]. To facilitate secure and reliable operations between offices in Wales and England without the excessive costs associated with dedicated leased lines, a Site-to-Site VPN solution utilizing the IPsec protocol over a public Wide Area Network (WAN) must be implemented [2]. Furthermore, employing a hierarchical network topology-logically divided into core, distribution, and access layers-helps eliminate traffic bottlenecks, optimize packet forwarding, and simplify fault isolation at both sites [2]. Since the proposed virtualized infrastructure integrates diverse systems (Windows Server 2025, a headless Debian Linux server, and Windows client workstations), ensuring their interoperability is a key requirement. Centralized identity and access management should be handled by Windows Server-based Active Directory Domain Services [3]; meanwhile, the Debian server can be integrated into the domain using protocols and tools such as Samba, Kerberos, or the System Security Services Daemon to enable unified authentication. Using a headless Debian server eliminates the overhead associated with a Graphical User Interface, thereby significantly reducing RAM and CPU resource consumption in the virtualized environment and minimizing the system's potential attack surface [4]. To ensure that WAN data transmission delays do not impact day-to-day operations, mission-critical infrastructure services-such as Dynamic Host Configuration Protocol and Domain Name System - must be available locally or cached at both sites: Swansea and London [2].

1.2 Growth Prospects and Strategic Scalability

To ensure the network's viability as the NOSS2027 infrastructure expands:
Scalability and user growth: As the workforce in Swansea and London grows, flat-topology networks quickly suffer from network congestion and IP address space exhaustion. Implementing technologies such as CIDR, VLSM, and VLANs allows administrators to logically separate departments and modularly add new user subnets without redesigning the core physical infrastructure [2].
Integration of new services: Modern enterprise architectures must support the rapid expansion of new workloads, such as internal web portals, databases, and cloud solutions [1]. Utilizing hypervisor-level virtualization combined with lightweight Debian virtual machines enables NOSS2027 to rapidly deploy new, isolated services while maximizing hardware resource efficiency [4].
Remote access: Organizations today require flexible capabilities for hybrid work [1]. The network must support encrypted client-to-site VPN tunnels and Remote Desktop Services (RDS), providing employees traveling between Swansea and London with secure access to internal resources [2]. 
Fault Tolerance and High Availability: To eliminate single points of failure that could halt business processes, fault-tolerance mechanisms must be implemented at both the network and service levels. This entails deploying redundant domain controllers at both sites, configuring DHCP scopes with failover support, and implementing automated virtual machine backups to remote sites to ensure rapid recovery from failures [3].
Maintainability: Managing a distributed infrastructure that utilizes two different operating systems with a small IT team requires a high level of maintainability, achieved through automation and centralized monitoring. Using PowerShell in Windows Server 2025, along with Bash or Ansible scripts within the Debian command-line interface, enables configuration management automation [4]; meanwhile, features such as hotpatching in Windows Server 2025 minimize downtime associated with reboots during the installation of critical security updates [3].

Section 2: Server Operating Systems Comparison (Windows Server 2025 vs. Debian Linux CLI)

2.1 Comparative Overview of Server Environments

Selecting server operating systems for NOSS2027 requires balancing proprietary enterprise integration against open-source efficiency and throughput [5], [6]. While Windows Server 2025 provides native compatibility for Windows client workstations [3], headless Debian Linux offers a lightweight, high-throughput platform for core networking workloads [5], [7].
Table 1 outlines the technical and operational contrasts across ten critical enterprise parameters.

	Evaluation Criterion
	Windows Server 2025
	Debian Linux (CLI Only / Headless)

	Core Features
	Native Active Directory (AD DS), Hyper-V, SMB over QUIC, centralized Group Policy (GPO) [3].
	Modular package ecosystem, native containerization, high-throughput TCP/UDP networking stack [4], [5].

	Administrative Model
	Object-oriented and API-driven; managed via GUI, Server Core, Windows Admin Center, or PowerShell [3], [6].
	Text-based and file-driven; administered entirely via local shell or remote Secure Shell (SSH) editing /etc configuration files [4], [7].

	Licensing & Cost
	Proprietary per-core licensing model plus mandatory Client Access Licenses (CALs) [3], [6].
	Free and Open-Source Software (FOSS) under GNU GPL; zero licensing or per-user connection costs [4], [7].

	Update Model
	Cumulative monthly patches via Windows Update/WSUS and in-memory hotpatching [3].
	Granular package updates via apt and automated compliance playbooks without forced full-system reboots [7].

	Hardware Requirements
	Higher baseline CPU and RAM footprint due to GUI subsystems and background services [6].
	Extremely lightweight: runs stably on minimal RAM (256-512 MB) and low CPU utilization without GUI overhead [4], [6].

	Support Model
	Commercial Service Level Agreements (SLAs) and official vendor lifecycle support from Microsoft [3].
	Community-driven documentation, security mailing lists, or optional third-party commercial consultants [7].

	Security Posture
	Centralized Kerberos authentication, Credential Guard, and SIEM-integrated AD auditing [3].
	Minimal attack surface (no GUI daemons), SCAP-based compliance hardening, and superior resilience under DoS/DDoS traffic floods [6], [7].

	Automation
	Object-based scripting via PowerShell and Group Policy Objects (GPOs) [3].
	Agentless orchestration via Ansible playbooks over SSH, Bash scripts, and automated remediation pipelines [4], [7].

	Compatibility
	Seamless native integration with Windows 10/11 clients, .NET frameworks, and IIS web services [3], [5].
	Native support for POSIX standards, Nginx/Apache, and Docker; integrates with Windows via Samba/Kerberos [4], [7].

	Enterprise Suitability
	Ideal for centralized identity management (AD DS), client policy enforcement, and enterprise file/print roles [3].
	Ideal for high-performance edge routing, VPN gateways, DNS/DHCP appliances, and resilient web hosting [4], [5], [6].





2.2 Critical Analysis and Architectural Trade-offs for NOSS2027

Resource Efficiency and Performance vs. Administrative Complexity:

In NOSS2027's virtualized environment, resource allocation and throughput directly impact scalability. Empirical evaluations demonstrate that GUI-based Windows Server environments experience higher baseline CPU/RAM utilization and longer response times under load than Linux distributions [6]. Furthermore, client-server benchmarks confirm that Linux servers consistently achieve higher TCP/UDP throughput across IPv4 and IPv6 networks than Windows platforms [5]. Operating Debian strictly via CLI eliminates display server overhead, dedicating maximum virtual resources in Swansea and London to packet processing [4], [6]. However, while Windows Server offers intuitive visual consoles [6], Debian CLI demands strong proficiency in terminal commands, file permissions, and SSH, increasing the risk of configuration drift if unautomated [4], [7].

Licensing Economics, Support, and Update Continuity:

Deploying Windows Server 2025 across both branches incurs substantial capital expenditure due to per-core licensing and mandatory Client Access Licenses. Conversely, open-source Debian eliminates licensing fees and CAL restrictions, significantly reducing multi-node virtualization costs [4], [7]. While Windows Server justifies its cost through vendor SLAs and integrated updates, Debian CLI enables granular, low-overhead package updates that rarely require full reboots, maximizing availability across both sites [4], [7].

Security Posture, Automation, and Workload Suitability:

Debian CLI's minimalist architecture omits GUI packages, shrinking its attack surface and maintaining higher packet delivery rates with lower CPU exhaustion under DoS/DDoS SYN flood attacks compared to Windows Server [6]. Integrating agentless Ansible automation and Security Content Automation Protocol profiles on Linux eliminates configuration drift and enforces reproducible security baselines [4], [7]. Conversely, because NOSS2027 uses Windows clients, Windows Server 2025 remains indispensable for centralized identity governance via Active Directory and Group Policy Objects [3]. Consequently, a hybrid architecture-Windows Server 2025 for domain authentication and client management alongside Debian CLI for routing, VPN, and core network services-optimizes security and performance [3], [5], [7].

Section 3: Network Services and Roles

3.1 Core Addressing and Naming Services (DHCP and DNS)

Dynamic Host Configuration Protocol: DHCP automates IP, subnet mask, gateway, and DNS assignment, eliminating manual configuration as workstations join subnets in Swansea and London [8]. However, lacking native authentication, standard DHCP is vulnerable to starvation and rogue server Man-in-the-Middle attacks [8]. Deploying DHCP with failover scopes and switch-level DHCP snooping mitigates these risks [4], [8]. 

Domain Name System: DNS resolves Fully Qualified Domain Names to IP addresses and locates AD domain controllers via Service (SRV) records [1], [3]. While local caching reduces WAN latency, unencrypted DNS is susceptible to spoofing and cache poisoning [1]. Combining AD-integrated DNS on Windows Server 2025 with a secondary BIND9 forwarder on Debian CLI ensures high availability and DNSSEC cryptographic integrity [3], [4].

3.2 Identity, File Sharing, and Application Hosting

Directory and Domain Services: AD DS on Windows Server 2025 centralizes identity management, Kerberos Single Sign-On, and GPO enforcement across Swansea and London [3]. However, AD DS is a prime target for privilege escalation, credential dumping, and ransomware propagation if domain controllers lack strict segmentation and auditing [3]. 

File Sharing Services: File sharing utilizes Server Message Block on Windows and Samba/NFS on Debian [3], [5]. SMB supports granular Access Control Lists, quotas, and Distributed File System replication across sites, though WAN bandwidth saturation and lateral malware movement require strict SMBv3 encryption [3], [5].

Web Services: Internet Information Services on Windows Server 2025 natively supports ASP.NET and Windows Authentication [1], [3]. Conversely, hosting web workloads via Nginx or Apache on headless Debian CLI reduces memory overhead and provides superior resilience against HTTP flood attacks [4], [6].

3.3 Connectivity and Remote Operations (Routing, VPN, and Remote Access/RDS)

Routing: Static and dynamic routing protocols direct traffic across VLANs and inter-site WAN links [1], [2]. Configuring Debian CLI as a virtual router eliminates hardware licensing costs, though misconfigured tables risk routing loops or traffic bottlenecks [2], [4].

Virtual Private Network: VPNs establish encrypted WAN tunnels connecting Swansea, London, and remote staff [1], [9]. Virtualized benchmarks show kernel-space WireGuard on Linux achieves nearly double the TCP throughput (210.64 vs. 110.34 Mbps) and lower memory overhead than OpenVPN, while OpenVPN and IPsec remain useful for legacy interoperability [9].

Remote Access and Remote Desktop Services (RDS): RDS on Windows Server 2025 provides centralized graphical session hosting, whereas SSH enables lightweight encrypted CLI administration on Debian [3], [7]. Because exposed RDP ports attract brute-force and ransomware attacks, RDS must be encapsulated within a VPN or RD Gateway [3], [9].

3.4 Trust and Visibility (Certificates and Logging/Monitoring)

Certificates: Digital X.509 certificates from an internal Certificate Authority authenticate servers and encrypt TLS, VPN, and LDAPS traffic, preventing MitM interception [1], [5]. However, expired certificates or compromised keys can immediately halt inter-site operations [1].

Logging and Monitoring: Centralized logging aggregates Windows Event Logs and Linux rsyslog data to detect security anomalies and failures [7], [10]. Because standard UDP syslog lacks encryption and delivery guarantees, deploying RFC 5424 syslog over TCP with TLS on Debian CLI ensures tamper-evident audit trails across both branches [7], [10].

Table 2: Recommended Service Allocation for NOSS2027 Virtualized Build

	Network Service / Role
	Primary Host Platform
	Key Enterprise Justification for NOSS2027

	Directory/Domain Services
	Windows Server 2025
	Native AD DS, Kerberos SSO, and GPO control for Windows clients [3].

	DNS & DHCP
	Hybrid (Windows + Debian CLI)
	AD-integrated DNS on Windows [3]; failover DHCP/DNS caching on Debian CLI [4], [8].

	File Sharing
	Windows Server 2025 (SMB) / Debian (Samba)
	Native NTFS permissions and DFS replication across Swansea and London [3], [5].

	Web Services (IIS/Nginx)
	Windows Server (IIS) & Debian CLI (Nginx)
	IIS for internal .NET portals [3]; Debian CLI for low-overhead static/API web hosting [4], [6].

	Routing & VPN Gateway
	Debian Linux (CLI Only)
	Superior TCP/UDP throughput and lower CPU/RAM overhead using WireGuard/IPsec [5], [9].

	Remote Access (RDS/ SSH)
	Windows Server (RDS) / Debian (SSH)
	GUI session hosting for Windows staff [3]; low-bandwidth CLI administration via SSH [7].

	Certificates (PKI) & Logging
	Windows (AD CS) & Debian
	Automated domain certificate enrollment [3] and tamper-resistant centralized TLS logging [10].



Section 4: Basic Information Security Considerations

Establishing a resilient security baseline across NOSS2027's dual-site infrastructure in Swansea and London requires adopting a Zero Trust architecture ("never trust, always verify"), ensuring that every user, device, and network flow between the Windows Server 2025 and headless Debian Linux environments is continuously authenticated and validated [11]. To prepare for the practical enterprise deployment in Component 2, seven foundational security controls must be integrated: 

Authentication and Secure Passwords: Robust identity verification is the primary defense against unauthorized network access [11]. Within NOSS2027, centralized domain authentication should be enforced via Kerberos on Windows Server 2025 Active Directory (AD DS), eliminating insecure legacy NTLM protocols [3]. To counter credential stuffing and brute-force attacks, strict password policies must be deployed via Group Policy Objects (GPOs) on Windows and Pluggable Authentication Modules (PAM) on Debian CLI, mandating minimum password lengths, complexity, regular rotation, and account lockout thresholds [3], [7]. Furthermore, integrating Multi-Factor Authentication (MFA) for VPN and administrative logins, alongside disabling password-based root logins on Debian in favor of cryptographic ED25519/RSA SSH keys, substantially reduces the risk of credential compromise [4], [11]. 

Administrative access should also be separated from everyday accounts: IT staff must use standard profiles for routine work and only elevate their rights through dedicated Domain Admin accounts on Windows or limited sudo access on Debian CLI, which helps prevent lateral movement and privilege escalation during ransomware attacks [3], [11].

Firewall Rules and Network Filtering: Perimeter and host-based firewalls-specifically Windows Defender Firewall with Advanced Security and Debian's kernel-level nftables -must enforce a strict "default-deny" ingress posture [4], [12]. Only explicitly required operational ports (such as TCP/UDP 53 for DNS, UDP 51820 for WireGuard VPN, and restricted management subnets for SSH/RDP) should be permitted between VLANs and across the Swansea-London WAN link [9], [12]. Because manual firewall expansion often introduces rule shadowing, redundancy, and overly permissive anomalies over time, systematic rule auditing and anomaly classification are vital to maintain airtight segmentation [12].

Patching and Safe Operation: Unpatched vulnerabilities in operating system kernels or network daemons represent critical entry points for attackers [7]. Automated patch management must be established using Windows Server Update Services for Windows environments and unattended-upgrades combined with Ansible playbooks for Debian CLI [4], [7]. Finally, safe ongoing operation requires continuous compliance auditing via Security Content Automation Protocol benchmarks, centralized TLS-encrypted syslog monitoring, and immutable off-site virtual machine backups to guarantee rapid disaster recovery [7], [10].

Section 5: Conclusion and Recommendations for the Practical Build

Based on the comparative evaluation of server operating systems, network services, and security frameworks, a hybrid, dual-platform virtualized architecture is strongly recommended for the NOSS2027 practical implementation in Component 2 across the Swansea and London branches [1], [5]. Relying exclusively on a single operating system would force unnecessary operational compromises between licensing expenditure, hardware overhead, and native client manageability [3], [6]. 

Specifically, Windows Server 2025 should be deployed as the centralized identity, governance, and application core [3]. Because the enterprise relies on Windows client workstations, hosting Active Directory Domain Services, AD-integrated DNS, Group Policy Objects, SMBv3 file shares, Internet Information Services (IIS), and Remote Desktop Services on Windows Server 2025 ensures seamless Single Sign-On via Kerberos and granular endpoint policy enforcement [3], [5].

Simultaneously, the headless Debian Linux server should be positioned as the high-performance networking, perimeter, and auditing backbone [4], [6]. By eliminating GUI overhead, the Debian CLI instance can operate with minimal virtual RAM and CPU allocation while delivering superior TCP/UDP throughput and DDoS resilience [5], [6]. It is recommended to configure Debian CLI to handle VLAN routing, Site-to-Site and Point-to-Site WireGuard VPN tunneling between Swansea and London, failover DHCP scopes, and centralized TLS-encrypted rsyslog aggregation [8], [9], [10]. Finally, enforcing a Zero Trust security baseline-combining nftables and Windows Defender default-deny firewall rules, Role-Based Access Control, automated Ansible/WSUS patching, and SCAP compliance auditing-will provide NOSS2027 with a scalable, fault-tolerant, and secure enterprise network [4], [7], [11], [12].

References
[1] O. Afolalu and M. S. Tsoeu, "Enterprise Networking Optimization: A Review of Challenges, Solutions, and Technological Interventions," Future Internet, vol. 17, no. 4, p. 133, Mar. 2025, doi: 10.3390/fi17040133.
[2] S. W. Nourildean, Y. A. Mohammed, and H. A. Attallah, "Virtual Local Area Network Performance Improvement Using Ad Hoc Routing Protocols in a Wireless Network," Computers, vol. 12, no. 2, p. 28, Jan. 2023, doi: 10.3390/computers12020028.
[3] E. J. Tan, K. Tan, R. Y. F. Chong, X. Chen, Y. C. Tan, L. Lu, and H. Guo, "Simulation of Pre-Ransomware Attacks on Active Directory," in 2024 17th International Conference on Security of Information and Networks (SIN), Sydney, Australia, 2024, pp. 1-7, doi: 10.1109/SIN63213.2024.10871611.
[4] A. N. Hidayat, "Automating Server Deployment With Ansible to Improve Performance, Virtualization, and Network Security," Eduvest - Journal of Universal Studies, vol. 5, no. 8, pp. 10615-10628, Aug. 2025, doi: 10.59188/eduvest.v5i8.52084.
[5] N. I. Sarkar, N. Faiz, and M. J. Ali, "The Impact of Security Protocols on TCP/UDP Throughput in IEEE 802.11ax Client-Server Network: An Empirical Study," Electronics, vol. 14, no. 19, p. 3890, Sep. 2025, doi: 10.3390/electronics14193890.
[6] A. Saab, "Testing and Comparing the Performances of Windows Server 2022, Ubuntu 20.04 and CentOS 8 under DDoS Attacks," ResearchGate Preprints, Dec. 2021, doi: 10.5281/zenodo.22723165.
[7] Z. Morić, M. Balković, and D. Isić, "Evaluating the Operational Impact of Automated Endpoint Compliance and Security Monitoring in Linux Environments," Journal of Cybersecurity and Privacy, vol. 6, no. 2, p. 61, Apr. 2026, doi: 10.3390/jcp6020061.
[8] A. Abdulghaffar, S. Paul, and A. Matrawy, "An Analysis of DHCP Vulnerabilities, Attacks, and Countermeasures," in 2023 31st Biennial Symposium on Communications (BSC), Montreal, QC, Canada, 2023, pp. 1-6, doi: 10.1109/BSC57238.2023.10201458.
[9] J. Anyam, R. R. Singh, H. Larijani, and A. Philip, "Empirical Performance Analysis of WireGuard vs. OpenVPN in Cloud and Virtualised Environments Under Simulated Network Conditions," Computers, vol. 14, no. 8, p. 326, Aug. 2025, doi: 10.3390/computers14080326.
[10] A.-A. Anton, P. Csereoka, E. A. Capota, and R. D. Cioargă, "Enhancing Syslog Message Security and Reliability over Unidirectional Fiber Optics," Sensors, vol. 24, no. 20, p. 6537, Oct. 2024, doi: 10.3390/s24206537.
[11] B. D. Lund, T.-H. Lee, Z. Wang, T. Wang, and N. R. Mannuru, "Zero Trust Cybersecurity: Procedures and Considerations in Context," Encyclopedia, vol. 4, no. 4, pp. 1520-1533, Oct. 2024, doi: 10.3390/encyclopedia4040099.
[12] J. Park, B. Park, and T.-S. Kim, "Development of an Anomaly Classification Model and a Decision Support Tool for Firewall Policy Configuration," Applied Sciences, vol. 15, no. 6, p. 2979, Mar. 2025, doi: 10.3390/app15062979.

image1.png
- Prifysgol Cymru
» Y Drindod Dewi Sant

" University of Wales
Trinity Saint David




