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[bookmark: _pdzs8ixk2ijb]Background of Ansible
Ansible is a free, open-source tool for automating complex and repeatable work. YAML makes it easy for us to run commands across multiple servers and update configurations across our infrastructure with a single command, thanks to Ansible [1], [2].
Ansible uses SSH as its transport protocol. It's ideal for managing production systems where security is paramount. It can connect to remote hosts via SSH or an alternative protocol such as ansible-pull or even over SSL/TLS with an agent called ansible-cert. Ansible can also be used to manage virtual machines (VMs). That reside in cloud environments like AWS or Azure with the EC2 plugin. This plugin takes over the host management functions of these tools when communicating with the cloud provider's API service [1], [2].
The fact that Ansible has no central point of control makes it particularly useful for large scale deployments (more than 1 server). For example, with Ansible Tower, we can manage 100+ servers from one place. We just need to install Tower on our machine, then create a group consisting of all the necessary servers. For example, a 'dev' group can run two playbooks against those servers at once – this will automatically configure all servers with needed packages like database connections etc. Because they are managed by Tower itself via its own plugin system built into it [2], [3].
Ansible comes with a large set of modules that can be used to perform complex tasks on remote machines. For example, we can use Ansible's module called “playbook” to deploy code or configuration files to a remote machine via SSH commands. The playbook also has built-in support for authentication against an LDAP server. In this way, users' access rights can be defined before they are added to playbooks, rather than hardcoding them into each command line invocation as we might with other tools such as Chef or Shellshock Scripting Toolkit (SSHTK) [1], [2], [3].
The biggest advantage of using Ansible is its simplicity – no agents or custom security infrastructure are needed on machines that we wish to manage with Ansible (called “managed nodes” in the documentation). A control node (typically a Linux system), that runs the Ansible software, is used for controlling the monitored nodes. The main advantage of this approach is that there are no dependencies between our management system and what it controls; if we want to change something on one machine and then run commands against another machine related to that change, there’s no need for any changes at all in either system – just adjust how they interact. This means less work on our part in terms of keeping things consistent across multiple platforms within our organization [3], [4].
[bookmark: _sq3rheopfdtk]Analyse the features of Ansible
A powerful feature of Ansible is its ability to connect to nodes and download small programs, called “Ansible Modules”, to them. In these programs, the desired state of the system is modelled as a resource model. The modules are then executed (by default over SSH) and removed once they have completed [4], [5].
The modules in Ansible can be customised with custom modules. Custom modules are written in Python, and they can be written to perform any task. They can also be shared with other users to create custom tasks that we require for our own environment. Moreover, Ansible supports variables to store values that can be reused throughout files in an entire Ansible project. Variables are set on a host-by-host basis based on information discovered by the setup module [4], [5].
The Playbooks are written in YAML and have a simple syntax. This intentionally tries not to be a programming language or script, but rather a model of a configuration or a process. The file contains playbooks, which contain tasks and roles that can be run against hosts. In this manner, we can use Ansible's automation capabilities without having to write code ourselves. Playbooks are written in a declarative style, meaning that they describe what should be done, rather than specifying the steps to be taken. This makes them easy to read and understand and allows for increased flexibility when modifying or extending them [4], [5].
There are two modes of running playbooks: ad-hoc and playbook. Ad-hoc mode is used for performing one-off tasks and is typically invoked when troubleshooting or making small changes. Playbook mode is used for running a series of tasks, and is typically reserved for larger, more complex deployments. Playbooks can include variables, which can be adjusted to customise the behaviour of the playbook. Variables can be defined in a variety of places, including the command line, environment variables, files, and group_vars files [4], [5].
Moreover, playbooks can also include conditionals, which allow for different behaviour based on the state of the system. For example, a playbook could include a task that is only performed if a certain file does not exist. It is possible to run playbooks on more than one host. When run on multiple hosts, playbooks are typically executed in parallel, meaning that the tasks in the playbook are executed at the same time on all the hosts [5], [6].
Playbooks can be run in dry-run mode, which will execute all the tasks in the playbook without making any changes to the system. This is useful for testing playbooks or for previewing the changes that will be made [5], [6].
Finally, playbooks can be bundled into roles, which allow for reuse of common tasks across multiple playbooks. Roles can be shared with other users, making it easy to deploy complex applications using Ansible [5], [6].
The following example shows how to set up an Ubuntu 14.04 server:
· playbook name: host setup - hosts: localhost remote hosts: - sleepybox1 sleepybox2
For the playbook to run on these machines, it needs two things: (1) an inventory file listing all machines available on our network; (2) an initial task called template, which has been defined as follows: ``` # Template for installing Ubuntu 14.04 LAMP stack on several machines.
It is noteworthy that Ansible playbooks can be used to manage a wide variety of server environments, including physical servers, virtual machines, and containers. They can also be used to manage network devices, such as routers and switches.
As previously discussed, Ansible is a configuration management tool that enables us to manage our servers and configure them using playbooks. Chef and Salt are both configuration management tools that allow us to manage our servers and configure them using cookbooks. Ansible provides greater flexibility than Chef or Salt, which both require manual configuration of their commands before they can be run. Ansible also allows us to define multiple hosts/nodes per playbook, whereas Chef only supports one host per playbook and Salt does not support multiple nodes at all. Ansible has several features that Chef and Salt don't have, including [3], [4], [5]:
* Ansible's playbooks can be written in a variety of languages. Chef doesn't support any kind of programming language at all.
* Ansible has support for remote execution, which allows us to run commands on external machines without having to download them locally. This feature is also supported in Salt, but only if we are using the cloud-based version of Salt. Chef doesn't support remote execution at all.
* Ansible can run commands in parallel across multiple hosts by default, whereas Chef requires us to explicitly set up processes for parallelism before running anything through them.
[bookmark: _i1676d6n673d]Installation and configuration of Apache Server
Apache is widely used web server software. It is free and open-source software, released under the Apache License. Apache is a popular choice for web servers. It is fast, reliable, and secure. It runs on most operating systems, including Linux, BSD, Solaris, and Microsoft Windows.
The first step is to install the Apache package from the Ubuntu repositories. This can be done by running the following command (Figure 1):
sudo apt-get install apache2
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Figure 1: Installing Apache
Once installation is complete, we need to start Apache. We can do this with the following command:
sudo systemctl start apache2
Next, we need to enable Apache to start automatically when the server is rebooted. We can do this with the following command:
sudo systemctl enable apache2
Now that Apache is installed and running, we can configure it. The Apache configuration file is located at /etc/apache2/apache2.conf.
The first thing we need to do is edit the file and change the ServerName directive. The ServerName directive sets the hostname that Apache will use. We need to change it to match the hostname of our server. In our case, the hostname is server.example.com.
ServerName server.example.com
Next, we need to edit the file and change the DocumentRoot directive. The DocumentRoot directive sets the directory that Apache will use for the web server document root. By default, the document root is set to /var/www/html. We will change it to /var/www/html/server.
DocumentRoot /var/www/html/server
Now that we have changed the Apache configuration, we need to restart Apache for the changes to take effect. We can do this with the following command:
sudo systemctl restart apache2
Now that Apache is installed and configured, we can test it by accessing the web server from a web browser. We should see the default Apache web page (Figure 2).
[image: ]
Figure 2: Apache2 Ubuntu Default Page
[bookmark: _tyz11jcuky24]Installing Ansible
The first step is to install Ansible on the control server. Ansible can be installed using apt or pip. We will use apt in this tutorial.

sudo apt install ansible

After the installation is complete, we need to add the ansible user to the sudo group.

sudo adduser ansible sudo

Next, we need to generate an SSH key pair for the ansible user.

sudo su - ansible ssh-keygen

We will enter the passphrase and press enter. This will generate the SSH key pair.

Now, we need to copy the public key to the remote servers. We will use the ssh-copy-id command for this.

sudo ssh-copy-id user@remote_server

Replace user with the actual username of the remote server.

Now, we can test the connection to the remote server.

ansible all -m ping

We should see the following output.

192.168.1.100 | SUCCESS => { "changed": false, "ping": "pong" }

This indicates that Ansible is able to connect to the remote server.
[bookmark: _p5y1t0cg0app]Another alternative to install Apache Server, My SQL and PHP
We can create a playbook to install and configure a web server on the remote server. In this regard, we will create a file named webserver.yml and add the following content.

--- - hosts: all tasks: - name: Install Apache web server apt: name: apache2 state: present - name: Start Apache web server service: name: apache2 state: started

In this playbook, we have two tasks. The first task is to install the Apache web server. The second task is to start the Apache web server. Save the file and run the playbook.

ansible-playbook webserver.yml

This will install and start the Apache web server on the remote server.

Now, we can access the web server using the IP address of the server.

http://server_ip

We should see the default Apache web page.
[bookmark: _ohlltw99r3b1]Installation and configuration of My SQL
MySQL is used on many high-profile, large-scale websites, including Wikipedia, Google (though not for searches), Facebook, Twitter, Flickr, and YouTube. MySQL is available in the repositories. We can install it by running the following command:
sudo apt-get install mysql-server
During the installation process, we will be asked to set a password for the MySQL root user. This is the password that we will use to connect to the MySQL server. Once installation is complete, we can verify that MySQL is running by typing the following command:
sudo systemctl status mysql
Next, by default, MySQL is configured to only allow connections from the local machine. This means that we will not be able to connect to the MySQL server from a remote location. If we need to allow remote connections, we can do so by editing the MySQL configuration file.
sudo nano /etc/mysql/mysql.conf.d/mysqld.cnf
We will scroll down to the [mysqld] section and look for the line that reads bind-address = 127.0.0.1. This line is commented out with a # character. Remove the # character to uncomment the line, then change the address to 0.0.0.0.
bind-address = 0.0.0.0
Save and close the file, then restart the MySQL service for the changes to take effect.
sudo systemctl restart mysql
Next, we need to allow MySQL through the firewall. If we are using the UFW firewall, we will need to allow traffic on port 3306 in order to establish connections to the MySQL server.
sudo ufw allow 3306/tcp
Now that we have MySQL up and running, and we have allowed traffic on port 3306, we can connect to the MySQL server from a remote server. To connect to MySQL from a remote server, we will need the MySQL root password that we set during the installation process.
We can connect to the MySQL server with the following command:
mysql -u root -p
After we insert the MySQL root password when asked, we will be connected to the MySQL server.
[bookmark: _o6woxojx3s06]Installation and configuration PHP
Anyone who has installed, and configured PHP knows that the process can be quite daunting. This is because there are so many different ways to do it, and each person's system is different.

To install PHP, we will enter the following command in the terminal (Figure 3):

sudo apt-get install php5

[image: ]
Figure 3: Installing php
Once PHP is installed, we need to configure it. To do this, we open the php.ini file in a text editor. The file is located in the /etc/php5/apache2 directory. We search for the line that says "display_errors = Off" and change it to "display_errors = On". This will cause PHP to display any errors that occur during the execution of a script.

Next, we search the line that says "error_reporting = E_ALL & ~E_NOTICE" and change it to "error_reporting = E_ALL". This will cause PHP to report all errors, including notices. We search the line that says "log_errors = Off" and change it to "log_errors = On". This will cause PHP to log any errors that occur during the execution of a script.

Now that we have PHP installed and configured, we need to restart the Apache web server. To do this, we enter the following command in the terminal (Figure 4):

sudo /etc/init.d/apache2 restart

[image: ]
Figure 4: Restarting the Apache web server
Now that the Apache web server is up and running, we can test PHP by creating a test file. To do this, we will create a file called test.php in the /var/www/html directory and add the following code to it:

<?php

echo "IT WORKS!";

?>

Now, we will open a web browser and go to http://localhost/test.php. We should see the following output (Figure 5):

IT WORKS!
[image: ]
Figure 5: Parsing php
[bookmark: _q8dof6szlq1g]Evaluation of Ansible as a network programming and automation tool
As stated in the previous section, Ansible is a free and open-source software tool that helps us automate configuration management, application deployment, and task execution. We can use it to manage our entire infrastructure, from physical servers to virtual machines and containers. Ansible is easy to use and does not require any special skills or knowledge. It is also very flexible, allowing us to customise the configuration management and deployment process to meet our specific needs. Ansible's playbooks are written in YAML, a human-readable data serialisation format. This makes them easy to read and understand, even for people who are not familiar with programming. Ansible's playbooks are very portable and can be used on any system that supports YAML [3], [4].
Ansible has many advantages over other configuration management and deployment tools. First, it is very easy to use. There is no need to learn a new programming language or tool. Ansible's playbooks are written in YAML, which is a human-readable data serialisation format. This makes them easy to read and understand, even for people who are not familiar with programming. Second, Ansible is very flexible. Finally, Ansible is very efficient. It can help us automate repetitive tasks and save a lot of time [3], [4].
Ansible also has some disadvantages. First, it is not as widely used as some other configuration management and deployment tools. This means that it may be difficult to find people who are familiar with using it. Second, Ansible is not as mature as some other tools. This means that it may have some bugs and may not be as stable as some other tools. Finally, Ansible can be slow when used to manage large numbers of servers [3], [4], [5].
Ansible is a helpful tool for automating configuration management and deployment. It is easy to use and very flexible. However, it is not as widely used as some other tools and may not be as stable as some other tools [3], [4], [5].
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Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (Iocated at /var/wai/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview
Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows

/etc/apache2/
|-~ apache2. cont

I *-- ports. conf
|-~ mods-enabled

1 |- *.load

I *-- +.cont

|-~ conf-enabled

I — *.cont

|- sites-enabled

I - +.cont

« apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

« norts.conf is alwavs included from the main confiauration file. It is used fo determine the ~
© Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What I Share | x





image4.png
Processing triggers
Processing triggers
Processing triggers
Processing triggers
brad@ubuntu:~$ sudo
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for systemd (225-lubuntu9)

for ufw (0.34-2) ..
apt-get install phpsf
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