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[bookmark: _Toc97214070]Practical Work
[bookmark: _Toc97214071]Build a Virtual LAN using a Type 2 Hypervisor Management Software
1.1.1 [bookmark: _Toc97214072]Virtual Machine creation and Operating System installation

To create the required virtual network the latest version of VirtualBox (6.1.32)  for Windows was installed [1]. VirtualBox is a Type 2 hosted hypervisor [2] which allows a virtualised computer environment to be created on top of the host operating system [3].
VirtualBox has the following minimum system requirements: [4]
· Recent Intel or AMD processor
· 512MB RAM
· 30MB hard disk space (more will be needed for the Operating System chosen)
· Supported OS, including Windows, Linus, Mac OS X, Solaris etc.
· Supported guest OS

[image: ]
Fig 1: Type 2 Hypervisor Management Software for Virtual Box.
The network will consist of two virtual servers and two virtual workstations. The first virtual machine created would act as a Server. This was named “Server 1” and was created with the following specifications. 
· Virtual Hard Disk (VHD) – 25GB sufficient for typical server installation
· VRAM – 4GB Server 2019 GUI spec as recommended [2]
· CPU – 2vCPUs for avoiding performance latency as there were 4 physical cores available in the host system.
[image: ]
Fig 2: Initial virtual hardware configuration and Operating System (Windows Server 2019 Essentials x64) for Server 1.
Workstation named “Client 1” was created with the following specifications:
[image: ]
Fig 3: Initial virtual hardware configuration for the first workstation (Client 1)
Unlike the server specific operating system required for Server 1, Windows 10 Education x64 was installed on Client 1.
[image: ]
Fig 4: Installation of suitable operating system for Client 1.
Instead of repeating the same creation and installation process for the next server and workstation the clone Virtual Machine (VM) function was used as it is more efficient. There are two types of VM clones: full clone and linked clone [4]. 
As the clone is to run independently of the “parent” the full clone option was used. This produces a separate copy which, unlike a linked clone, does not share any system resources with the parent VM [5].
[image: ]
Fig 5: Cloning Virtual Machine to create the new Server.
It is vital to set the MAC Address Policy to generate a new MAC address for all network adapters for the network to be able to communicate. If the network adapters (NICs) have the same MAC address, the protocols on the network will not function properly. 
One such protocol is the layer 2 Address Resolution Protocol (ARP). Hosts on a network are identified by their IP Address (layer 3) but NIC’s only have MAC addresses, ARP is used to link these MAC addresses with the host IP address. If more than one host of the network has the same MAC address ARP will not be able locate the correct host.
[image: ]
Fig 6: ARP Request/Reply process [6]
[image: ]
Fig 7: Server 2
The same process is followed to clone client 1 to produce client 2.

1.1.2 [bookmark: _Toc97214073]Virtual Network Configuration
For the VMs to be able to communicate a virtual network is needed. 
[image: ]
Fig 8: Creation of virtual switch. Internal Network adapter is used to allow communication between the VMs but not to the host machine or Internet [7].
[image: ]
Fig 9: Static IPv4 address is assigned on Server 1 to allow communication.
[image: ]
Fig 10: IP configuration details for Server 1 using ipconfig function.
[image: ]
Fig 11 – Using ping to verify connectivity
The ping command (Packet Internet Groper) [8] uses a series of ICMP (Internet Control Message Protocol) echo requests to a destination IP address and if that address is reachable it will respond with an ICMP echo reply. ICMP is a network layer protocol and works at layer 3 of the OSI Reference Model as shown below:
[image: ]
Fig 12: OSI Reference Model Layer functions [9]
The same process was repeated to create a second virtual switch on Server 1 to connect to PrivateNet1 network.

[image: ]
Fig 13: The two network connections on Server 1. It is good practice to give these meaningful names.

[image: ]
Fig 14: Setting IP address for network connection to Client 1
[image: ]
Fig 15: Setting IP address for Client1.
To check the network connections have been set up correctly a ping is sent from Client 1 to Server 1.

[image: ]
Fig 16: Unsuccessful ping request from Client 1 to Server 1
[image: ]
Fig 17: Successful ping from client 1 to Server 1.
This show the network settings are correct. The most likely cause of failure for the server to client ping test would be due to firewall settings on client one. This is turned on by default and blocks incoming ICMP traffic [10].
[image: ]
Fig 18: Firewall setting show that the firewall is turned on as suspected.

Turning off the firewall should allow ICMP traffic to be delivered.
[image: ]
Fig 19: Firewall is turned off to test hypothesis
A second ping attempt was made from Server 1 to client 1. This time it was successful. This confirms it was the Windows Firewall on Client 1 which was blocking the ICMP traffic. 
Please note turning off a firewall for is not recommended. However, as this is an internal network for testing purposes only and is not internet facing or accessible.
[image: ]
Fig 20: Successful connectivity result from Server 1 to Client 1
The above process was repeated on Server 2 and Client 2 and connectivity tested.
[image: ]
Fig 21: Successful connectivity test from Server 2 to Client 2.

[bookmark: _Toc97214074]Deploying a Network Directory Service, creating and understanding Active Directory network objects
1.1.3 [bookmark: _Toc97214075]Pre-requisite
Server 1 has a static IP address assigned, no DNS setup and the firewall is turned off.
[image: ]
Fig 22: Show static IP and no DNS assignment for PrivateNet1 connection

[image: ]
Fig 23: Show static IP and no DNS assignment for PublicNet connection

[image: ]
Fig 24: Firewall is turned off.
Server1 will be set up as the Domain Controller for the network, so it was important to give it an appropriate name.
[image: ]
Fig 25: Server 1 is renamed as DC1-NWT as it will be the domain controller for the network
After the system reboots the hostname command can be used to confirm the new hostname.

[image: ]
Fig 26: New name for Server 1 before allocating domain controller role.



1.1.4 [bookmark: _Toc97214076]Deploying Active Directory

[image: ]
Fig 27: Adding features needed for Active Directory Domain Services.

[image: ]
Fig 28: Installation features.
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Fig 29: Review Active Directory Domain Services Configuration

[image: ]
Fig 30: Prerequisites Check
[image: ]
Fig 31: Server Management
[image: ]
Fig 32: New network domain login screen




1.1.5 [bookmark: _Toc97214077]Creating user account objects

[image: ]
Fig 33: DC1-NWT is listed as domain controller

[image: ]
Fig 34: Creation of new user account
It is not recommended to set passwords to not expire. Current Microsoft password best practice [11] includes:
· 8-character minimum length requirement
· Don't require special characters. For example, *&(^%$
· Don't require mandatory periodic password resets for user accounts
· Ban common passwords
· Enforce Multi-Factor Authentication (MFA)
The National Cyber Security Centre (NCSC) [12] recommends reducing your organisation’s dependence on passwords and moving towards Single Sign On (SSO) and MFA .
[image: ]
Fig 35: New user account has been added to domain admins as a backup to main administrator account

[image: ]
Fig 36: New user account was automatically added to the global group called Domain Users. 

1.1.6 [bookmark: _Toc97214078]Object attributes of interest
There are many ways to use Active Directory to control user access. Including, but not limited to the following.
[image: ]
Fig 37: restricting user log on times
[image: ]
Fig 38: Setting password policy

1.1.7 [bookmark: _Toc97214079]Joining the domain and testing user logins
The following screenshots provide important aspects of implementation and testing.
[image: ]
Fig 39:  Trying to add client to the domain failed because DNS IP address has not yet been specified.
[image: ]
Fig 40: Adding DNS server IP address
[image: ]
Fig 41: Further attempt to add the client to the domain failed because IP Address 192.168.10.200 is not within its network.
The IP Address of the preferred DNS Server was changed to 192.168.1.1 and the client was allowed to connect to the domain.
[image: ]
Fig 42: Client is added to domain
[image: ]
Fig 43: The client has been automatically added to the computer container within active directory on Server1.
[image: ]
Fig 44: Although username and password are correct login was prevented due to the time of login restrictions assigned to the user account.

[bookmark: _Toc97214080]Observations 
[bookmark: _Toc97214081]Hypervisors
A hypervisor allows for multiple Virtual Machines  (VMs) to operate independently on a shared host using virtualisation. 
	
	Type 1
	Type 2

	Description
	Runs directly on the hardware. Also known as bare-metal, native or embedded
	Runs as an application on top of existing Operating System. Also known as hosted.

	Virtualisation
	Hardware
	Software

	Speed
	Faster as direct access to system hardware
	Slower as share system resources

	Scalability
	Better scalability
	Less scalable as it relies on the underlying OS and system resources.

	Security
	More secure
	Less secure as any vulnerabilities in the host Operating System affects the entire system including the hypervisor.

	Complexity
	More complex
	Less complex

	Cost
	More expensive
	Less expensive

	Use case
	Large enterprise, Data centres
	Home office, testing, create virtual desktops.

	Vendors
	· Microsoft Hyper-V
· Citrix Hypervisor
· KVM

	· Oracle VirtualBox
· VMware Workstation
· Parallels Desktop


Table 1: Types of Hypervisors
[bookmark: _Toc97214082]Cloud Computing
The National Institute of Standards and Technology (NIST) defines cloud computing as the fast, on demand provision of configurable computer resources with minimal effort or interaction. [13]
	Service Models
	Description
	Examples

	Infrastructure as a Service (IaaS)
	· The cloud provider owns and manages the computing hardware.
· The Operating System and applications are managed by the customer.
	· Amazon Web Services (AWS)
· Cisco Metacloud
· Rackspace
· DigitalOcean


	Platform-as-a-Service (PaaS)
	· The cloud provider owns and manages the hardware and Operating System.
· Applications are managed by the customer.
	· AWS Elastic Beanstalk
· Windows Azure
· Google App Engine
· Red Hat OpenShift



	Software-as-a-Service
(SaaS)
	· The cloud provider owns and manages all levels of the computing environment.
· Customer accesses application software from the cloud. 
	· DropBox
· Google Apps
· Salesforce
· Microsoft Office365


Table 2: Cloud computing service models
Within a relatively short period of time organisations have moved from onsite datacentres to a full or hybrid cloud approach using the most appropriate service model to meet business goals.








Fig 45: Top uses for cloud computing [14]

	Advantages
	Disadvantages

	Scalable
	Network engineers required different training

	Increased flexibility
	Security concerns

	Availability
	Vendor lock in

	Pay per use  services
	Needs internet connection

	Storage capacity
	Reduced control

	Mobility
	Data loss of theft

	Reduced infrastructure costs
	Denial of Service Attacks

	Resource utilisation
	Data sovereignty


Table 3: Advantages VS disadvantages for Cloud Computing

[bookmark: _Toc97214083]DNS and Active Directory (AD)
Domain Name Service (DNS) is a very important protocol and can be considered the base protocol upon which communication on the Internet rely [15]. DNS is a hierarchical naming system which converts Fully Qualified Domain names (FQDN) into IP addresses through DNS resolution [16].
DNS uses the following DNS records to find and handle incoming requests for each domain. 
	Type
	Description

	A
	Maps hostname to IPv4 address

	AAAA
	Maps hostname to IPv6 address

	CNAME
	Canonical name, an alias for an existing record: uwtsd.ac.uk = www.ustsd.ac.uk

	MX
	Mail exchange record maps domain name to email server

	PTR
	Pointer record used for reverse DNS lookups

	NS
	Authoritative name server for the domain

	SOA
	Start of Authority, provide information about DNS zone, contact information, primary name server etc.

	SRV
	Server location record. Newer protocol that doesn’t need MX, CNAME etc.

	TXT
	Holds DKIM (DomainKeys Identified Email), SPF (Sender Policy Framework) etc.


Table 4: DNS Record Types

DNS uses domain levels within FQDN to locate the correct IP address:
Fig 46: Domain level examples 


	DNS Name Space
	Name Registration
	Name Servers and Resolution

	Hierarchical Name Architecture
	Hierarchical Authority Structure
	Resource Records and Master Files

	Name Structures and Rules
	Top Level Domain
	Name Servers

	Domain Name Specifications
	Second Level Domain 
	Name Resolvers

	
	DNS Zones
	DNS Messages


Table 5: DNS components

DNS follows a client-server model, for a client to connect to www.uwtsd.ac.uk, a DNS request is sent to the to the local DNS Server who checks it if is in its local cache. If the entry exists in the cache, the reply is sent to the client. Otherwise, its queries the Domain with other DNS servers as shown below, this is known as a recursive DNS query. 
[image: ]
Fig 47: Recursive DNS query [17]
Although DNS is not technically a part of Microsoft Windows Active Directory (AD) it is relied upon heavily [18].
A client uses DNS to find its AD Domain Controller (DC). This DC is responsible for authentication and authorisation for the client, user and resources.
DCs are the containers for the domain, each domain is part of a forest which can be organised into Organisational Units (OU). 
[image: ]
Fig 48: AD forest and domain controllers [19]

[bookmark: _Toc97214084]Active Directory Domain Services (AD DS)
AD DS works with AD to provide core functions to run a centralised user management system: [20]
· Domain Services – stores data and manages communications between users and the Domain Controller.
· Rights management – controls rights and data access policies
· Directory Federation Services – provide SSO authentication, please see 2.5 for further information.
· Light Directory Services – uses LDAP for cross platform domain services
· Certificate Services – for digital certificates, signatures and Public Key cryptography


[bookmark: _Toc97214085]Active Directory Federated Services (AD FS)
AD FS is a Single Sign On (SSO) feature that provides safe authentication to any domain, system or resource within Active Directory (on premise and the cloud) and to approved third-party systems [21] [22].
ADFS improves the user experience by removing the need to individual log into several systems whilst allowing organisations to maintain strong security policies.
ADFS uses a claims-based authentication model where the system creates a secure token containing the individual rights for each user. When the user accesses the system AD FS checks the rights within the token before granting access to approved systems and services only.
[image: Active Directory Federation Services in Azure | Microsoft Docs]
Fig 49: AD FS in Azure [22]
Whilst AD FS has several advantages for both user and organisation it also has disadvantages:
	
	Advantages
	Disadvantages

	User
	· Single set of credentials to remember
· Improved user experience
· More efficient

	· If there is a problem with the user credentials all systems and services for the user is affected.

	Organisation
	· Reduced IT costs of resetting lost or forgotten passwords
· Simplified management of accounts
· Improved security
· Improved workforce efficiency
	· Needs Windows Server licence and dedicated server
· Operational and maintenance costs
· Does not support file sharing or print services
· Cannot access Active Directory resources



Table 6: Advantages vs Disadvantages of AD FS
[bookmark: _Toc97214086]Terminology
Additional terminology used in this report includes:

· MAC address - the hardware address used to connect every port of device to a LAN (Local Area Network) segment. An example IEEE802.2 MAC address:

	3A
	34
	52
	C4
	69
	B8

	Organisationally Unique Identifier (OUI)
	Network Interface Controller (NIC)


Fig 50: Example IEEE802.2 MAC address

· IP address – the logical address that uniquely identifies any device on the internet
	
	IPv4
	IPv6

	Address size
	32-bit number
	128-bit number

	Format
	Dotted Decimal Notation
	Hexadecimal Notatio

	Number of addresses
	2
	

	Example Server 1
	192.168.10.200
	Fe80::534:aac8:2be7:23d8


Table 7: IPv4 vs IPv6

· Firewall – a barrier used to stop unwanted traffic from entering or leaving a network. Many different vendors and types, including Cisco and Windows who are stateful firewalls while Oracle Solaris conducts packet filtering.

[image: ]
Fig 51: Basic cisco firewall topology [23]
[bookmark: _Toc97214087]Reflection
Active Directory plays a much larger part that just an address book of users within an organisation and its security must be taken seriously.
Active Directory is at the centre of all steps of the cyber kill chain [24]. It is estimated that over 95 million Active Directory accounts are being attacked every day. Privileged access abuse is considered a factor in 80% of known security breaches including SolarWinds and Microsoft breaches [25].
Best practices for AD Security include:
· Educate users
· Use least privilege model
· Secure domain controller
· Monitor AD for compromise
· Update security patches
Despite worrying Cyber Security Statistics for 2021, Cloud computing will continue to grow. 
NCSC provides in depth guidance on configuring, deploying and using cloud services securely [26]. The Coronavirus pandemic have seen organisations move to cloud computing, serverless computing and collaboration services. If best practice security guidelines were not followed the cost of this quick deployment may not be seen until breaches are reported in 2022/23.

[image: ]
Fig 52: Cyber Security Statistics for 2021 [25]

Careful risk management and security considerations will be required to ensure this does place organisation, users and their customers at risk from cyber-attacks in 2022 and beyond.
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