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[bookmark: _Toc96874973]Introduction
A type 2 Hypervisor,Oracle Virtual Box, was utilised in order to create the below network configuration. 
[image: Diagram

Description automatically generated]Figure 1: Network









Following the build of the network,connectivity was tested and accompanying knowledge and observational task completed.

[bookmark: _Toc96874974]Task 1 - Building a virtual LAN using Type 2 Hypervisor management Software
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Description automatically generated]Windows server 2019 and Windows 10 were chosen as the operating systems for the build. The images below show the allocation of these downloaded ISOs to the SATA 1 ports to Server 2 and Client 1 as examples.Figure 2: Server OS allocation
Figure 3: Client OS allocation
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Description automatically generated]Prior to installation,some optimisation checks were completed to increase running efficiencies including ensuring ‘PAX/NX’ was enabled and maximising video memory available for the display, thus maximising performance [1]. 
[image: Graphical user interface, text, application

Description automatically generated]Figure 4: Video memory allocation
Figure 5:PAX enabled










To increase efficiency,when installation was complete on Server1 and Client1,a ‘full Clone’ was made for the creation of Server2 and Client2. 
[image: Graphical user interface

Description automatically generated]Upon generating these Clones assurances were made that the MAC Address Policy‘Generate new MAC addresses for all network adapters’ was chosen. This was imperative due to the ARP protocol,absence of this would prevent communication. ARP enables an IP packet to be transferred in a LAN to the applicable MAC address [2].  Figure 6:Server Clone ensuring MAC generated selected
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Description automatically generated]Figure 7:Client Clone
Figure 8:Full clone completed




[bookmark: _Toc96874975]Virtual Network Configurations
The creation of PublicNet was required,in order to enable communication between Server1 and Server2.
[image: Chart
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PublicNet was added to Adapter1 of Server1’s network area. This was created as an Internal Network,which allows direct communication with other virtual machines on the same host, connected to the same internal network [3]. Should an outbound connection have been required an alternative option,such as NAT Network would have been more suitable [3].
Accessing Server1’s network adapters the Network Connection was renamed to PublicNet and within it’s properties the author was able to define the required IP address. 
[image: Graphical user interface, text, application, Word

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Figure 9:PublicNet created and applied to Adapter1
Figure 10:Rename evidence of PublicNet




[image: Graphical user interface, application, Word
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Description automatically generated]Figure 11:IP address allocation Server2
Figure 12:IP address allocation Server1


The IP address provides the physical address required for communication.There are two ways to assign an IPv4 address:static and dynamic. For the purpose of this exerecise the IP address followed the static route.
Both Server 1 and Server 2 have now been added to the PublicNet network and therefore a ‘Ping’ was completed to verify connection and active communication.
[image: A screenshot of a computer

Description automatically generated]Figure 13:Successful PING
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Description automatically generated]
In addition to the creation of the PublicNet a PrivateNet network was also established and required in order to connect the client machines to the associated servers. i.e.The creation of PrivateNet1 is required in order to connect Server 1 and Client 1

[image: Graphical user interface, text, application, Word
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Description automatically generated]PrivateNet1 was added to Client1’s Network Adapter 1–similar to the creation of the PrivateNet,this was created as an Internal Network, the provided IP4 address was manually assigned.Figure 14:Client1 PrivateNet IP allocation
Figure 15:PrivateNet1 creation


The author completed the same process within Server 1 to enable communication.
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Description automatically generated]Figure 16: IP dynamic allocation to PrivateNet1 in Server1
Figure 17:Server1 evidencing both network connections
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Description automatically generated]
PrivateNet2 connects Server 2 and Client 2. An identical process,as completed for PrivateNet1 was completed in order to connect Client2 and Server2.
A second adapter was enabled for Server2 and attached to PrivateNet2 as an Internal Network
[image: Graphical user interface, text, application
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Description automatically generated]Figure 18:Second adaptor for PrivateNet2








As Client2 is not yet connected to a LAN PrivateNet2 is set as it’s 1st Internal Network adapter within Adapter 1.
[image: Graphical user interface, text, application, Word, email

Description automatically generated]The process of renaming the network and assigning the designated IP addresses was completed for Server2 and Client2 Figure 19:Allocating IP address to Client2 PrivateNet2
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Description automatically generated]Figure 20:Allocating IP address to Server2 PrivateNet2









With the creation and assignment of the PrivateNet1 and PrivateNet2 LANs a ‘Ping’ transaction was conducted to ensure active communication and connection between the required servers and clients.








Prior to completing the Ping transactions checks were made to ensure firewalls were inactive,should the firewall not have been turned off communication would not have been successful.
[image: Graphical user interface, text, application
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Description automatically generated]Figure 21:Client1 Firewall turned off
Figure 22:Server1 Firewall turned off









[image: A screenshot of a computer
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Description automatically generated]Successful communication was made between Server1 and Client 1- over the PrivateNet1 network,  and Server2 and Client2–over the PrivateNet2 network,as seen in the successful PING.Figure 23:Successful PING between Client 2 and Server2
Figure 24:Successful PING between Server1&Client1
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Task 2 - Deploying a network directory service and creating and understanding active directory network objects

Prior to commencing with the installation and deployment of the network directory,service checks were made to ensure that no DNS was created and the Firewall was inactive.
[image: A screenshot of a computer
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Description automatically generated]Figure 25:Evidencing no DNS allocated to PrivateNet1
Figure 26:Evidencing no DNS allocated PublicNet



	



[image: A screenshot of a computer

Description automatically generated]Figure 27:Confirmation Firewall not active








Identification of computers,especially the Domain Controller,is important in order to assist in identifying which is providing resource to the network.

[image: A screenshot of a computer

Description automatically generated] Figure 28:domain Controller name allocated

The image to the left demonstrates the change of name to DC1-NWT. Consideration should be given to the name given to the Domain Controller,due it being an easy target for any hackers,with catastrophic implications.
[image: A screenshot of a computer screen

Description automatically generated]Figure 29:Confirmation of name change




Confirmation of this name change can be seen,after compulsory restart.




[bookmark: _Toc96874977]Deploying Active Directory as a role feature-based installation
[image: Graphical user interface, text, application

Description automatically generated]Active directory is a primary feature within a Windows server,it allows granted administrators the ability to create and manage objects and users within a network.Figure 30:AD Pre-requisite checks

 The pre-requisite tasks,outlined in the wizard image were completed within the first task.
[image: Graphical user interface, text, application
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The ‘Active Directory Domain Services’ was chosen by the author for installation.
Figure 31:Details of features being installed

Post installation the author chose for Server1 to be promoted to a Domain Controller. The domain controller is responsible for allowing access to domain resources. 
A new Forest was completed with the Root domain name of ‘nosstask.msft’. 
[image: Graphical user interface, text, application

Description automatically generated]Figure 32:Creation of nosstask forest

[image: Graphical user interface, text

Description automatically generated]For this assignment task the author utilised the same password,however this is not good practice in a real-world environment. All passwords must meet Microsoft’s password complexity requirements [4].Figure 33:Allocated paths for storing folders




The installation Wizard provides Path details for the storage and accessibility location of the folders. 

[image: Graphical user interface, text, application

Description automatically generated]Installation pre-requisites checks identify some warnings however these are for information and consideration,no red warnings were identified and consequently the installation is able to progress.








Post installation restart demonstrates the promotion of the Server to a Domain Controller,and it’s no longer a stand-alone server.
[image: Graphical user interface, website

Description automatically generated]
Figure 34:Demonstrates login to the nosstask domain




[bookmark: _Toc96874978]Creating user account objectives using Active Directory Users and Computers snap-in console.
Within the Active Directory Domain Controllers window verification can be seen that the server,named DC1-NWT,is listed as the nosstask.msft domain controller.
[image: Graphical user interface, text, application

Description automatically generated]Within the directory the Domain Admins group is a high-level privilege group–currently the only member a part of the group, with access to unrestricted operations, is the Domain Controller.Figure 35:Admin Group members
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Description automatically generated]Figure 36:Evidencing computer within the domain controller

[image: Graphical user interface, application

Description automatically generated]As a precaution,an additional user was created and added to the Domain Admins group.Figure 37:Creating new user

[image: A screenshot of a computer

Description automatically generated]Figure 38:Allocation of new user to admin group
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Description automatically generated]Figure 39:Admin group members updated

Upon revisiting the Domain Admins group members,this newly assigned user can be seen.







[bookmark: _Toc96874979]Object attributes of interest
Within the Active Directory there are several processes that can be utilised to manage an object. The creation of a new user was completed,to demonstrate some of these functions.
[image: Graphical user interface, application

Description automatically generated]It is evidenced that the new user gets automatically assigned to be a member of the domain users group.
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Figure 40:New user automatically assigned as a DomainUser

Figure 41:New user created


Restrictions applied to log-on hours is possible within the user account properties and an example demonstrated by the author below. Restrictions to user password changes can also be managed.
[image: Graphical user interface, application

Description automatically generated]Figure 42:Restrictions made to user logon hours
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Description automatically generated]Figure 43:User password management


Adjoining the domain and testing user logins
A computer object was created within the directory.
[image: Graphical user interface, application, Word

Description automatically generated]In order to enable this workstation to join the domain,the computer name must correlate;the image below demonstrates changing Client1’s computer name to the equivalent.Figure 44:Ensuring client machine same computer name

[image: Graphical user interface, text

Description automatically generated]Figure 45Confirming computer name

Due to there being a requirement for the Client machine to connect to the DNS server on the Domain Controller Server,an IP address configuration change is required.
To be able to join the client machine to the ‘nosstask’ domain,the DNS server IP address must be that of the common network address that relates to the server.
[image: Graphical user interface
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Description automatically generated]Figure 46:confirmation joined the domain
Figure 47:DNS IP Address allocated








Now that the client1 machine has joined the domain it is possible to use this workstation to either logon to the public or the nosstask domain.
[image: Graphical user interface, website
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Description automatically generated]Figure 48:Ability to sign in as other user into the nosstask domain
Figure 49:Demonstrates ability to access public domain


[image: A screenshot of a computer

Description automatically generated with medium confidence]Utilising the created user account of John Jones,it’s now possible to use the Client machine to log into the nosstask domain.Figure 50:Evidences user logged in is John Jones










[image: Graphical user interface, website

Description automatically generated]However,using the same log on details when trying to log into Server1,access is denied.This is due to the user account for John Jones being a non-administrative account;only Domain Admin level accounts have permitted access to the systems with the Domain Controller role.




Figure 51:Error message when attempting to log into DomainController without privillages

[bookmark: _Toc96874981]Task 3 – Observational Tasks
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There are two types of hypervisors,the table provides details and comparison of the Types.
	
	Type 1
	Type 2

	Description
	-A hypervisor which runs directly on the host’s hardware
-Often referred to as Bare Metal Hypervisor [5]
-Manages the guest operating system and controls the hardware [5]
	-A hypervisor which runs on an operating system
-Often referred as a Host OS Hypervisor [5]
-Provides an emulator environment in order to use another operating system [5]

	Architecture
	[image: ]
[6]
	[6][image: ]

	Benefits
	-Considered faster than Type2 [7]
-Increased scalability [7]
-Absence of middle layer therefore higher performing [7]
-Isolates virtual machines therefore security is greater [8]
	-Easy to set up and manage
-Compatibility is greater as they are compatible with a wide range rather than specific hardware [8].

	Limitations
	-More expensive due to the requirement to deploy on bare metal [8]
	-Slower due to the system’s dependency [7]
-Less secure due to any experienced problems in the base operating system will affect the entire system [7]

	Vendors
	-VMware vSphere/ESXi – Conisdered the leader in Tier1 hypervisors [9]
-Microsoft Windows Server 2021 Hyper-V
	-Oracle Virtual box
-VMware Workstation Pro
-VMware Fusion



The type best used depends greatly on the user/organisation needs and requirements. It is considered that a small business would best adopt the Type 2, due to the requirement of a small number of virtual machines,the benefits of lower cost,ease of set up and low maintenance.These factors also made using a Type2 hypervisor the most suitable option for the tasks within this worksheet.
A large organisation may require a greater number of virtual machines and consequently the Type 1 would be more suitable,due to greater efficiency and greater security [8].

[bookmark: _Toc96874983]ii) 

Cloud computing is becoming increasingly popular and many organisations worldwide have recognised its importance,especially due to the vast storage options available [10]. Whilst there are numerous Cloud Computing models,Vacca [11] describes the primary idea of Cloud Computing is to “outsource the management and delivery of software and hardware resources to third-party companies”.
Manvi and Shyam [10] discuss various benefits to Cloud Computing including the On-demand service,where a user can “unilaterally provision computing capabilities”,including network storage, on an automatic basis thus reducing the need for human interaction with each service provider saving time and resources. 
Cloud Computing offers an organisation greater flexibility when comparing with hosting on a local server. Through relying on a third-party organisation to take care of the IT hosting and infrastructure the organisation has more time to focus on other direct aspects of the organisation. Cloud Computing also allows to increase bandwidth instantly,should demand require,as opposed to undergoing an expensive and complex procedure of upgrading existing IT infrastructures [12].
Cloud computing allows any program or document stored to become instantly accessible from an internet enabled device.This ability allows for greater work-life balance for employees and supports initiatives such as the BYOD convenience [13].
Alongside the numerous benefits of Cloud Computing there are also some weaknesses to be cognisant of: Security – Cloud computing can consume some vulnerabilities in the layers of abstraction [11]. As most Cloud based applications are web based the traditional vulnerabilities are present including input sanitation,allowing SQL attacks and cross-site scripting [11].  Vacca [11] also illudes to the consideration required to the liabilities of the data held within the cloud, it may be located in different countries and consequently there may be differing laws to ownership. 
Larkin [14] articulates that downtime is considered the main issues,and a great disadvantage of Cloud Computing. Due to the Cloud systems being internet-based outages are always a possibility at any time.
There are various Cloud Computing vendors available offering various level of service,including Amazon’s EC2 [15], IBM Bluemix [16] and Microsoft’s Azure [17]. Thorough research into the services offered by the various vendors is imperative when choosing which platform to use as “the wrong choice could negatively impact everyone involved” [10]. 

[bookmark: _Toc96874984]iii)

DNS (Domain Name System) provides the ability for improved usability of IP applications. “DNS provides the translation from a user-entered name destination…to its IP address” [18] DNS is a protocol that includes standards on how computers exchange data,the TCP/IP protocol [19]. The illustration below demonstrates the mechanism and route of the DNS server,demonstrating how it utilises the resources to determine the appropriate IP address.


[image: Diagram

Description automatically generated] [19]
Prashant [20] considers one of the main reasons for using domain names instead of IP addresses is as humans we are unable to memorise a large series of numbers.DNS stores all the IP addresses linked with the domain name,it resolves the domain names on the internet and finds the associated IP address. Reflection is also given that IP addresses can also be dynamic and therefore can change,the domain name however will remain the same, the DNS updates the IP address of the website on the server.
When considering the worksheet and Active Directory Domain Services, this service utilises the DNS name resolution services, of translating a domain or computer name to an IP address, in order for the clients to be able to locate domain controllers and similarly providing the domain controllers, hosting the directory service , with the ability to communicate [21].

[bookmark: _Toc96874985]iv)
Active Directory is critical within an enterprise network however there are other server roles available for installation,that would also play a critical role.
[image: Graphical user interface, text, application
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DHCP Server – DHCP is a protocol between a client and a server,where the IP addresses are automatically provided to clients as they join the network,by the server,as opposed to the IP addresses being manually assigned [22]. Flowers [22] reports that there are varying reasons to choose DHCP dynamic IP allocation over static assignment,the main being the “ease of use”. He states that in most enterprise networks there will be at least one DHCP server. Static allocation can be time consuming and error prone,an accurate managed list of assigned addresses would be required. 
Printers and Document Services – This service allows for numerous users to access a centrally located printer.Panek [23] highlights that a benefit includes the ability of sharing an advanced,heavy-duty printer,thus reducing costs. This server role also allows for the receiving of scanned documents from network scanners,and the ability to route documents to a shared resource on the network. The Print server assists in the monitoring of print queues and enables the migration of print servers,whilst being able to utilise printer connections on a Group Policy [24].

[bookmark: _Toc96874986]v)
Numerous terminologies were referred to within the worksheet associated with this assignment. The below considers 3.
Ping: A ping command was completed within the task to confirm active connection and communication. The ping “verifies IP-level connectivity to another TCP/IP computer by sending Internet Control Message Protocol (ICMP) echo Request messages” [25]. The use of ‘ping’ is convenient to troubleshoot connectivity and test computer names and IP addresses [25]. The ping function,associated with this assignment,was completed using the Windows Server and conducted within the Command Prompt. Should the user be using a different Network Operating System, i.e. Mac or Linux,the Ping function is still available, with the same purpose and arguments however conducted though opening a Terminal.
Firewall: Windows Server 2019 encompasses a Window Defender Firewall. This firewall filters traffic incoming and outgoing,on the server in order to safeguard from any attacks. By default, the Windows Defender Firewall is turned on [26]. The firewall rules allow for the blocking or permitting of specific network packets on the server. These rules can be configured and amended within the server manager [26]. To complete some tasks within the assignment the author reflects on the requirement to turn off this firewall. Important benefits of the Windows Defender Firewall, as outlined by Microsoft [27], must not be overlooked,including reducing the risk of network security threats,safeguarding on property and data,extending the value of existing investment. 
Most Linux systems don’t come with an active firewall by default. The Linux kernel has a firewall that is built in however this is not configured and not active. The most reported firewall used on Linux is Iptables, it is considered the “first line of defence of a Linux server security” [28].
Server Management: A Server Manager is available within Windows Server,as a management console tool to assist in managing remote and local Windows based servers,without the need to physically access the servers or the need to enable RDP (Remote Desktop Protocol) [29].
Server Manager tasks include the adding of remote servers,creation of custom groups by geography or purpose,install or uninstall roles and view and make changes to server roles and installed features. In addition to administrators,who have enhanced access and additional task options,standard server users also have access to Server Manager to complete management tasks [29].
The Linux Server Manager is an application used with Linux’s Network Server Suite to oversee critical servers,application and services. The management of a Linux workstation is different to managing a Linux server. Plesky [30] illudes that Linux server administration is “miles away from running a desktop operating system like Windows or Mac OS X.”

[bookmark: _Toc96874987]vi)

Reflecting on the tasks the benefits of utilising a type 2 hypervisor in order to build,configure and manage a network is evident. The utilisation of a Domain Controller within an active directory proves to be an effective tool to connect machines within a network whilst also providing effective administrator controls and communication sharing functions. Research into the different types of Hypervisors,the invaluable role of DNS and gaining knowledge into some of the terminologies used, provided the author with insight and considerations to reflect upon to the importance of these functions. From scrutinising it is evident that further research would be required by the author into other network operating systems i.e. Linux and Mac and their differences.
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