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Abstract— Information security is paramount in contemporary organisational environments, encompassing confidentiality, integrity, and availability principles. Cryptography is a cornerstone for upholding confidentiality and integrity by transforming data into unintelligible formats accessible only to authorised individuals with decryption keys. This paper evaluates the role of cryptography in ensuring data security compliance within organisations, exploring foundational concepts, methodologies, and security breach countermeasures. Key cryptographic techniques discussed include symmetric encryption (e.g., AES), asymmetric encryption (e.g., RSA, ECC), and hashing algorithms (e.g., SHA-2, SHA-3), each playing crucial roles in securing data during transmission and storage. The paper addresses modern cryptographic standards, such as the Advanced Encryption Standard (AES) and the Secure Hash Algorithm (SHA), emphasising their applications in securing digital communications and verifying data integrity. Furthermore, the paper examines evolving security threats, including brute-force attacks, side-channel attacks, cryptanalysis, and the impending challenge of quantum computing. Strategies to mitigate these threats, such as key length enhancement and secure hardware design, are highlighted. The discussion extends to defence mechanisms encompassing Transport Layer Security (TLS), Internet Protocol Security (IPSec), and Intrusion Detection Systems (IDS), which are essential components in maintaining robust information security postures. The paper concludes by advocating for a comprehensive security strategy that integrates encryption, access control, detection, response, and ongoing adaptation to emerging cryptographic standards and threats. By implementing these measures, organisations can effectively protect their sensitive information assets and ensure secure digital interactions in today's interconnected world.
Keywords—Information Security, Cryptography, AES, RSA, ECC, SHA-2, SHA-3, Encryption Standards, security breaches, quantum computing.
1. [bookmark: _Toc172381260][bookmark: _Toc172381484][bookmark: _Toc172390372][bookmark: _Toc172391425] Introduction
Information security encompasses confidentiality, integrity and availability. Cryptography serves as a mechanism for upholding two of these principles. 
Data confidentiality strives to prevent unauthorised access to sensitive information. Cryptographic means such as encryption can maintain data confidentiality by rendering the data unintelligible to unauthorised individuals lacking the requisite decryption key. 
Data integrity safeguards the unaltered and uncorrupted state of data. An illustrative standard for data integrity is ISO/IEC 9797, which defines algorithms for computing message authentication codes to ensure data integrity. 
This research paper seeks to evaluate the role of cryptography in ensuring data security compliance within organisations. It aims to delve into the foundational concepts, established methodologies, types of security breaches and corresponding countermeasures, underscoring the significance of maintaining a secure IT environment.
[bookmark: _Toc172381261][bookmark: _Toc172381485][bookmark: _Toc172390373][bookmark: _Toc172391426]What is cryptography?
Cryptography is the practice and study of techniques for secure communication in the presence of third parties. It involves creating and using encoded algorithms to safeguard and conceal transmitted data so that only authorised individuals who can decode it can access it. Cryptography hides communications to prevent unauthorised individuals from intercepting, reading and understanding them. This is achieved through mathematical algorithms and cyphers to encrypt and decrypt information, ensuring the data’s confidentiality, integrity and authenticity.   
Cryptography is indispensable for protecting confidential data in today’s digital world. It is widely employed in diverse applications such as validating passwords, securing cryptocurrency transactions, enabling safe web browsing, providing electronic signatures, verifying individuals' identities, and ensuring end-to-end encryption for confidential communications. The technology is essential in safeguarding sensitive information and maintaining the integrity and privacy of digital interactions.  
Throughout history, concealing information has been a critical component of cryptography, particularly during times of war. The act of keeping information hidden from adversaries was essentially to gain strategic advantages[1]. Early cryptographers used various methods such as substitution, transposition, and codes to secure sensitive information. One of the oldest encryption techniques involved monoalphabetic substitution cyphers, such as Caesars Suetonius shift cyphers. The analysis of these cyphers exposed vulnerabilities, which prompted the development of more robust encryption methods like the Vigenère Cypher, which emerged in the 16th Century.[image: A diagram of a computer process  Description automatically generated]
Figure 1 - AES Encryption flowchart, the final round will not mix columns

[bookmark: _Toc172381262][bookmark: _Toc172381486][bookmark: _Toc172390374][bookmark: _Toc172391427]Common Methods of cryptography in modern organisations
Today, in data security, cryptographic techniques are the barricade safeguarding our valuable information. Symmetric Encryption is a powerful tool in this arsenal, swiftly and effectively protecting data by employing a shared key to both encode and decode text. The process involves transforming plain text input using the shared secret key and the encryption algorithm, resulting in the ciphertext[2]. Once encrypted, this secured text is sent to the recipient and then deciphered using the same shared secret key and the corresponding decryption algorithm. Symmetric Encryption's rapid processing and economical resource usage make it well-suited for managing substantial data.[image: A diagram of keys and encrypted keys  Description automatically generated]
Figure 2 - Differences between Symmetric and Asymmetric Encryption keys.



Public-key cryptography, known as asymmetric encryption, utilises a pair of keys: a public key for sharing openly and a private key kept secret. In asymmetric encryption, the sender uses the recipient's public key to encrypt the data, and the recipient uses their private key to decrypt it. This approach allows secure communication between two parties without sharing the same secret key. Asymmetric encryption facilitates the creation of digital signatures to verify data authenticity. It is widely employed in various applications such as secure online communication, digital signatures, and data transfer.

Since 2001, the Advanced Encryption Standard (AES) has been established as the new US standard for data encryption. Developed using the Rijndael algorithm, this method supports various key lengths (128, 192, and 256 bits), providing robust protection against unauthorised access. AES is highly effective in securing internal communication, safeguarding sensitive data, and encrypting files.[3. 4]
Each round of Encryption comprises of:
· Byte Substitution: This phase entails converting each byte in the array using a Substitution Box (S-Box), a predefined lookup table that introduces non-linearity and confusion in the encryption process. [image: A rectangular box with black lines  Description automatically generated with medium confidence]
Figure 3 - Substitution Bytes, passing through a S-Box






· Row Shifting: In the Shift Rows phase, each row of the array is moved a certain number of positions to the left. This operation varies for each row, contributing to the data's dispersion.[image: A diagram of a diagram  Description automatically generated with medium confidence]
Figure 4 - Shift Rows - The Bytes in rows 2-4 are shifted across a set number of rows.






· Column Mixing: The Mix Columns phase utilises a multiplication matrix to change each column of the array. This process involves multiplying the columns with a fixed matrix, enhancing dispersion. However, this phase is omitted in the final round of encryption.[image: A diagram of a graph  Description automatically generated with medium confidence]
Figure 5 - Columns are mixed in line with a Matrix



·  Round Key Addition: In the Add Round Keys phase, each byte of the array is combined with a segment of the round key using the XOR operation. This step ensures that the encryption is heavily dependent on the key, bolstering the security of the encrypted data. [5][image: A diagram of a diagram  Description automatically generated]
Figure 6 - Add Round Keys - Using Exclusive OR operation



Miller and Koblitz introduced Elliptic Curve Cryptography (ECC) in 1987, which is an asymmetric encryption method based on elliptic curves. The equation y2 = x3 + ax + b   defines the curve (Fig. 7 , where “a” and “b” are constant values, and x and y belong to a finite field.[3]
[image: A red line on a graph paper  Description automatically generated]
Figure 7 - Elliptic Curve Cryptography using the equation y2 = x3+ax + b





 
Private keys are random numbers; public keys are derived by multiplying the private key with a predefined point on the curve. ECC's security is based on the challenge of the Elliptic curve discrete logarithm problem (EXDLP). It provides robust security with smaller key sizes, faster computations, reduced storage, and lower power consumption, making it suitable for mobile devices and constrained environments.

The RSA encryption scheme, also known as the Rivest-Shamir-Adleman scheme, is a form of asymmetric encryption that utilises different key lengths, such as 1024, 2048, and 4096 bits. It is widely regarded as a secure algorithm due to the complexity involved in breaking the encryption, which necessitates factoring in large prime numbers to derive the key. [2. 6][image: A diagram of a key generation  Description automatically generated]
Figure 8 - Rivest-Shamir-Adleman Encryption Equations



We have previously discussed some of the typical encryption techniques employed to protect confidentiality by transforming data into illegible formats. Hashing is another method used in conjunction with encryption. A hash algorithm takes any size of input data and generates an output of fixed length. Producing a message digest serves as a unique identifier for the data and ensures data integrity, as any alteration to the document will change its value. 

The Secure Hash Algorithm (SHA) was created by NIST and endorsed by the Federal Information Processing Standard (FIPS). SHA-2 and SHA-3 are regarded as more secure and should be employed in cryptographic applications. SHA-2 has two distinct versions: SHA-256 is tailored for operating systems with 32-bit registers, while SHA-512 is designed for use with 64-bit registers. [2] 
[image: A diagram of a diagram  Description automatically generated with medium confidence]
Figure 9 - Cryptographic Hashing - Differing Forms of Hashing and differing values





The various techniques in modern cryptography are crucial for protecting information, maintaining data confidentiality and integrity, and securing communication in various settings and applications.[image: A diagram of a computer program  Description automatically generated with medium confidence]
Figure 10 - Encryption Methods and uses.




[bookmark: _Toc172381263][bookmark: _Toc172381487][bookmark: _Toc172390375][bookmark: _Toc172391428]Attacks
Understanding information security attacks is crucial as they aim to compromise the core components of digital infrastructure. Cryptography is essential for protecting information, and knowing about different types of attacks is vital for enhancing cryptographic techniques. Below are various attack types and their effects on cryptography:
[bookmark: _Toc172381264][bookmark: _Toc172381488][bookmark: _Toc172390376][bookmark: _Toc172391429]Brute Force Attacks
Brute-force attacks involve trying all possible combinations of keys until the correct one is found.  Increasing key length makes brute-force attacks [7] exponentially harder, necessitating stronger cryptographic standards. Algorithms need to be resilient against brute force by ensuring that the key space is sufficiently large. For example, AES with a 256-bit key is significantly more secure against brute-force attacks than one with a 128-bit key. [8]
[bookmark: _Toc172381265][bookmark: _Toc172381489][bookmark: _Toc172390377][bookmark: _Toc172391430]Side Channel Attacks 
Side channel attacks encompass any form of attack that exploits information obtained from the execution of a computer system rather than exploiting a vulnerability in the underlying algorithm. Different categories of side-channel attacks include Cache attacks, Timing attacks, acoustic cryptanalysis, power monitoring, electro-monitoring attacks, and differential fault analysis. These attacks underscore the importance of implementing security measures such as using constant-time algorithms and masking to reduce information leakage. Furthermore, it is essential to prioritise secure hardware design and thoroughly assess hardware tokens for their resilience against side-channel attacks. [5]
[bookmark: _Toc172381266][bookmark: _Toc172381490][bookmark: _Toc172390378][bookmark: _Toc172391431]Cryptanalysis
Cryptanalysis relies on the nature of the algorithm, exploiting its characteristics of that algorithm to attempt to deduce a specific plaintext or key being used. Successful attacks will reveal encryption keys, which will lead to data breaches. It is, therefore, important to continually engage in research and updates to develop algorithms that are resilient to emerging cryptanalytic methods. In the field of cryptography, it is crucial for algorithms to undergo rigorous testing and validation to ensure their security. For example, algorithms such as RSA and ECC are subject to continuous analysis in order to identify and mitigate any potential vulnerabilities. 
[bookmark: _Toc172381267][bookmark: _Toc172381491][bookmark: _Toc172390379][bookmark: _Toc172391432]Quantum Attacks
The emergence of quantum computers presents a substantial new challenge to the security of traditional cryptographic algorithms. Quantum attacks harness the immense computational power of quantum computing to compromise cryptographic systems that are currently resistant to conventional attacks. For example, Shor's algorithm, which is designed to find the prime factors of an integer, has the potential to efficiently factorise large integers, thereby posing a significant threat to RSA encryption. As a result, there is an immediate and critical need to develop and implement cryptographic algorithms that can effectively withstand quantum attacks. This area of research and development is referred to as post-quantum cryptography. [9]
[bookmark: _Toc172381268][bookmark: _Toc172381492][bookmark: _Toc172390380][bookmark: _Toc172391433]Defence in Cryptography
Defence mechanisms in cryptography are crucial for safeguarding communication and data from unauthorised access and tampering. These mechanisms encompass diverse strategies and tools specifically designed to ensure information security. 

The implementation of the Transport Layer Security (TLS) protocol in web browsers and web servers, alongside Internet Protocol Security (IPSec), plays a vital role in establishing secure and encrypted communication over the Internet. Key management, including key generation, distribution, storage, rotation, and expiry, is essential for robust security. [10]

Regular security audits and software updates are necessary to identify and address vulnerabilities and ensure the reliability of cryptographic implementations. Additionally, the field of Post-Quantum Cryptography is actively evolving to address the potential threats posed by quantum computing, with efforts focused on developing quantum-resistant algorithms.[9]

However, various challenges and limitations, such as performance overheads, implementation complexity, and interoperability issues, must be carefully addressed to balance strong security and efficient system performance.
[bookmark: _Toc172381269][bookmark: _Toc172381493][bookmark: _Toc172390381][bookmark: _Toc172391434]Why protect,  detect, react and safeguard?
Data security relies on encryption to protect sensitive information, maintaining its confidentiality and integrity. Encryption transforms data into an unreadable format, preventing unauthorised access. Advanced encryption techniques such as AES, ECC, and RSA are commonly used to achieve this level of security.

Access control involves managing resource access within a computing environment, which includes regulating who can view or use specific resources. Various methods, such as passwords, biometrics, and security tokens, control access and ensure that only authorised individuals can access designated data.

Intrusion Detection Systems (IDS) continuously monitor networks or systems to detect and respond to malicious activity or policy violations. They play a crucial role in identifying potential security breaches in real-time. There are two main types of IDS: network-based (NIDS) and host-based (HIDS), each with different monitoring and detection scopes.

An incident response plan is a comprehensive approach to effectively address security breaches or cyber-attacks. It encompasses steps such as preparation, detection, analysis, containment, eradication, and recovery to minimise the impact of security incidents.

To protect against potential security threats, systems must be regularly updated with the latest security patches and software updates. Educating employees about security best practices and training them to recognise phishing attempts is also crucial in reducing the risk of security breaches.

Combining various elements into a cohesive security strategy is vital for building a robust defence against cyber threats. The "Protect" component prevents unauthorised access and data breaches, while the "Detect" component identifies potential threats in real time. The "React" component provides a systematic approach to handling security incidents, and the "Safeguard" component ensures continuous system security through updates and employee support.

By implementing this comprehensive framework, organisations can significantly enhance their security posture, protect sensitive information, and maintain the integrity and availability of their systems.
[bookmark: _Toc172381270][bookmark: _Toc172381494][bookmark: _Toc172390382][bookmark: _Toc172391435]Conclusion
This research paper focuses on cryptography's importance in upholding data security compliance within organisations. By exploring the basic principles, established approaches, types of security breaches, and corresponding preventive measures, it becomes clear that cryptography is crucial for maintaining data confidentiality and integrity.

The practice of cryptography plays a pivotal role in safeguarding data. It ensures that confidential information remains protected and can only be accessed by authorised individuals with the appropriate decryption keys. The robust implementation of cryptographic methods, such as symmetric encryption (AES) and asymmetric encryption (RSA, ECC), demonstrates a strong commitment to data protection. These techniques transform information into indecipherable formats, preventing unauthorised access and ensuring the accuracy and authenticity of the information.

The discussion on different types of attacks—brute force, side-channel, cryptanalysis, and quantum attacks—underscores the continuously evolving nature of security threats. Cryptographic algorithms must be resilient against such attacks. Incorporating measures to mitigate brute force attacks, such as increasing key lengths and prioritising secure hardware design to counter side-channel attacks, demonstrates proactive efforts to enhance cryptographic strength. Furthermore, the looming threat of quantum computing necessitates the development of post-quantum cryptographic algorithms to ensure preparedness against future vulnerabilities.

Cryptography's practical applications are wide-ranging, extending to secure online communications, digital signatures, and data transfer. Techniques such as AES provide vital protection for internal communications and file encryption, while ECC offers efficiency and security, particularly in resource-constrained environments like mobile devices. Hashing algorithms (SHA-2 and SHA-3) further ensure data integrity, with message digests acting as unique identifiers to identify any changes to the data.

A comprehensive defence strategy is the cornerstone of robust data security. The implementation of protocols such as Transport Layer Security (TLS) and Internet Protocol Security (IPSec) ensures secure and encrypted communication over the internet. Effective key management—encompassing key generation, distribution, storage, rotation, and expiration—is critical for maintaining the robustness of cryptographic systems. Regular security audits and software updates are necessary to identify and address vulnerabilities, ensuring the reliability of cryptographic implementations. The proactive development of post-quantum cryptography reflects ongoing efforts to counter potential threats posed by quantum computing, providing a sense of security and preparedness.

Combining protection, detection, reaction, and safeguarding measures into a coherent security strategy is essential. Encryption transforms data into unreadable forms, safeguarding sensitive information from unauthorised access. Access control methods like passwords, biometrics, and security tokens guarantee that only approved individuals can obtain specific data. Intrusion Detection Systems (IDS), both network-based (NIDS) and host-based (HIDS), play a crucial role in real-time monitoring and detection of malicious activity or policy violations. A well-defined incident response plan ensures a systematic approach to addressing security breaches and minimising their impact.

Regular system updates and employee training in security best practices are key components of a robust defence strategy. Educating employees to identify phishing attempts and other security threats reduces the risk of breaches, enhancing the organisation's overall security posture. This proactive approach to security instils a sense of responsibility and preparedness in the organisation.

In conclusion, cryptography is essential for maintaining data security within organisations. The continuous advancement and implementation of advanced cryptographic techniques, alongside a comprehensive security strategy, are vital for safeguarding sensitive information. Organisations can safeguard their data by proactively addressing emergent threats and leveraging advanced cryptographic techniques, ensuring confidentiality, integrity, and accessibility in an increasingly digital landscape.
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Abstract— In response to the increasing frequency of cyber-attacks, data breaches, and stringent regulatory pressures, this report proposes the establishment of a dedicated Information Security Unit (ISU) within our organisation. The primary objective is to create a resilient, compliant, and policy-centric information security framework to protect data integrity, confidentiality, and availability. This strategic proposal outlines the necessary components for the successful implementation and operation of the ISU, including organisational structure, security standards, data protection compliance, contingency planning, and governance. The ISU will adopt a hybrid organisational model combining hierarchical and matrix structures to ensure accountability, efficiency, and flexibility. Emphasis will be placed on comprehensive security policies, adherence to legal frameworks, and the integration of industry best practices. Contingency planning, including Incident Response, Disaster Recovery, and Business Continuity Plans, will be essential for maintaining business operations during disruptions. Continuous risk management and strategic alignment of security objectives with business goals will foster a culture of security awareness and proactive defence. This proposal aims to enhance the organisation’s security posture, ensure regulatory compliance, and uphold stakeholder confidence.
Keywords— Information Security Unit, Data Breaches, Regulatory Compliance, Security Frameworks, Organisational structure, Contingency Planning, Risk Management, Hybrid Model.
1. [bookmark: _Toc172381271][bookmark: _Toc172381495][bookmark: _Toc172390383][bookmark: _Toc172391436]Introduction
As businesses in all sectors face a mounting wave of cyber-attacks, data breaches, and regulatory pressures, the need for a proactive and comprehensive approach to information security has never been more urgent. This document outlines a strategic proposal for the establishment of a new Information Security Unit within our organisation. This move will fortify our defences and ensure our data's integrity, confidentiality, and availability.

The primary objective is to construct a resilient, compliant, and policy-centric information security framework to shield us from threats, ensure regulatory compliance, and uphold stakeholder confidence. The report will delineate the vital elements necessary for the successful establishment and operation of the ISU, accounting for critical factors such as:

· Clearly defining an organisational hierarchy for the ISU to ensure accountability and efficiency.
· Implementing comprehensive policies and procedures to govern ISU activities, ensuring uniformity and effective risk management.
· Enforcing measures to comply with data protection laws and regulations, safeguarding sensitive information from unauthorised access.
· Incorporating industry best practices and standards to construct a resilient security framework that mitigates risks.
· Developing contingency plans for potential security incidents to ensure uninterrupted business operations.
· Establishing governance structures and strategic plans to align security objectives with business goals and foster a culture of security awareness and proactive defence.
· Identifying, evaluating, and addressing information security risks to ensure preparedness for evolving threats.

By implementing these elements, the ISU will become the linchpin of our organisation's information security strategy, safeguarding our assets and advancing our security posture. The report will illuminate a clear pathway for establishing and operationalising the new ISU.
[bookmark: _Toc172381272][bookmark: _Toc172381496][bookmark: _Toc172390384][bookmark: _Toc172391437]Structure
Creating a structure within the Information Security Unit is recommended to ensure efficiency in protecting the organisation's information assets. Two common approaches used for structuring an ISU are:
· A hierarchical and functional structure based on the best practices of the National Institute of Standards and Technology (NIST [11]) and ISO/IEC 27001 standards[12].
· A Matrix Organisational structure combines functional and project-based structures, providing more flexibility and collaboration across departments[13].
Due to the business philosophies and Transformational Leadership style, it would be recommended to consider a Hybrid approach that combines the two organisational models to leverage the strengths of both approaches. This would provide clear lines of responsibility and accountability while fostering flexibility, adaptability, and cross-departmental collaboration.[image: A diagram of security operations  Description automatically generated]Figure 11 - Hybrid Structure Model


There are a number of roles suggested within the Hybrid structure:
A Chief Information Security Officer (CISO) is the top Executive who oversees the entire ISU and aligns security initiatives with business goals. The role requires someone with strategic leadership skills, risk management experience, and Policy Development experience. The Deputy Chief Information Security Officer (D-CISO) will assist the CISO and co-ordinate between functional and project-based teams. The position requires someone with leadership experience in security operations, project coordination, and policy implementation. The CISO and D-CISO will utilise a transformational leadership style to set the tone for the entire ISU by articulating a compelling vision for information security that aligns with the organisation's strategic goals and inspires all team members to work towards this vision.Table 1 – Frameworks and the areas they cover.
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The Information Security Manager will have experience managing security operations and developing security policies. They will implement security policies and manage the Information Security Management Team. The Security Operations Centre (SOC) Manager position will require an employee proficient in incident response, threat analysis, and SOC operations. The SOC Manager is responsible for managing the SOC and overseeing Security Analysts. Security Architects and Engineer's responsibilities include designing security solutions and maintaining security architecture.

Risk analysts and compliance officers will ensure compliance with regulations and conduct risk assessments. Project Managers will manage security projects and coordinate with the relevant functional teams and specialists. They must have experience in project management and project coordination. Specialist security Experts with skills in various domains, such as cloud and application security, are needed. They must provide expertise to specific projects and meet project-specific security requirements.

When recruiting for the roles mentioned above, several aspects must be considered, including qualifications, experience, soft skills, and cultural fit. An emphasis should be placed on certifications such as Certified Information Systems Security Professional (CISSP), Certified Information Security Manager (CISM), Certified Ethical Hacker (CEH), and relevant cybersecurity or information technology degrees.

[bookmark: _Toc172381273][bookmark: _Toc172381497][bookmark: _Toc172390385][bookmark: _Toc172391438]Security standards, policies and procedures
To ensure the ISU's effectiveness and compliance, we will need to develop and implement comprehensive policies and procedures aligned with the industry's best practices and relevant legal frameworks. Enterprise information security policies (EISPs) set the direction and scope for an organisation's security efforts. These policies specify roles and responsibilities detailing who is responsible for different aspects of the security program. EISPs will list the legal and regulatory requirements the organisation needs to adhere to ensure compliance with relevant laws. An example of an EISP would be the UK Data Protection Act (DPA) 2018[14] is the UK's implementation of the General Data Protection Regulation (GDPR). The act covers everyone's responsibilities when using personal data, and our business must follow its principles. 
Issue-specific security Policies (ISSPs) focus on specific areas of concern or technology used within our organisation[15]. For example, Email security policies provide guidelines for email use and measures to prevent phishing attacks. System-specific policies (SSPs) offer detailed guidance for securing specific applications and systems—for example, an encryption policy specifying the encryption standards and methods for data protection[16]. Cryptographic encryption is essential for protecting data confidentiality and integrity, and industry-standard encryption methods such as AES and RSA are used to secure sensitive information. Encryption policies should specify when and how encryption is to be employed, ensuring compliance with security standards and safeguarding data.

Frameworks and blueprints provide structured approaches to implementing security policies. Frameworks such as ISO 27001 [12] and the NIST cybersecurity framework[11] offer methodologies for managing information security.
Blueprints provide detailed plans and best practices for building secure systems and networks. While using these frameworks is beneficial, it is essential to maintain flexibility. Policies that are overly specific can hinder adaptability, making it difficult to respond to emerging threats and new technologies. Policies, therefore, should offer clear guidance while allowing for necessary adjustments and updates.

Security policies should balance specificity and flexibility. They need to provide clear guidance while being adaptable to new threats and technological advancements. Training and awareness are vital for ensuring employees understand and follow security policies. Equally important is the regular updates to policies, which are necessary to address emerging threats. Intrusion defences and cryptographic encryption are integral components of a comprehensive security policy framework. By adopting a balanced and adaptive approach, organisations can ensure robust protection while remaining agile in the face of evolving threats.
[bookmark: _Toc172381274][bookmark: _Toc172381498][bookmark: _Toc172390386][bookmark: _Toc172391439]Data protection compliance
Our business needs to safeguard the organisation's assets and reputation. By addressing regulatory expectations, implementing strategic frameworks and focusing on governance, risk and compliance data can be effectively managed and protected. The Information Commissioner's Office (ICO) is dedicated to safeguarding information rights in the public's best interest, advocating for transparency among public organisations, and ensuring data privacy for individuals[16]. Its responsibilities include supervising the enforcement of the new GDPR. Firms are expected to have mechanisms to safeguard client data and comply with industry standards. This can be done by maintaining stringent security controls and reporting mechanisms. The Financial Conduct Authority (FCA) mandates that insurance companies have appropriate systems and controls to manage risks, including data protection [17]. It is expected that there will be strong internal controls and processes in place for managing data, and data-related risks should be regularly assessed and mitigated.

GDPR stipulates that data must be processed lawfully, fairly, and transparently. It must be collected for specific and legitimate reasons and not processed in a manner incompatible with that reason. Should our business not comply with this regulation, there is a risk of significant reputational damage and a substantial fine of up to £17.5 million or 4% of our worldwide turnover, whichever is greater., subject to the severity of the infringement.

The incorporation of the principles of the Computer Misuse Act[18] into the business can ensure compliance with UK laws and enhance data protection and governance strategies. The Act criminalises the access and use of an unauthorised device and unauthorised acts with the intent to impair the operation of a computer, preventing or hindering the operation of programs or data.

Adhering to regulations like GDPR and the Computer Misuse Act will safeguard our assets and reputation. A dedicated ISU will enable us to implement stringent security controls, regularly assess data-related risks, and ensure effective data governance. This commitment to data protection will protect our clients and stakeholders while reinforcing our organisation’s integrity and trustworthiness in the industry.

[bookmark: _Toc172390387][bookmark: _Toc172391440]Contingency Planning (CP)
Creating a Contingency Plan for Information Systems is a crucial factor in guaranteeing business continuity in the event of a security breach. The Pipkin Method offers a systematic approach to creating contingency plans, encompassing stages for evaluating risks, developing the plan, testing, and upkeep. A CP is made up of a few elements:

The incident response plan (IRP) outlines the actions to be taken in the event of an incident, including identification, containment, removal, and recovery. The plan also specifies incident reporting and stakeholder communication procedures. A well-structured IRP facilitates swift and minimal damage, enabling the organisation to return to normal operations[17].

A Disaster Recovery Plan (DRP) provides detailed processes for restoring IT systems, applications, and data following a disaster. This includes backup procedures, recovery sites, and comprehensive recovery steps. The DRP is crucial for swiftly restoring IT services after a disaster and minimising downtime and data loss.[19]

Business continuity plans (BCP) are utilised during and post-disaster to sustain business operations, encompassing essential functions, critical business processes, and necessary resources for ongoing operations. This ensures that the business can function and provide services during disruptions.[8]

Regular staff training on contingency plans is vital to ensure that everyone understands their roles and responsibilities during an incident. Management should be involved in overseeing the implementation and efficacy of these plans. Routinely conducting drills and testing contingency plans is crucial for identifying weaknesses and ensuring their effectiveness, including simulating various disaster scenarios and practicing recovery procedures.

Implementing defence mechanisms such as firewalls, IDS/IPS, and encryption is imperative for safeguarding data and systems. These defences should be integrated into contingency plans to ensure a layered security approach.

A comprehensive contingency plan comprises an Incident Response Plan, Disaster Recovery Plan, and Business Continuity Plan, supported by regular training, drills, and the use of structured methodologies such as the Pipkin Method. Implementing robust defensive mechanisms ensures the organisation is well-prepared to manage and recover from incidents, minimising downtime and sustaining business operations. By integrating these components, organisations can establish a resilient framework that addresses all aspects of contingency planning and management.

[bookmark: _Toc172390388][bookmark: _Toc172391441]Governance, strategic planning and risk management
The business would benefit from a strategic framework that aligns security efforts with the organisation's overall strategic objectives. It is important to establish a clear vision and mission for the ICU, defining specific, measurable, achievable, relevant and time-bound goals (SMART objectives). The framework would also encompass the development of comprehensive security policies and procedures and the implementation of risk management processes to identify, evaluate and mitigate risks.[image: A screenshot of a computer screen  Description automatically generated]
Figure 12 - Risk Matrix - Showing High Risks in Red with a sliding scale to Low Risks in Green



Project management is an important process that will need to be implemented to ensure the successful creation and implementation of the ISU. Project management will ensure efficient time management to ensure that projects are completed within the specified timeframe. This includes creating a detailed project schedule, identifying critical paths and establishing deadlines for each task. Milestones can be used to signify points within the project timeline that indicate the completion of major phases. For example, approving security policies or finalising the initial training programs.

Budgeting will also be covered under the project management element. It entails estimating the financial resources needed for the project, including costs for hardware, software, personnel, training, and maintenance. Resource management is required to guarantee that the necessary resources are available when needed.
[image: A diagram of a risk  Description automatically generated]
Figure 13 - The 5 Strategies for Risk Management


The Continuous Risk and Compliance (CRC) for Infosec performance involved continuous monitoring and management of risks and compliance requirements, including regular risk assessments, ongoing compliance checks, monitoring and reporting on Key Performance Indicators (KPIs) and adjusting security measures based on performance data and emerging threats.
Testing and training are crucial elements of an effective ISU. This includes performing penetration testing, vulnerability scanning, and incident response testing. Security Information and Event Management (SIEM) systems gather and analyse security-related data from various sources to offer live monitoring and alerting.

Risk management is a crucial process that ensures the identification, assessment, and mitigation of risks. Identifying vulnerabilities involves discovering weaknesses in the organisation that threats could exploit. Vulnerabilities can be identified by completing regular scans of systems, simulating attacks to discover exploitable vulnerabilities, analysing potential threats to understand how it might exploit weaknesses, and reviewing past incidents to identify recurring vulnerabilities[20].
A risk matrix is a tool used by Risk analysts and Project managers to assess and prioritise risks based on their likelihood and impact. To create a risk matrix, all potential risks must first be identified through assessments. Then, estimate the probability of each risk happening. Then, evaluate the potential impact of each risk. Once this has been completed, each risk can be placed on the matrix.
Risk can be managed in several ways. The five strategies commonly recognised are defence, transference, mitigation, acceptance, and termination. 
Defence involves implementing controls and safeguards to prevent risks from occurring. Firewalls and antivirus software can protect against malware and unauthorised access. Access controls can limit personnel access to sensitive data and systems. Security audits can identify vulnerabilities and ensure compliance with industry standards and regulations. 
Transference moves the risk to another party; methods include obtaining a cyber insurance policy that will provide coverage should a data breach or cyber-attack happen. Alternatively, some high-risk IT services could be outsourced to a third-party provider with robust security measures and contractual agreements to outline liability and risk responsibilities. 
Mitigation involves taking steps to reduce the impact and likelihood of risks. This can be done through educating employees on best practices, regular software updates and via strong encryption. Cryptography is vital in managing risk by protecting data integrity, confidentiality and authenticity. Implementing strong encryption methods, such as Advanced Encryption Standard (AES) for data at rest and Transport Layer Security (TLS) for data in transit, can safeguard sensitive information from unauthorised access. 
Acceptance is the acknowledgement of a low-impact risk and deciding to accept it without additional controls. For example, following a cost-benefit analysis to determine if the cost of mitigating a low-impact risk outweighs the potential benefits.
Termination eliminates the risk of discontinuing an activity or system. For example, shutting down obsolete or unsupported systems that pose security risks or discontinuing services and replacing them with more secure alternatives. 
By Applying these risk management methods, our ISU department can enhance its ability to protect sensitive information, ensure regulatory compliance and maintain overall operational integrity. 
[bookmark: _Toc172390389][bookmark: _Toc172391442]Conclusion
The hybrid approach to information security effectively manages security by combining hierarchical and matrix structures, emphasising clear accountability, and promoting flexibility and collaboration. Security policies must balance specificity and flexibility to provide clear guidance while remaining adaptable to new threats and technological advancements. Training and awareness are crucial for ensuring employee compliance, and regular policy updates are essential to address emerging threats.

Building an Information Security Unit is critical for safeguarding assets and reputation by meeting regulatory expectations and focusing on governance, risk, and compliance. A comprehensive contingency plan, including Incident Response, Disaster Recovery, and Business Continuity Plans, ensures preparedness for handling and recovering from incidents.

Effective governance and strategic planning for information security involve a comprehensive framework, meticulous project management, continuous risk monitoring, and robust SIEM system implementation. Risk management within an ISU includes identifying vulnerabilities, prioritising risks using a risk matrix, and applying strategies such as defence, transference, mitigation, acceptance, and termination.

This proposal outlines critical aspects, including organisational structure, security standards, data protection compliance, contingency planning, and strategic governance. The aim is to enhance the organisation's security posture, ensure regulatory compliance, and foster a culture of security awareness.
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