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The main purpose of this report is to review and observe the intrusion of Republic of Snowdenia County Council`s network suffered, disclose and discuss latent defect of running council`s network, suggest implementation steps to avoid future threats and incidents. This paper looks through some common cyber-attack types, particularly what Snowdenia County Council was hit, like Man-in-the-Middle attack and password attack.
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By the given example it would be clear, that network security is an underestimate part of IT sector. There are many requirements, what a network should possess to be secure. These are not designing needs; they are vital security needs. Them importance will clear, when a cyber-attack hit the network and cause malfunction or data leaking etc. Great number of users even cannot imagine how complex and massive bunch of software’s provide every minute the smooth and secure workflow in a network or in a system. And these software`s role is essential. Before we dig in deeper, define what cyber-attack means. “A cyber-attack is any type of offensive action that targets computer information systems, infrastructures, computer networks or personal computer devices, using various methods to steal, alter or destroy data or information systems.” (Melnick, 2018) According Melnick the 10 most common cyber-attack today are follows:
· Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks
· Man-in-the-middle (MitM) attack
· Phishing and spear phishing attacks
· Drive-by attack
· Password attack
· SQL injection attack
· Cross-site scripting (XSS) attack
· Eavesdropping attack
· Birthday attack
· Malware attack
As list above shown, Snowdenia County Council suffered some of the most common attacks. To Now view them in detail: the way hackers getting into a system, the effect of attack and possible methods of defending against them.
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In general, security is the quality or state of being secure – to be free from danger. In other words, protection against threats and attacks (Mattord, 2009). Describe definition of security is tough, so define when a system or network unsecure:
· Not patching our system
· Using weak passwords such as “password” or “1234”
· Downloading programs from internet
· Opening e-mail attachments from unknow senders
· Using wireless networks without encryption (Andress, 2011)
The CIA triad is a widely used information security model that can guide an organization's efforts and policies aimed at keeping its data secure (Frulinger, 2020). Look that CIA what stand for:
Confidentiality – Keep sensitive data private. To avoid unauthorized access to private data and know information in safe at rest or in transit use encryption service.
Integrity – is the consistency of data, networks, and systems. It gives ability for data recovery in case of comprising or losing. Integrity refers also some proactive measures and methods to block unapproved me modifying.
Availability – means the authorized users are able to access applications, data’s, networks, and systems openly during their daily routines. It slightly has a hardware part also as availability is responsible for fix hardware and software conflict with help of regular maintenance keep workstations and networks updated and available.
Otherwise according Frulinger:
“Confidentiality: Only authorized users and processes should be able to access or modify data
Integrity: Data should be maintained in a correct state and nobody should be able to improperly modify it, either accidentally or maliciously
Availability: Authorized users should be able to access data whenever they need to do so”
It’s worth considering the CIA trio as interpreting a confusing array of security software, services, and techniques on the market. Instead of throwing money and advisors at the vague “problem” of “cybersecurity,” we can ask focused questions when planning and spending money: Does this tool make our information more secure? Does this service promote the integrity of our data? Will infrastructure development make data more accessible to those who need it? In addition, when these three concepts are arranged in triplicate, it becomes clear that in many cases they are tense with each other. We’ll take a deeper look at some examples in an instant, but some contradictions are obvious: Requiring thorough authentication of access to data can help ensure the confidentiality of data, but it can also mean that those who have access to the data may have difficulty. to do so, thereby reducing availability. Keeping the CIA triad in mind when developing information security policies forces the team to make productive decisions about which of the three elements is most important for each data set and the organization (Frulinger, 2020). “In implementing the CIA triad, an organization should follow a general set of best practices. Some best practices, divided by each of the three subjects, include:
· Confidentiality
· Data should be handled based on their required privacy.
· Data should be encrypted, with a form of two-factor authentication to reach it.
· Keep access control lists and other file permissions up to date.
· Integrity
· Ensure employees are knowledgeable about compliance and regulatory requirements.
· Use a backup and recovery software.
· To Ensure integrity, make use of version control, access control, data logs and checksums.
· Availability
· Use preventative measures such as redundancy, failover and RAID. Ensure systems and applications stay updated.
· Use network or server monitoring systems.
· In case of data loss, ensure a Data Recovery and Business Continuity plan is in place” (Rouse, Haughn, Gibilisco 2020).
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Man-in-the-middle attacks (MITM) are a common type of cybersecurity attack, where communication between the two parties is compromised by a hacker. Thus, the two parties believe that they are talking to each other, while in fact both are only in contact with the hacker, who can thus circumvent the protocols prepared for such an attack by simply forwarding the challenge to the other party and then returning its response. For a successful intrusion attack, the attacker must have access to the communication channel, be able to eavesdrop on the messages sent through it and prevent it from reaching the real recipient. This can be done, for example, through ARP spoofing, DNS poisoning, or a Wi-Fi base station installed by an attacker. There are 7 types of man-in-the-middle attack:
· IP spoofing
· DNS spoofing
· HTTPS spoofing
· SSL hijacking
· Email hijacking
· Wi-Fi eavesdropping
· Stealing browser cookies
IP spoofing: The process of changing the source IP address for IP packets is called IP address spoofing or IP spoofing. The purpose may be to hide the identity of the person sending the packet or to impersonate another computer system. 
DNS Spoofing: In computer networks, DNS cache poisoning (DNS cache pollution or DNS cache pollution) is an attack on a server that translates domain names into IP addresses, in which fake data is passed to the server's cache, so that the given directs clients that try to connect to a Web address to a computer other than the one that belongs to the attacker. This makes it possible, for example, for unauthorized login or theft of passwords (the summary name of such attacks is pharming).
HTTPS spoofing: “One common method of attack is called HTTPS spoofing, in which an attacker uses a domain that looks very similar to that of the target website. With this tactic, also known as “homograph attack”, the characters in the target domain are replaced with other non-ASCII characters that are very similar in appearance.”
SSL hijacking: “In this type of MitM attack, an attacker hijacks a session between a trusted client and network server. The attacking computer substitutes its IP address for the trusted client while the server continues the session, believing it is communicating with the client.”
Email hijacking: In email hijacking hacker send an email from a domain known by receiver. So, receiver thinks sender is authentic and opens the email. Exactly for this reason receiver does not think any links or content would be doubtful.
Wi-Fi eavesdropping: A hacker can steal data while user device on a public unsecured Wi-Fi network. The unsecured transmission of data allows hacker to steal any unencrypted data or file.
Stealing browser cookies: “To understand the risk of stolen browser cookies, you need to understand what one is. A browser cookie is a small piece of information a website stores on your computer. For example, an online retailer might store the personal information you enter and shopping cart items you’ve selected on a cookie, so you don’t have to re-enter that information when you return. A cybercriminal can hijack these browser cookies. Since cookies store information from your browsing session, attackers can gain access to your passwords, address, and other sensitive information.”
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“Authentication, authorization and accounting (AAA) refers to a common application security framework for mediating network and application access. AAA intelligently controls access to computer resources by enforcing strict access and auditing policies. This process ensures that access to network and software application resources can be restricted to specific, legitimate users. AAA security has a part to play in almost all the ways we access networks today. Historically AAA security has set the benchmark.” (O'Carol,2018) Look through their characteristics one-by-one:
· AAA Authentication
· Local level
· The user makes connection with router
· The AAA router asks the user for the username and the password
· The router authenticities the username and the password using in the local database
· The user is authorized to access the network on based information in the local database
· Server level
· The user establish connection with router
· The AAA asks prompts the user for the username and the password
· The router authenticities the username and the password using a remote AAA server
· The user is authorized to access the network on based information on the remote AAA server
· AAA Authorization
· When a user has been authenticated, a session is established with the AAA server
· The router requests authorization for the requested service from the AAA server
· The AAA server returns a Pass/Fail for authorization
· Accounting
· When a user has been authenticated, the AAA accounting process generates a start message to begin the accounting process
· When the user finishes, a stop message is recorded, and the accounting process ends
· Types of accounting information:
· Network
· Connection
· EXEC
· System
· Command
· Resource
“AAA security enables mobile and dynamic security. Without AAA security, a network must be statically configured in order to control access. IP addresses must be fixed, systems cannot move, and connectivity options must be well defined. The proliferation of mobile devices and the diverse network of consumers with their varied network access methods generates a great demand for AAA security.”
[bookmark: _Toc49806029]4.2. VPN – Virtual Private Network

Unfortunately, users have not able to connect to a AAA router for a secure connection, for this case VPN should be a good solution, but not a perfect one. VPN extends the local network via a public network. VPN allows users to send and receive data over a shared or public network as if their computers were directly connected to the local network. The "private" nature of the connection is that the data passing through the VPN is not visible on the public network due to encryption. Encryption is a commonly used feature of VPN, but it can also be used without encryption to separate different data streams or to simplify the logical structure of a network. The VPN feature is often built into routers, but in many cases is implemented in software. 

	Characteristics of VPN

	Advantages
	Disadvantages

	Shadow Identity
	Reduce bandwidth and speed

	Secure Connections
	Wrong VPN joining cause problems

	Prevent Bandwidth Throttling
	Not all VPN is free

	Avoid Online Price Discrimination
	Not All Devices Natively Support VPNs
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As world change and most of work process goes to computerized, networks must meet many requirements. One of these needs is security. Security is not an issue, what is wise to skip or underestimate. Security implementation should be part of every network design. The soon it is developed, the late would show up a fraudulent incident. But it is never late to do steps to make a network more secure. In fact, it is a persistent process, because as hackers develop themselves, network security developers should follow them to keep security level on high or risk level on low.
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