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[bookmark: _Toc40044309]INTRODUCTION

Following the recent concerns derived by the suspect that fraudulent activities are taking place on the previously developed database, the estate Agency To-rent Estate Agent wants to investigate and find, whether true, the responsible of these activities.
The scope of the following document is to show and explain the used approach to address the problem and to explain the meaning of other database related concepts such as transactions, triggers and anomalies, in order show how they could affect a database and how they can be sorted.
The report is organised in two parts.
The first, discusses of the issue raised by the agency, explaining the theory and the code behind the proposed solution while the second one, is related to the explanation of the above mention concepts.

[bookmark: _Toc40044310]SECURITY CONCERNS

As To-rent Estate Agent continues to grow and the demand for its services increases, it is important to grant the reliability and the security of the implemented database solution.
As recently the company raised concerns about a possible failure in the security measures utilised during the creation of the DB application, a solution has been developed, to ensure that the stored data is secure and no clandestine activities are being conducted by the agency’s staff.
To clarify to the reader the theory behind this solution and explain how this can prevent future fraudulent activities, in the following chapter is explained what Triggers are and how they can be utilised for security purposes.
[bookmark: _Toc40044311]TRIGGERS

In a database environment, the term TRIGGER is referred to a procedure that is invoked every time an event in it specified is detected or, more specifically, triggers it.
SQL Server, the DBMS used during the development of the DB application, implements triggers feature distinguishing them based on their nature that can be related to:
· LOGON
· DDL queries
· DML queries
LOGON Triggers are fired during login operations to the database, in the specific, between the authentication and the session establishment phases (Microsoft, 2018).
If a logon trigger is defined, all the messages that should reach the user are recorded in a log file that ca be subsequently examined by the DB admin.
This kind of triggers are fired only if the login is successful, and are generally used for audit purpose or to limit the maximum number of instances active at the same time.
DDL Triggers, instead, are related to data definition language queries, more specifically, creation, alteration or deletion operations issued against the schema.
DML Triggers, finally, are fired in relation to a data manipulation language event. Basically, every time a record is inserted, edited or deleted.
The functionalities offered by DML Triggers are achieved making use of two special tables:
· Inserted
· Deleted
These tables store the data that is being modified by a statement and can be accessed to perform further operations.
Also, it is important to mention that there are different types of DML Triggers.
They can be categorised in AFTER TRIGGERS and INSTEAD OF TRIGGERS.
AFTER Triggers are executed after the execution of an action, while INSTEAD OF ones, before the processing of the statements.

[bookmark: _Toc40044312]THE PROPOSED SOLUTION

At this point the reader should have acquired a basic knowledge about triggers and the way they work and can be implemented. It is possible then, to pass to the explanation of the solution proposed to address the issue that the agency raised.
This chapter aims to give to the reader information about the triggers implementation conducted on the agency’s database and the showcasing of the results obtained during the testing of their functionalities.
As requested in the tasks description, two new tables have been added to the database schema. These are:
· PRGDatabaseAudit
· PRGSaleAudit
Both have the goal to store audit data recorded from the interactions that the various DB users have with the system, with the difference that, while the first is used for the sole purpose to record changes to the schema, the second is used for the collection of data related to the sales operations.
The following two pictures show the queries used for the creation of the above-mentioned tables.
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[bookmark: _Toc40044326][bookmark: _Hlk39568665]Figure 1. Task B - PRGDatabaseAudit table creation
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[bookmark: _Toc40044327]Figure 2. Task C - PRGSaleAudit table creation


This first code snippet illustrates the code behind tr_Tables_Operation, that is the DDL trigger implemented to audit whether the agency’s staff is adding tables to the schema to hide sales related data.
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[bookmark: _Toc40044328]Figure 3. Task A trigger

As visible in the picture above, the working of the trigger is pretty simple.
Every time a DDL event occurs, a new record containing the data listed below, is written to the PRGDatabase table:
· Name of the database
· Name of the table the event was issued against
· Event type(creation, alteration or deletion)
· Username of the author of the interaction
· Full DDL SQL statement issued by the author
· Date and time of the event
Since this is a DDL trigger, the collection of the data has been performed using the EVENTDATA function (that is available for DDL and LOGON triggers), because it allows to capture server and database events.
The picture below, shows tr_Tables_Operation in action.
As visible by the records contained in the PRGDatabaseAudit table, a comprehensive test has been carried out to ensure that the trigger works as expected.
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[bookmark: _Toc40044329]Figure 4. PRGDatabaseAudit content

Keeping in mind that during the deployment of the DB application, the created users, exception done for pmAdmin, had a level of access that couldn’t have been used to compromise the schema, has been decided to create a new created user profile, which have been named as agent_007. More info about users and passwords can be found in the README file, uploaded with the zipped folder containing a copy of the source code used to generate the triggers and a backup of the database that can be imported on SQL Server Management Studio for further tests.

The second code snippet is related to the first of the implemented DML triggers, tr_Insert_Operations, that regards the INSERT statement.
This trigger makes use of a DBMS built-in structure, the Inserted table, that allows to intercept and extract the data of the latest executed statement.
[image: ]
[bookmark: _Toc40044330]Figure 5. Task D trigger

A similar way of execution is shared by the DML trigger responsible for the DELETE statement, tr_Delete_Operations.
The only difference between this and the before mentioned one is that the second, makes use of another structure to achieve the same result, the Deleted table.
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[bookmark: _Toc40044331]Figure 6. Task E trigger
 The last created trigger, to complete the development of the audit tools, regards the UPDATE statement and has been named tr_Update_Operations.
Unlike those shown previously, it uses a different approach, because it must keep track of the old and new data stored in a record, after an update instruction is issued against the Sales table. 
This to prevent any data loss and to allow to revert the changes, in the eventuality that an unauthorised user makes changes to any sale record.
In the following two pictures, it is possible to see how this trigger has been implemented and the results achieved by the development of these three routines.
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[bookmark: _Toc40044332]Figure 7. Task F trigger
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[bookmark: _Toc40044333]Figure 8. PRGSaleAudit content

As visible in Figure 8, all the DML statements issued against the Sales table are recorded in PRGSaleAudit, giving the agency the possibility to keep a log of the activities of the staff for a better control.
The final screenshot of this section shows some test statements that have been placed in the SQL file containing the code used to implement the triggers.
Their purpose is to allow to replicate the tests made to better show how the solution works.
[image: ]
[bookmark: _Toc40044334]Figure 9. Triggers test code
Following the explanation of the solution used to address the agency’s concerns, the report continues with the introduction of more database-related concepts, to give the reader a better understanding of the most common issues that could happen in a DB application and to explain how these can be addressed by the cooperation of DBMS software and good programming practices.

[bookmark: _Toc40044313]TRANSACTIONS AND CONCURRENCY

A transaction is a group of tasks that can terminate with a success or a failure.
Transactions results are determined by the accomplishment of all the operations that take place within them.
If a transaction terminates successfully, it is defined as committed, otherwise, if something happens between one operation and another, the DBMS proceeds to revert the changes made until that moment.
This state takes the name of rollback.
Transactions are important for the reliability of a database and this is the reason because DBMSs try to handle them as better as possible.
When two or more transactions contain statements that try to access to the same record at the same time, the situation takes the name of Concurrency.
These simultaneous accesses are defined as collisions.
Collisions could cause inconsistencies in the DB, because they may result in errors that could compromise the real value of the accessed record and it is for this reason that they are handled by algorithms that create a better serialisation.
Serialisation is defined by a lower(ideally null) concurrency rate, where all the transactions are executed smoothly, without overlapping each other.
Obviously, this is almost impossible, because of the multitasking nature of modern DBMSs that allows to increase their performances.

[bookmark: _Toc40044314]TRANSACTIONS PROPERTIES

In order to deliver a better performance during the execution of an SQL statement, would be advisable for the programmer to handle the transactions overriding in this way the auto-commit function that the DBMS would apply to every statement if no transaction boundaries are found in the statement to execute.
Auto-commit is an operational mode that the DBMS applies implicitly to a statement, to prevent execution errors.
It is important to know that every transaction is characterised by a set of properties, more commonly known as ACID (Atomicity, Consistency, Isolation, Durability).

[bookmark: _Toc40044315]ATOMICITY

With the word atomicity, is meant that all the operation performed in a transaction, must be handled like one single operation. This to avoid, if something goes wrong, inconsistencies that can alter data that would be read by other transactions.

[bookmark: _Toc40044316]CONSISTENCY

Consistency means that all the data written during a transaction must be valid, following the rules and constraints defined in the code. This to avoid any kind of corruption in the records during the executions of the various statements.

[bookmark: _Toc40044317]ISOLATION

Isolation property is related to what mentioned before about the serialisation. Every transaction should appear serialized to the next one.
 
[bookmark: _Toc40044318]DURABILITY

Finally, durability means that once a transaction is committed, the data written must be unchangeable in case of any kind of problem, such as a system fault.

[bookmark: _Toc40044319]TRANSACTIONS ANOMALIES

Even if every transaction should respect the criteria explained before, it is always possible that an error occurs.
In DBs, errors take the name of anomalies and these are directly proportional to the isolation level of a transaction.
The most common anomalies that can be identified are:
· Dirty read
· Unrepeatable read
· Lost update

[bookmark: _Toc40044320]DIRTY READ

When a transaction can read data that another transaction did not commit yet, this takes the name of dirty read.
When this type of anomaly occurs, the result is that a transaction reads and processes wrong data.
In the picture below (Mihalcea, A beginner’s guide to Dirty Read anomaly, 2019), it is possible to see how this could happen in a real scenario.
[image: ]
[bookmark: _Toc40044335]Figure 10. Dirty read (Mihalcea, A beginner’s guide to Dirty Read anomaly, 2019)

[bookmark: _Toc40044321]UNREPEATABLE READ

This anomaly occurs when two or more transaction try to read the same data in different moments, but with a different result.
To clarify the idea, it is possible to imagine two transactions X and Y that are working on the same perimeter value:

1. X reads the content of the variable that in that moment contain the value 236
2. Y reads again the value, that still has the same value
3. X write the variable with the number 23.6 but the transaction is not committed yet
4. Y, after other operations reads again the variable that, this time will contain a different value


[bookmark: _Toc40044322]LOST UPDATE

The problem of the lost update happens when two concurrent transactions write the same data before the other commits the change.
To understand better, it is possible to think to two transactions A and B that operate on the same variable delta.

1. A read the value of delta and, after internal operations, write it with the value X, but is not yet committed.
2. B, after internal operations, in turn writes the value Y and gets committed.
3. Finally, A gets committed as well, but the value it wrote before, has been lost.

[bookmark: _Toc40044323]TWO-PHASE LOCKING

As explained in the brief transactions’ introduction, DBMSs, allow the prevention and the control of these various error typologies.
This is usually done using a protocol called Two-Phase Locking or 2PL.
2PL works in different modes:
· Share lock (or read lock)
· Exclusive lock (or write lock)
Both these modes have different working and, as visible in the following figure, allow to access records in different ways.

[image: ]
[bookmark: _Toc40044336]Figure 11. 2 Phase locking
The protocol makes use of a lock management that ensure the isolation of the transactions.
It basically allows different transactions to reserve the possibility to interact with a record using a “lock” and, once the first one has been committed, its lock is removed and the second transaction is allowed to operate with the record.
The following picture (Mihalcea, How does the 2PL (Two-Phase Locking) algorithm work, 2020) shows a brief example based on the share lock mode.
Using the 2PL it is possible to prevent the dirty read, because uncommitted changes are protected by locks that do not allow other concurrency transactions to read their data until they are committed.

[image: ]
[bookmark: _Toc40044337]Figure 12. 2 phase lock (Mihalcea, How does the 2PL (Two-Phase Locking) algorithm work, 2020)
 


[bookmark: _Toc40044324]CONCLUSION

This report was intended for the purpose to give to To-rent Estate Agent an update about the recent improvement apported to the database in order to audit and find any fraudulent activity performed by the it employees against the agency’s sales records. The concepts explained in the last part were referred to the possible issues a database software could present if not correctly implemented and to give the company the needed knowledge to better understand the offered product.
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EICREATE TRIGGER tr_Tables Operations

- The trigger will work on all the DB tables --
ON DATABASE

FOR CREATE_TABLE, ALTER_TABLE, DROP_TABLE
as
EIBEGIN

-- Variables declaration -
DECLARE @EventData XiL
SELECT @EventData = EVENTDATA()

-~ Mriting PRGDatabaseAudit table --
B INSERT INTO PRGDatabaseAudit

(dolame, tableName, eventType, loginName,
=qlCommand, auditDateTime)

VALUES

«

@EventData..value(’ (/EVENT_INSTANCE/DatabaseName)[1]°, 'VARCHAR(50)'),
@EventData.value(' (/EVENT_INSTANCE/Objectliame)[1]', 'VARCHAR(100)),
value(" (/EVENT_INSTANCE/EventType) [1]°, 'VARCHAR(160)"),
value(* (/EVENT_INSTANCE/LoginName) [1]°, 'VARCHAR(160)'),
value(* (/EVENT_INSTANCE/TSQLCommand) [1]°, 'VARCHAR(2648)"),

GETDATE ()

END
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salCommand
(CREATE TABLE TestTable ( IDINT, tesiData VARCHAR(25S), datoAndTime DATETIME )
(CREATE TABLE RogueTable ( IDINT. testData VARCHAR(255). dateAndTime DATETIME )

'DROP TABLE TeatTabie.
DROP TABLE RogueTable

(CREATE TABLE TestTable ( tablelD INT. exampleContent VARCHAR(25S) )
ALTER TABLE TestTabie ADD dateAndTime DATETIME.
'DROP TABLE TeatTable.
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EICREATE TRIGGER tr_Insert_Operations

ON Sales FOR INSERT
as
EIBEGIN
B BEGIN
-- Variables declaration -~
DECLARE @SaleID INT
DECLARE @PropertyID INT
DECLARE @tableAction VARCHAR(10) = 'INSERTED'
DECLARE @Author VARCHAR(100) = CAST(SUSER_NAME() AS VARCHAR(100))
DECLARE @auditDateTime DATETIME
-~ Extracting PropertyID from the last Insert operation --
SELECT @SaleID - SaleID, @PropertyID - PropertyID FROM Inserted
Eno
-~ Writing data in PRGSaleAudit table --
Bl INSERT INTO PRGSaleAudit
(AuditData)
VALUES
«
‘A record with SalelD = ' + CAST(@SaleID AS VARCHAR(20)) + ' and property with ID = * +
CAST(@PropertyID AS VARCHAR(20)) + ' has been ' + @tableAction + ' by ' + @Author + ' on:
)
END

* + CAST(GETDATE() AS VARCHAR(28))
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EICREATE TRIGGER tr_Delete Operations

ON Sales FOR DELETE

as
EIBEGIN
B BEGIN
-- Variables declaration -~
DECLARE @SaleID INT
DECLARE @PropertyID INT
DECLARE @tableAction VARCHAR(18) = 'DELETED'
DECLARE @Author VARCHAR(100) = CAST(SUSER_NAME() AS VARCHAR(100))
DECLARE @auditDateTime DATETIME
-~ Extracting PropertyID from the last Delete operation --
SELECT @SaleID - SaleID, @PropertyID - PropertyID FROM Deleted
Eno

-~ Writing data in PRGSaleAudit table --
Bl INSERT INTO PRGSaleAudit
(AuditData)
VALUES
«
‘A record with SalelD = ' + CAST(@SaleID AS VARCHAR(20)) + ' and property with ID = * +

Eno

CAST(@PropertyID AS VARCHAR(20)) + ' has been ' + @tableAction + ' by ' + @Author + ' on:

* + CAST(GETDATE() AS VARCHAR(28))
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END

-~ Declaring the string that will contain auditData —-

@auditString VARCHAR (2048)

-- Declaring other variables --

@saleld INT
@oldEmployeeID INT, @newEmployeeID INT
@oldPropertyID INT, @newPropertyID INT
@oldCustomerID INT, @newCustomerID INT
@oldSaleDate DATE, @newSaleDate DATE

-- Creating a temporary table that will contain the altered data —-
SELECT * INTO #newData FROM Inserted
-~ Starting to loop through the records in #newbata --
WHILE(EXISTS(SELECT SaleID FROM #newData))

BEGIN

As

EIBEGIN
DECLARE
DECLARE
DECLARE
DECLARE
DECLARE
DECLARE

g

8

o

e

e

SET GauditString
-~ Extracting the first row from #newData --
SELECT TOP 1 @SaleID = SaleID, @newtmployeelD
FROM #newData

-~ Extracting the corresponding row from the Deleted table --

SELECT oldemployeeId - EmployeelD, @oldPropertyID - PropertylD, EoldCustomerID - CustomerID, @oldsaleDate - SaleDate
FROM Deleted WHERE Deleted.SaleID - @saleId

-~ Creating the base for auditString that will be written in PRGSaleAudit -

EmployeeID, @newPropertyID - PropertyID, @newCustomerID - CustomerID, @newSaleDate - SaleDate

SET @auditString = 'The record with SaleID = ' + CAST(@SaleID AS VARCHAR(20)) + ' has been changed by: ' + CAST(SUSER_NAME() AS VARCHAR(100)) + ' on: ' + CAST(GETDATE() AS VARCHAR(20)) + '.

START: Appending additional content to the base string -~
1F (@oldEmployeelD <> EnewEmployeelD)

SET @auditString - @auditString + ' the attribute EmployeeID is changed from [* + CAST(@OldEmployeeID AS VARCHAR(20)) + '] to [’ + CAST(@NewEmployeeID AS VARCHAR(20)) + ']°
1F (BoldPropertyID <> @newPropertyID)

SET @auditString - @auditString + ' the attribute PropertylD is changed from [* + CAST(@oldPropertyID AS VARCHAR(20)) + '] to [' + CAST(GnewPropertyID AS VARCHAR(20)) + '1'
1F (@oldCustomerID <> EnewCustomerID)

SET @auditString - @auditString + ' the attribute CustomerID is changed from [* + CAST(@oldCustomerID AS VARCHAR(20)) + '] to [’ + CAST(@newCustomerID AS VARCHAR(20)) + ']°
IF (@oldSaleDate <> @newSaleDate)

SET @auditString - auditString + ' the attribute Saleate is changed from [* + CAST(@oldSaleDate AS VARCHAR(20)) + '] to [* + CAST(@newSaleDate AS VARCHAR(20)) + *
-- END: Appending additional content to the base string --
-~ Writing data in PRGSaleAudit table -
INSERT INTO PRGSaleAudit VALUES(@auditString)

Deleting the scanned row from #newData and moving to the next record --
DELETE FROM #newData where SaleID - @SaleID
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Arecard wih SaielD = 107 and property with I = 56 has boen INSERTED by RZREDSTEALTH Michele on:May 4 2020 9:314M
Arecard wih SaielD = 108 and property with D =  has bean INSERTED by RZREDSTEALTH Michele on: May 42020 9-31AM

Arecard wih SaielD = 109 and property with I = 66 has boen INSERTED by RZREDSTEALTH Michele on:May 4 2020 9:314M

Arecord wih SaielD = 110 and property with I = 11 has boen INSERTED by RZREDSTEALTH Michele on: May 4 2020 9:314M

Arecaord wih SaielD = 11 and property withID = 92 has boen INSERTED by RZREDSTEALTH Michele on:May 4 2020 9:314M

Arecaord wih SaielD = 112 and property withID = 23 has boen INSERTED by RZREDSTEALTH Michele on:May 4 2020 9:314M

Arecard wih SaielD = 89 and properywit |0 = 67 has been DELETED by agent 007 on: May 42020 9-334M

A recard wih SaielD = 9 and properywit D = 25 has been DELETED by agent 007 on: May 4 2020 9-334M

“The record with SaleD = 95 has been changed by:agent_007 on: May 4 2020 9:334M.the atibute Cusiomerl is changed rom (96}t 1}
“The recordwith SaleD = 96 has been changed by:agent_007 on: May 4 2020 9-344M.the atibute PropertiD ischanged fom 17]10 (36
“The record with SalelD = 96 has been changed by:agent_007 on: May 4 2020 9:344M.the atibute EmployeeiD s changed rom (3] 0[]

Arecord wih SalelD = 13 and property with D = 35 has boen INSERTED by agent_007 on: May 42020 1007AM

Arecard wih SaielD = 7 and properywit 10 = 35 has bean DELETED by agent 007 on: May 42020 1007AM

The record with SalelD = 113 has been changed by: agent_007 on: May 4 2020 10:07AM. the atiribute EmployeelD is changed from (6] to [1]
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- TEST AREA -
The following queries have been
uritten to allow the test

* of the previously created
* triggers

B ————-

-~ Table creation -
CREATE TABLE TestTable

«

tableID INT,

exampleContent VARCHAR(255)
)

-~ Table alteration -~
ALTER TABLE TestTable
ADD dateAndTime DATETINE

-- Table deletion -~
DROP TABLE TestTable

-- Inserting data to Sales table -
INSERT INTO Sales VALUES(6,35,20,'2620-05-10");

-~ Deleting data from Sales table —-
DELETE FROM Sales WHERE SaleID - 87

-- Altering data in Sales table --
UPDATE Sales
SET EmployeeID - 1 WHERE SaleDate = '2020-05-10';
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