


Before we begin…
Well let’s talk default credentials and why they’re a VERY big concern, after we finished probing your network (and as mentioned) we picked up some of your network equipment was also running default credentials, even one of your tele-conferencing devices.
We understand what its like being a small business in the rapidly changing climate of emerging technologies and we understand why vulnerabilities slip though the cracks but not to worry, we’ve prepared this documentation for you to better understand the scope of the issue and hopefully to further drive our points home.

Seen below is a mock up virtual network we built using Cisco’s packet tracing tool to give a visual reference: (Please note that this topology is not accurate to your business for security purposes) 
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As seen above there is a DSL modem feeding into the wiring closet on the left, this is to emulate a wired connection to a WAN and subsequent connected servers, to avoid unnecessary complication and to avoid contaminating the scope of this paper we left those out.
In wiring closet one we have the following:
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This is a simple set up comprised of:
2, 24 port Cisco PT switches, 1 Cisco PT router with default start-up configurations, 1 Laptop interfaced directly into the router, and a small server connected by fibre optic directly into Router PT with hostname “corporate” not that this is the default gateway.
First we’d like to show you good router security practices as a rough guide to how you would like your very important networked devices to be:
Let’s imagine I’m a would be delinquent and I dislike your organisation! 
A couple of very friendly but naive employees bought my “I left the ID in my other trousers” talk! And now I’m in wiring closet 1! 
I sit down and plug my device into the console port and enter the CLI! 
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I type enable…
Now ideally I want the “>” to change to a “#” as this will show that “I’m in” or rather am now in a privileged state! From here I can show arp tables, change SSID’s disable vital ports or router security features.
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Here we are setting up basic router security such as a plaintext password and a secret encrypted password
However, we aren’t safe yet as we haven’t secured line 0! Or privileged exec mode!
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As you can see here, privileged executive mode has been secured and now TELNET and SSH access is now limited to between 0 and 4 ports only, this helps prevent external devices from getting into VTY as all the ports are in theory reserved for your own devices. via line VTY 0 4 (VTY being virtual terminal interface ports, aka Virtual teletype) [1] should they still find a way to try to connect they’ll be prompted for a login, like so:
[image: A screenshot of a computer
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Immediately we now see that “con0” is available but before I can even try enable I’m being asked for User Access Verification, I’ve been foiled before I’ve even begun! 
Or have I? See I have one last ace in the hole and it’s the first thing any competent attacker will try on your systems, have you guessed what it is yet? That’s right default credentials, granted we had to set them up in this example but in the real world and even in your organisation we found this terrible vulnerability.
So, I do a quick search (Own website used for confidentiality reasons)
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Description automatically generated]And there it is the smoking gun; the default login details…
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After using those details, I added a cheeky little banner in place of a real cyber attack but the point still stands, I undermined everything for something as simple as not changing a password! 


Website: https://sites.google.com/d/1xyxf6NB2P4kgYtBKu2Gt04RI_fg6XqKH/p/1Kuw2ow0qOCNorzdrkQUn5U0Vzot3Vwep/edit
PKT tracer mock up:(Also attached as supporting doc for coursework) 
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