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[bookmark: _Toc237381375]Task 1 – Governance of AI and Machine Learning Systems: Managing Risk, Ethics, and Compliance for AI Data and Models
[bookmark: _Toc237381376]1. Introduction
AI and machine learning are no longer confined to research labs or a handful of tech companies. Banks use them to decide who gets a loan, hospitals use them to flag patients at risk, and most large organisations now run some form of automated decision-making without most customers ever knowing a model was involved. This changes what it actually means to defend an organisation's information assets. Protecting data at rest and in transit is no longer enough, because the training data, the model itself, and the decisions the model produces are all now things that can be attacked, misused, or simply get something badly wrong. If any of that goes unmanaged, the damage can happen well before it ever looks like a conventional security incident.
Governance is what is supposed to catch this. Not a single tool or a checklist, but the combination of who is accountable for a given AI system, what rules that system has to follow, and how the organisation can actually prove those rules are being followed and not just written down somewhere. This paper looks at how an organisation can build that kind of environment, one that anticipates AI risk before it materialises, detects it when things go wrong, and responds automatically rather than depending on someone noticing in time. The sections that follow work through the current regulatory picture, the main international standards available to structure AI governance in practice, the problems organisations tend to run into when they try to apply this at scale, and finally a practical model for pulling all of this together.

[bookmark: _Toc237381377]2. The AI Risk Landscape
Risk in an AI system does not sit in one place; it is distributed across the data, the model, and the surrounding operational environment. At the data layer, organisations face poisoning of training data, unclear data provenance, and the risk that sensitive personal information is absorbed into a model and later reproduced. At the model layer, risk takes the form of bias inherited from historical data, inaccurate or fabricated outputs, and adversarial manipulation designed to force a model into an unsafe response. At the operational layer, the fastest-growing risk is what practitioners term shadow AI, where staff adopt unsanctioned generative tools outside any approved inventory. Recent industry reporting indicates that the volume of corporate data flowing into AI tools rose sharply between 2023 and 2024, with the proportion of that data classed as sensitive nearly tripling over the same period. A further study found that a fifth of organisations experiencing a breach traced it to shadow AI, and that these incidents were markedly more costly than an average breach [1].
Finally, organisations face supply-chain and accountability risk: most production AI systems are not built entirely in-house but depend on third-party foundation models, open-source libraries, and external datasets, and the internal logic of a trained model is frequently opaque even to the team that deployed it. Because none of these risk categories is purely technical, effective governance has to combine legal, ethical, and engineering controls rather than relying on any single discipline.
These categories rarely occur in isolation. A single deployed system, such as an automated credit-scoring model, typically carries data risk from the historical records it was trained on, model risk from the statistical patterns it has learned, and accountability risk from the fact that a customer refused a service has a legal right to a meaningful explanation. Treating these as one combined risk profile, rather than three separate reviews conducted by three separate teams, is what allows an organisation to prioritise mitigation effort where it will have the greatest effect, instead of exhausting resources on the risk category that happens to be easiest to measure.

[bookmark: _Toc237381378]3. The Regulatory Landscape
The most consequential development in AI regulation is the European Union Artificial Intelligence Act, which entered into force on 1 August 2024 as the first comprehensive, cross-sectoral legal framework for AI [2]. Rather than regulating AI uniformly, the Act adopts a tiered, risk-based structure: unacceptable-risk practices such as social scoring are prohibited outright; high-risk systems used in areas such as credit scoring, employment, and critical infrastructure face extensive obligations covering risk management, data governance, technical documentation, human oversight, and registration in an EU-wide database; limited-risk systems such as chatbots face light-touch transparency duties; and minimal-risk applications remain largely unregulated. Enforcement is phased rather than immediate: prohibitions on unacceptable-risk practices became enforceable in February 2025, obligations on general-purpose AI model providers followed in August 2025, and the requirements for high-risk systems are subject to a longer transition period that has itself already been extended once by subsequent EU legislation. For a UK-based organisation, this matters even without direct UK adoption of the Act, because any AI system offered into the EU market, or whose outputs affect people located in the EU, falls within its extraterritorial scope.
Crucially, the AI Act does not replace existing data protection law; it sits alongside it. The General Data Protection Regulation (GDPR) already gives individuals a right not to be subject to decisions based solely on automated processing that produce legal or similarly significant effects, and organisations using AI for decisions such as loan approval must satisfy that right independently of any AI-specific rule. The practical effect is a layered compliance environment in which an organisation operating internationally may need to simultaneously satisfy the EU AI Act, GDPR or the UK's equivalent data protection regime, and sector-specific rules that predate either . This fragmentation is itself a governance risk: without a single internal framework that maps each obligation to a control, teams risk either duplicating compliance effort or, worse, assuming that satisfying one regime automatically satisfies the others.
Regulatory divergence beyond the EU adds a further layer of complexity. The United States has so far preferred sector-specific rules and voluntary federal guidance over a single AI statute, while the United Kingdom has adopted a principles-based, pro-innovation approach that asks existing regulators to apply general principles, such as safety, fairness, and accountability, within their own sectors rather than creating one new AI regulator [3]. An organisation that trades across all three jurisdictions therefore cannot rely on a single compliance checklist; it needs a governance function capable of translating each regime's specific obligations into a common internal control set, which is precisely the role the standards discussed in the next section are designed to play.

[bookmark: _Toc237381379]4. International Standards and Frameworks
Two frameworks dominate practical AI governance work. The first is the NIST AI Risk Management Framework (AI RMF 1.0), published in January 2023 as a voluntary, sector-neutral framework built around four functions: Govern, which embeds a culture of risk management and clear accountability; Map, which identifies the context and potential impacts of a given AI system; Measure, which uses quantitative and qualitative methods to assess identified risks; and Manage, which prioritises and acts on those risks on an ongoing basis [4]. In July 2024 NIST extended the framework with a Generative AI Profile, which sets out twelve generative-AI-specific risks, including data privacy leakage, hallucinated or fabricated content, and the potential for AI systems to lower the barrier to producing harmful material, alongside a corresponding set of mitigations.
The second is ISO/IEC 42001:2023, the first certifiable international standard for an Artificial Intelligence Management System (AIMS). Where the NIST AI RMF offers a risk-assessment lens, ISO/IEC 42001 provides the organisational scaffolding: a Plan-Do-Check-Act management cycle covering leadership commitment, AI-specific policies, resourcing, data governance, and continual improvement, structured in the same way as the long-established ISO/IEC 27001 information security management standard. Because AIMS certification confirms that a management system exists rather than that any individual model is safe, ISO/IEC 42001 is best understood as complementary to, not a substitute for, technical assurance work carried out under frameworks such as the NIST AI RMF, and to the underlying information security controls provided by ISO/IEC 27001 [5]. Used together, these frameworks let an organisation demonstrate both that it manages AI responsibly as a matter of policy and that it has assessed the risk of each system it actually runs.
A third, narrower standard worth noting is ISO/IEC 23894, which offers non-certifiable guidance on AI-specific risk management and is intended to be read alongside ISO/IEC 42001 rather than in place of it. None of these frameworks is mandatory in the way the EU AI Act is, but each is increasingly treated as evidence of due diligence: a regulator assessing whether an organisation took proportionate steps to manage AI risk is far more likely to accept a documented, externally recognised framework than an ad hoc internal process built after the fact.

[bookmark: _Toc237381380]5. Governance Challenges in Practice
Putting AI governance into daily practice runs into a few recurring problems. The first is explainability: many high-performing models can't fully justify a single decision in terms a regulator, or an affected customer, will accept, which is exactly where the AI Act and GDPR expect an answer. The second is shadow AI, staff quietly using tools nobody approved, sitting entirely outside whatever inventory or monitoring the organisation has built.
Third is dependence on third-party and open-source components. Foundation models and open-source libraries are rarely audited in-house, and an organisation can only manage a dependency it knows it has, the same failure pattern behind the Equifax breach examined in Task 2. Fourth is bias: a model trained on historically biased outcomes will reproduce and amplify that bias unless fairness testing is built into development. Finally, there's a skills gap, governance needs people who combine legal, ethical, and technical judgement, and that combination is still scarce.
These problems compound each other. A biased model is also harder to defend if it can't be explained, and a checklist reviewing each risk alone will understate the real exposure [6].

[bookmark: _Toc237381381]6. Building an Anticipatory, Detective, and Responsive Governance Environment
A structured governance environment can be organised around the same anticipate, detect, and respond logic that underpins modern cybersecurity operations, using the frameworks above as its backbone. Anticipation starts with a live inventory of every AI system in use, each one classified by risk in the same way the EU AI Act classifies systems, together with a documented data lineage for its training and input data. Before deployment, models intended for high-impact decisions should undergo adversarial testing and a documented impact assessment, mirroring the kind of pre-market conformity assessment the AI Act requires of high-risk systems.
Detection depends on continuous monitoring rather than one-off validation: output monitoring to catch model drift or anomalous behaviour, logging of significant automated decisions to preserve an audit trail, and integration of AI-specific alerts into the security operations processes an organisation already runs for its wider IT estate [7]. Response requires pre-defined thresholds at which a model is automatically suspended or routed to a human reviewer, incident response playbooks extended to cover AI-specific incidents such as data poisoning, model theft, or prompt injection, and a clear escalation path to the people accountable for the system.
None of this functions without ownership. NIST's Cybersecurity Framework 2.0 formalised this principle for cybersecurity generally by adding Govern as a sixth core function, elevating governance to a leadership responsibility rather than an implementation detail [8], and the same logic applies directly to AI. A cross-functional AI governance committee, drawing on security, legal, data science, and the affected business units, and reporting into the same executive and board structure used for wider risk oversight, is what actually connects the NIST AI RMF's Govern function and ISO/IEC 42001's leadership requirement to day-to-day decisions about which models are approved, monitored, and retired.
This structure also needs measurable outputs, not only meetings. Practical key indicators include the proportion of deployed models with a completed risk classification and impact assessment, the average time between a flagged anomaly and human review, and the number of shadow AI tools identified and either brought under governance or blocked in a given period. Reporting these indicators to the same board committee that receives conventional cybersecurity metrics keeps AI risk visible alongside, rather than separate from, the organisation's wider risk appetite, and gives the committee an evidence base for deciding when a model's risk classification, and therefore its level of oversight, needs to change.
[bookmark: _Toc237381382]Task 2 – Case Scenario: Designing a Structured Cybersecurity Programme from the Equifax Breach

The 2017 Equifax breach began on 7 March 2017, when the Apache Software Foundation disclosed a critical remote code execution vulnerability in Apache Struts, CVE-2017-5638, and released a patch the same day. The US-CERT notified Equifax of the flaw on 8 March, and Equifax's own Global Threat and Vulnerability Management team circulated an internal patch instruction to around 400 staff on 9 March, but the employee responsible for the affected system did not apply it [9]. Attackers began probing Equifax's public-facing online dispute portal within days, and by mid-May 2017 were extracting data from the company's internal databases. The intrusion continued undetected until 29 July 2017, when Equifax's security team discovered suspicious traffic, at which point an investigation revealed that a network monitoring appliance had been unable to inspect encrypted traffic for months because its own TLS inspection certificate had expired [10]. By the time the affected systems were taken offline, attackers had accessed the personal data of approximately 147 million individuals, including Social Security numbers, dates of birth, addresses, and driver's licence numbers. The breach was disclosed publicly on 7 September 2017; the CEO, CIO, and Chief Security Officer had all left the company within weeks [11]. Read together, these facts describe a cascading governance failure, not an isolated technical fault: a known vulnerability went unpatched, its exploitation went undetected for months because of a second unmanaged control, and the resulting damage was allowed to spread because of weak internal segmentation. The sections below use this case as the foundation for a structured cybersecurity programme.

[bookmark: _Toc237381383]1. Organisational Structure and Accountability
At the time of the breach, information security at Equifax sat organisationally below the General Counsel rather than reporting directly to the CEO or board, which left the function without independent executive visibility precisely when a critical patch decision was being missed. This structure meant that a single unapplied patch instruction, addressed to one individual, had no compensating layer of oversight capable of catching the omission before it became exploitable for over two months.
The governance structure proposed in Figure 1 corrects this single point of failure. A Chief Information Security Officer (CISO) is established as a board-visible executive role, reporting operationally to the CEO but with a direct escalation line into the Board Risk and Audit Committee for material risk, so that a decision as significant as leaving an internet-facing, actively exploited vulnerability unpatched can no longer be resolved, or missed, entirely at analyst level. Beneath the CISO, four operational leads separate the duties that were previously conflated: a Security Architecture lead responsible for the design of network segmentation and secure infrastructure; a Secure Development and Patch Management lead accountable for tracking every patch from disclosure to verified closure; a Detection and Incident Response lead who owns monitoring tooling and its operational health, including certificate and sensor uptime; and a Data Protection and Compliance lead who owns regulatory alignment and breach-notification readiness [12].
This separation of duties is the core justification for the structure: the person who applies a patch is no longer also the last line of defence for confirming that it was applied, and the person who owns detection tooling is accountable specifically for the health of that tooling rather than treating it as a background utility. Reporting lines that reach the board also address a bias documented by security analysts reviewing the case, in which business leaders prioritised system availability over patch cadence; board-level visibility gives security risk equal standing with the operational and revenue metrics that previously dominated Equifax's risk conversations.
[image: ]
Figure 1. Proposed governance and reporting structure, separating patch ownership, detection ownership, and compliance ownership beneath a board-visible CISO.
[bookmark: _Toc237381384]2. Policies and Procedures
Formal policy is what turns the structure in Figure 1 into enforceable, auditable behaviour rather than good intentions. Table 1 sets out five policies mapped directly to the failure points in the case: patch management, secure development, asset visibility, monitoring and certificate management, and data protection. Each policy is written to be measurable, so that compliance can be reported as a metric to the Data Protection and Compliance lead and, ultimately, to the board, and auditable, so that an external reviewer can verify the metric against evidence rather than a policy document alone.
The vulnerability and patch management policy is the most directly responsive to the case: it replaces a one-off notification to an individual with a mandatory service-level agreement by severity, automated ticketing, and an escalation trigger if the deadline is missed, so that a single missed action can be caught by the process itself rather than depending on one person remembering to act. The secure development policy requires a maintained software bill of materials for every internet-facing application, addressing the fact that Equifax's exposure to Apache Struts was, in effect, an unknown dependency risk. The monitoring and certificate management policy exists specifically because an expired certificate, not a lack of monitoring tooling, was what allowed the exfiltration to continue undetected for months.
Table 1 - Core policies mapped to Equifax's failure points
	Policy
	Control objective
	Measurable / auditable metric

	Vulnerability & Patch Management
	Critical CVEs on internet-facing assets are remediated or compensated for within a fixed SLA, with automated escalation on breach.
	% of critical patches closed within 72 hours; count of SLA breaches per quarter.

	Secure Software Development Lifecycle
	Every application maintains a current software bill of materials; vulnerable dependencies are identified automatically on disclosure.
	% of applications with a current SBOM; time from CVE disclosure to affected-asset identification.

	Asset Visibility & Discovery
	All internet-facing systems are continuously discovered and inventoried, removing blind spots such as the dispute portal.
	% of external attack surface covered by continuous discovery scanning.

	Monitoring & Certificate Management
	Security monitoring and inspection tooling, including TLS certificates, is automatically tracked and renewed before expiry.
	Number of expired-certificate incidents; monitoring tool uptime %.

	Data Protection & Minimisation
	Sensitive personal data (e.g. Social Security numbers) is encrypted at rest and tokenised where feasible, limiting the value of any single breach.
	% of sensitive data fields tokenised or encrypted; data retention compliance rate.


Table 1. Core policies mapped to Equifax's failure points, with measurable and auditable metrics.
[bookmark: _Toc237381385]3. Governance and Strategic Alignment
Strategic alignment is demonstrated most clearly by mapping the proposed programme onto NIST's Cybersecurity Framework (CSF) 2.0, which structures cybersecurity outcomes around six functions: Govern, Identify, Protect, Detect, Respond, and Recover. CSF 2.0 added Govern as a new, central function specifically to ensure that cybersecurity strategy, policy, and accountability sit at leadership level rather than being treated purely as a technical concern, which is the exact gap identified in Section 1 of this scenario. Table 2 maps each CSF function to the corresponding element of the proposed programme.


Table 2 - Mapping to NIST CSF 2.0
	CSF 2.0 function
	Equifax failure point addressed
	Corresponding programme element

	Govern
	Security reported below executive level; risk appetite and accountability were unclear.
	Board-visible CISO role; enterprise risk appetite statement; Board Risk and Audit Committee escalation line (Figure 1).

	Identify
	Vulnerable Apache Struts dependency was not tracked as a known asset/risk.
	Continuous asset discovery and software bill of materials (Table 1, Policy 2 & 3).

	Protect
	Patch was not applied; network lacked segmentation to contain lateral movement.
	Patch SLA policy; network segmentation under the Security Architecture lead.

	Detect
	Exfiltration ran undetected for c. two and a half months due to an expired inspection certificate.
	Certificate and monitoring-tool health policy; SIEM feed to the Detection & Incident Response lead.

	Respond
	Slow, criticised public communication and unclear internal escalation after discovery.
	Documented incident response playbook with defined roles and executive communication plan (Section 5).

	Recover
	Consumer remediation (credit-lock service) was reactive and introduced after public pressure.
	Pre-agreed business continuity and consumer-remediation plan tested before an incident occurs.


Table 2. Mapping of the proposed cybersecurity programme to the NIST CSF 2.0 core functions.
This mapping shows why governance and strategy cannot be separated from technical controls: every technical fix proposed in this report, from patch SLAs to certificate monitoring, only becomes durable once it sits inside a function that leadership is formally accountable for. For an organisation whose entire business model depends on being trusted to hold other people's financial data, this alignment is also a direct link to long-term commercial resilience; a credit bureau that cannot demonstrate structured governance has, in effect, no product.
[bookmark: _Toc237381386]4. Risk Management and Assessment
Figure 2 presents a high-level risk assessment of the vulnerabilities exposed by the case, plotted by likelihood and impact. Two risks sit in the highest band. First, unpatched, internet-facing software of the kind exemplified by CVE-2017-5638 combines proven likelihood, the vulnerability was public and being actively exploited within days of disclosure, with catastrophic impact, since it was the initial entry point for the entire breach. Second, and closely related, unpatched third-party and open-source components carry the same profile because most organisations, including Equifax at the time, do not maintain a complete inventory of the open-source dependencies embedded in their applications.
A major-but-lower band contains the expired monitoring certificate and the lack of network segmentation. Both risks did not cause the initial compromise but determined how much damage the compromise was allowed to do: the certificate failure removed detection capability for months, and a flat network allowed the attackers to move from the dispute portal into systems holding the core consumer data. Weak credential hygiene and privileged access controls sit in the moderate band; on their own they did not initiate the breach, but they are consistently cited as a factor that allowed lateral movement once attackers were inside the network. A final risk, delayed internal escalation of a known vulnerability to the person actually responsible for the affected system, is rated likely and major, since the case demonstrates that a notification alone, without an enforced verification step, is not sufficient to guarantee remediation.
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Figure 2. Illustrative risk register plotted by likelihood and impact, based on the vulnerabilities exposed by the Equifax case.
The mitigation rationale follows directly from this prioritisation. For the two highest-rated risks, a compensating control such as a web application firewall rule should be deployed immediately on disclosure of a critical CVE, closing the exploitation window even before the formal patch cycle completes, since the case shows that relying on the patch cycle alone left a gap of several weeks. For the major-band risks, segmentation limits how far an attacker can move even if the perimeter is breached again, and automated certificate-expiry alerting removes the single point of failure that turned a contained intrusion into a two-and-a-half-month undetected exfiltration. All risks should be formally reassessed on a recurring, at minimum quarterly, cycle under the CSF Identify function, since a risk register produced once at programme launch would itself repeat the static, one-off assessment culture that failed to catch this vulnerability the first time.
[bookmark: _Toc237381387]5. Compliance, Incident Response, and Protection Controls
5.1 Regulatory alignment and breach notification
A credit reporting organisation operating internationally is subject to overlapping breach-notification duties, and the Data Protection and Compliance lead established in Figure 1 should maintain a single regulatory map covering every jurisdiction in which the organisation holds data subjects' information, rather than treating each regulator's requirement as a separate, ad hoc exercise [13]. Under UK and EU data protection law this includes a duty to notify the relevant supervisory authority without undue delay after becoming aware of a qualifying breach, and to notify affected individuals directly where the breach is likely to result in a high risk to their rights. Building this notification workflow, including pre-drafted communication templates and legal sign-off routes, before an incident occurs removes the delay that was widely criticised in Equifax's own public response, which followed the discovery of the intrusion by more than five weeks.
5.2 Incident response and disaster recovery planning
The incident response plan should assign each stage of a breach response to the roles defined in Section 1: the Detection and Incident Response lead triages and contains, the Security Architecture lead supports isolation of affected systems, the Data Protection and Compliance lead manages regulatory notification, and the CISO owns escalation to the CEO and board. This plan must be tested through regular tabletop exercises rather than reviewed only on paper, and it should be paired with a disaster recovery plan that defines how core services, including the consumer-facing dispute portal itself, can be safely taken offline and restored without extending an incident, something Equifax was ultimately forced to do reactively when it disabled the affected application in July 2017 [14].
5.3 Technical safeguards
Continuous monitoring should feed a security information and event management platform that reports directly to the Detection and Incident Response lead, with automated vulnerability scanning run against the asset inventory from Table 1 on a recurring schedule rather than only after a vulnerability is publicly disclosed. Endpoint detection and response tooling extends this visibility to individual hosts, encryption should be applied to sensitive data both at rest and in transit, consistent with the tokenisation approach in Table 1, and strong authentication, including multi-factor authentication and least-privilege access for administrative accounts, directly addresses the credential-hygiene risk identified in Section 4.
Each of these controls is justified specifically by its effect on dwell time, the length of time attackers remain undetected inside a network, because dwell time is the single variable that most clearly separates a contained incident from a catastrophic one in this case: Equifax's attackers were present for roughly two and a half months precisely because detection tooling silently failed [15]. Automated scanning and SIEM-based monitoring reduce time-to-detect; enforced patch SLAs and segmentation reduce time-to-contain once an intrusion is detected; and a rehearsed incident response plan reduces the time between detection and effective public and regulatory communication. Reducing all three limits organisational impact in the same way that, had any single one of these controls been present and functioning in 2017, the scale of the Equifax breach would very likely have been substantially smaller.

[bookmark: _Toc237381388]

Conclusion

Put next to each other, the two tasks in this report are really making the same argument from two different directions. Task 1 laid out what good AI governance is supposed to look like on paper: regulation sets the boundary an organisation isn't allowed to cross, standards like the NIST AI RMF and ISO/IEC 42001 give it the internal machinery to stay inside that boundary on purpose rather than by luck, and continuous monitoring is what actually proves, day by day, that the machinery is doing something rather than just sitting in a folder somewhere waiting for an audit.
Task 2 is what happens when that machinery isn't there. The Equifax breach wasn't really a story about one missed patch, even though that's the detail everyone remembers. It was accountability sitting in the wrong place, so a critical decision had no one senior enough watching it. It was policy that existed on paper but had no enforcement behind it. It was a security programme with no real link to the business strategy it was supposed to protect. It was a risk register, if one even existed, that never got revisited. And it was detection tooling that quietly broke and stayed broken for months because nobody was accountable for its uptime specifically. Every one of those gaps maps almost exactly onto a principle from Task 1 that was either missing or ignored.
That's really the point worth taking away from putting these two tasks side by side. Frameworks like the AI RMF, ISO/IEC 42001, or NIST CSF 2.0 aren't abstract for their own sake, they're what a case like Equifax looks like once someone has bothered to write the failure down as a checklist in advance instead of after 147 million people's data is already gone. Governance, whether it's for an AI model or a legacy web application running Apache Struts, isn't a document you write once and file away. It's a structure that needs an owner, a metric, and a reason to get looked at again next quarter. Equifax is what it costs an organisation to skip that.
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