






Assignment 2

Name: Michael Gutierrez

Student Number: 2134525









ESSAY 1
Question 1. Why might terrorist organisations be involved in other types of criminality, and how might intelligence gained in the investigation of such criminality inform counter-terrorism policing?

Within this essay I will be discussing what can be considered as the motivation for organisations involved in terrorist activity to be involved in other forms of criminality and how intelligence obtained can help to assist counter-terrorism policing. Terrorist organisations can often be involved in other forms of criminality to fund their actions as well as to enhance the factor of fear in the governments and countries they are targeting.

It is important to firstly understand what terrorism is. Terrorism or acts of terrorism can be somewhat subjective in the sense that it has been stated that “one man’s freedom fighter is another man’s terrorist” (J.Lutz and B.Lutz, 2011). This statement can be understood as terrorism, like beauty, being in the eye of the beholder. Given these statements, the importance of having a recognised definition for activities being regarded as terrorist actions regardless of whether people are supporting or opposed to the actions used. Whilst there are multiple different definitions of what terrorism or terrorist organisations are, there are a number of common factors identified and often utilised by scholars, journalists and governments (J.Lutz and B.Lutz, 2011).

Terrorism involves political aims and motives. It is violent or threatens violence. It is designed to generate fear in a target audience that extends beyond the immediate victims of the violence. The violence is conducted by an identifiable organization. The violence involves a non-state actor or actors as either the perpetrator, the victim of the violence, or both. Finally, the acts of violence are designed to create power in situations in which power previously had been lacking (i.e. the violence attempts to enhance the power base of the organization undertaking the actions).
(J.Lutz and B.Lutz, 2011).

The first element identifying Political factors can help to support the statement of terrorist organisations being involved in other forms of criminality. Terrorism often highlights acts of a violent nature, in this instance to possibly overthrow a government or system of hierarchy (Britanica, 2024). This is where the insider threat can come into play. An insider threat is defined as someone who is entrusted with authorised access and, instead of carrying out their responsibilities use their access in order to exploit they systems (J.Lutz and B.Lutz, 2011). In the case of Indian Prime Minister Indira Gandhi who was assassinated by her own bodyguards in 1984 evidences the risk and type of incidents that can be associated with the “insider threat” in terms of a political threat (Britanica, 2024).

Violence being more often than not the most publicised threat from terrorist organisations is where violence or the threat of violence is used often to achieve an objective or goal by the organisation (J.Lutz and B.Lutz, 2011). 
The Target audience of the acts by such organisations are crucial to be able to identify the acts as terrorism. The audience must be persons who are not the immediate victim(s). (J.Lutz and B.Lutz, 2011). In such instances as such as the assassination of Indira Gandhi, while this may be an act of political terrorism, it is not an act of violent terrorism as Gandhi was the intended victim / target (J.Lutz and B.Lutz, 2011). 

 With the above mentioned there are few other aspects to the definition to explore, however I will now move onto highlighting the other forms of criminality that organisations may be involved in. Following the 9/11 attacks in the USA evidence had emerged of a Yemeni sheik bragging he had raised 20 million US dollars for the organisation taking credit for these attacks, Al-Qaeda and the organisations leader Osama bin Laden (Freeman, Michael, and Ruehsen, 2013). Agents have later identified a large quantity of cash being shipped out of the country during their investigation         concealed with jars of honey. “In the months leading up to 9/11, the same Yemeni honey trading businesses imported over-invoiced honey to disguise money 'owing to the United States” (Freeman, Michael, and Ruehsen, 2013). This pattern showing that external benefactors committing offences in order to fund terrorist organisations, people and their actions. This form of criminality on the surface within the UK would be contrary to the Fraud Act 2006 by engaging in fraudulent activity (Fraud Act, 2006).

Another form of criminality that terrorist organisations are involved is the theft of identity or use of fraudulent identities. This form of criminality would allow for the movement of individuals linked with terrorist organisations (Malik, n.d). The misuse of passports is connected with international terrorism and the key focus in combating this is by focusing on the motives behind organisations to use the passports, how these details and passports are obtained (Rudner, 2008). As well as documents obtained for the purposes of travel, terrorists are increasingly focusing their attentions, especially in the modern world of technological advances, on the use of online money transfers. This is in turn focusing on the recruitment of persons engaging in cyber criminality. This engagement adds to the fact that terrorist organisations are becoming better equipped and versed in in the international movement of money as well as possible links to drug smuggling (Rollins and Willson, 2007). While terrorist organisations may be linked to those committing these offences there is yet to be an agreed upon definition of with two components being that of the actions being a) fear based and b) effect-based (Rollins and Wilson, 2007).

With the above noted, it has been highlighted there are links between terrorist organisations and serious organised crime gangs. It has been noted by the United Nations that similar to terrorism there is no universally agreed upon definition (UN, 2019). The report published by the UN highlighting these links and provides a general definition which can be found on page 7 of the report and further defining the individual aspects. While there is again no one way of linking the two forms of criminality together, it is generally agreed upon that these criminal and terrorist organisations do so through a mutually beneficial means (UN, 2019). 
 
An article written by Nikita Malik for Forbes magazine has highlighted some of the above mentioned forms of criminality and highlights further forms of criminality that have links to terrorism. Malik documents within the article that the fundamental basis for the involvement in these forms of criminality is for financial gain and provide persons involved with freedom of movement potentially being undetected (Malik, n.d). Drug trafficking within the northern parts of Africa is facilitated by these links with Islamic extremist groups through taxation. Kidnapping and hijacking of people for a ransomed with Al-Qaeda reported to have earned between $1 – 4 million dollars per western hostage. (Malik, n.d). 

In order to facilitate these activities, especially in the modern day, there are places such as the dark web that are present. In 2017 the FBI released an article detailing the takedown of one such dark web site named “AlphaBay” (FBI, 2017). Within the article it documents forty thousand venders selling items such as drugs, fraudulent identification documents, malware designed for hacking among other illegal commodities, further evidencing the how terrorist organisations involve themselves in other forms of criminality (FBI, 2017).

Overall, the main reason for their involvement in other criminal activity is dependent on the organisations itself. The forefront of their involvement in terms of trafficking commodities is so they are in a position to fund their actions. Their involvement with other forms such as identify theft allows for the movement of persons around the world in order to help perform acts of terror while their involvement in the movement or acquisition of fire arms helps to sustain their hold in countries they base themselves from.


With the above noted means of obtaining money and their involvement on other forms of criminality, information and intelligence is imperative to help disrupt terrorists and their actions. With terrorist involvement in the use and obtainment for money by fraudulent means, systems are in place in many countries in efforts to disrupt these. A focus for terrorist organisations to obtain money in through charitable organisations. Whilst the majority of charities are set up and operate legitimately, charitable organisations can be a difficult operation to infiltrate or establish further information from especially those operating on a cash donation basis. Persons making donations can often not be tracked or traced for this reason and there are limited means of tracking these people especially those donating knowing the true purpose of the donations when coupled with those using identities obtained that are fraudulent. The movement of the money obtained can again be difficult to trace due the multitude of means for transferring money. Means such as bulk cash smuggling, cryptocurrencies and more are used (OCED, 2019). Within a guidance book, information such as the stated is provided to assist accountants and tax auditors to help with information about those who may be laundering money through such fronts to assist with the combating of such activity and ultimately identifying where and the means of transporting or exporting the money is done (OCED, 2019). This guidance and notification to people in this form of profession helps to assist counter terrorism agencies obtaining information regarding transactions suspect as being suspicious. 

The way in which people can provide this information is provided by HM Government where you can submit a form online outlining your concerns (Counter Terrorism Policing, 2019). This site created by GM Government in conjunction with Counter Terrorism Policing outlines how people can raise concerns for people they know or things they have seen using the ACT process. The ACT process (Action Counters Terrorism) is a means of gathering information about people in order to appropriately investigate and disseminate the information to form intelligence (Counter Terrorism Policing, 2019). The dissemination of information obtained is done so by following the Intelligence Report (IR) model by evaluating the source, the content of the information and finally determining the means to which it can be disseminated. This method is referred to as the 3 x 5 x 2 model and in circumstances of historic intelligence the 5 x 5 x 5 model. (College of Policing, 2022).

Within Policing there are multiple departments across different levels, with increasing levels of security clearance to help with combatting terrorism. Within the UK Counter Terrorism Policing is divided into the eleven regional Counter Terrorism Units (CTU’s) and Counter Terrorism intelligence Units (CTIU’s) with the Counter Terrorism Policing Head Quarters (CTPHQ) as the centre of them. CTPHQ works closely with MI5 as well as other partner agencies within the UK to assist with the obtainment of information and intelligence (Counter Terrorism Policing, 2018).

There has been recent focus on the risk of an “Insider threat” within Policing in the United Kingdom. This has arisen following the imprisonment of Ben Hamman for is affiliation and membership of National Action (Paul Jacques, 2022). Further evidence of his involvement with extremist groups was uncovered when it was found he had appeared in a propaganda video for a neo-Nazi group days prior to applying to the force (Paul Jacques, 2022). This has brough scrutiny to the way and effectiveness of the way in which the Police vet and continue to vet Police officers (Paul Jacques, 2022).

Vetting of officers is currently conducted by the force to which they are applying, depending on the security level of information these officers have access to depends on the level of vetting. Currently the Police vet their officers under the guidance set out in a code of practice written by the College of Policing (Nickolls, 2022). Detailed within this article is information pertaining to the changes being called for by the government as a matter of urgency (Nickolls, 2022). Some of highlighted issues raised were the way in which recruits were using social media and only “words of advice” being given and, appeals process’ being offered where the report by the HMICFRS (His Majesty Inspectorate Constabulary Fire and Rescue Services) has established “sound” decisions being over turned (Nickolls, 2022). These issues have, as stated raised concerns over the types of people that being allowed to work and continue to work within Police forces in England and Wales. The report was conducted by the HMICFRS following the then home secretary commissioning of them with the highlighting of the issues revolving around the death of Sarah Evered (Parr CB, 2022). The death of Sarah Everad was highly publicised (BBC News, 2021) and raised concerns over the preceding releases of information regarding Wayne Couzens, the officer found guilty of her death and his conduct whilst in a public role. The issues that this has raised with public confidence has caused the government and Police forces to look into making changes to prevent this from occurring again especially when organisations such as End Violence Against Women have published findings from research conducted nationwide documenting a decline in trust with the Police. This decline in trust is more notable in women at 47% stating they feel less confident and 40% of men feel less confident (End Violence Against Women, 2021).
The insider threat is more prevalent of late due to the poor efforts or poor decisions made when vetting candidates and serving Police officers. When in an organisation with access to information that the wider public does not have can place the country at risk.

Overall, the information obtained from investigations as well as through that which is provided to branches of the Police tackling terrorism can be utilised to identify levels of criminality that are not often associated with Terrorism. This can help to disrupt the supply of money and other commodities to the organisations which are often overlooked (Freeman, Michael, and Ruehsen, 2013). By disrupting the organisations in this way can cripple their attempts to commit acts of terror and identify people linked with these organisations all be it at a lower level or not directly involved.
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ESSAY 2 
Question 5. Examine the potential impact of bias on police investigations, and evaluate the effectiveness of strategies in place to prevent it.

When conducting duties as a Police officer it is often your responsibility to investigate crimes. When doing so it is imperative that these investigations are done so in an open and transparent method. Instances of a bias can often mean the investigation is either of a poor quality resulting in the full facts around the incident investigated not being presented at court. This has been referred to as a “tunnel vision” identifying those who are involved in a criminal investigation who take short cuts in order to achieve these end results and result in wrongful convictions (Elaad, 2022).

There is a definition as to what a criminal investigation is that has been set out by the Ministry of justice in section 23 (1) as being a criminal investigation with the responsibility being on the investigator to establish weather, they are guilty of a crime they have been charged with or if they should be charged in the first place. The investigator is defined as being a Police Officer involved in the conduct of a criminal investigation (Criminal Procedure and Investigations Act 1996).

As per legislation in the UK, there are multiple different types of investigations that can be conducted. These are referred to as volume and priority crime and serious and complex crime. Volume and priority crime has been defined by the Association of Chief Police Council (ACPO) as being a crime that through its volume has a significant impact on the local community. These crimes are often attributed to this term as those of Burglary Robbery and vehicle related criminality among others. It is documented in a document titled “The management of Priority and Volume Crime, The Volume Crime Management Model” (VCMM) (The management of priority and volume crime Second Edition, 2009).

Serious crime can be found defined under the Police Act 1997 Section 93 (4) as being offences which include the use of violence, a substantial financial gain by a large number of people for a common purpose. The second condition to meeting this definition would be an offence committed by someone who is at least 21 years old, could be expected to be sentenced to a minimum of 3 years with no prior convictions (Police Act 1997).

The above stated investigations are under scrutiny given the poor publicity that the Police have been experiencing of late. The killing of Sarah Everad throws a shadow of doubt over the way in which the Police conduct themselves in office (BBC News, 2021). Whilst this is the case, there are countless policies and documents published to assist officers with ensuring they are conducting themselves in line with what is expected of them. The aforementioned documents make reference to utilising one of the main tools for Police officers to ensure the behaviour is to the standard expected. The two main documents and guidelines being The Code of Ethics which outlines the behaviours expected of them (Code of Ethics, 2024). These guidelines are supported and back by the Home Office Guidance on Police misconduct (Home Office guidance - Police officer misconduct, Unsatisfactory Performance and Attendance Management Procedures, 2018) and the Police Staff Council Handbook (Police Staff Council handbook, 2022).

Memory is a fragile thing and revelling memory can be dependent on a number of factors including any trauma they may have experienced when witnessing an event. The normal working memory is that of a number of factors including Sensory memory which has been proven to only be memorable for something seen half a second and something that has been heard 3 – 4 seconds unless it is stored into your long term memory.

At the centre of any criminal investigation is the victims and witness’ who would provide their accounts of what they have witnessed, and the Police officers tasked with obtaining their accounts. These officers referred to as Criminal Investigators (Criminal Procedure and Investigations Act 1996) utilise interview strategies in order to obtain these accounts (Wilcock and Milne, 2009). Methods of interviewing such people have been tried an tested and have taught to new recruits as being the Cognitive Interview and following the PEACE model (Wilcock and Milne, 2009).
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