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Worksheet 1: Building the NOS infrastructure using Active Directory.

Task 1: Configure Virtual Networking and use the dcpromo tool to upgrade a Member
server to a Domain Controller

In Server 1 we want to create a new domain, but before to proceed we need to add the
Active Directory Domain Services role.
To do that we need to access to the Server Manager window and add new Roles.

-1o/x]
File Action View Help

e 2[m B

= & Roles 2
® & Features EK
= [ Diagnostics -

View the health of the roles installed on your server and add or remove roles and features.

® il Configuration ~ Roles Summary H Roles Summary Help
= 5 Storage
~ Roles: 3 of 17 installed  Add Roles

& Remove Roles
L Active Directory Domain Services

* DNS Server
& File Services

~ Active Directory Domain Services H AD DS Help

Stores directory data and manages communication between users and domains, including user
logon processes, authentication, and directory searches.

8 Go to Active Directory

~ Role Status Domain Services

Messages: 1
System Services: 9 Running, 1 Stopped
% Events: 2 warnings, 5 informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer
scan, go to the Best Practices Analyzer tile on this role's

3 Last Refresh: Today at 12:10 Configure refresh

Adding new Roles we need to install Active Directory Domain Services



lcydAdd Roles Wizard

-
i% Select Server Roles

Before You Begin Select one or more roles to install on this server.

Roles: Description:
Active Directory Domain Services (Installed ) is used to create certlﬁc_atlon
£ Active Directory Federation Services authorities and re_lated role services
that allow you to issue and manage
[ Active Directory Lightweight Directory Services certificates used in a variety of
[ Active Directory Rights Management Services applications.
[ Application Server
[JJ DHCP Server
DNS Servel
[ Fax Server

Results

[ Hyper-V
[ Network Policy and Access Services
[ Print and Document Services
[ Remote Desktop Services

Web Server (IIS)
[ Windows Deployment Services
) Windows Server Update Services

More about server roles

< Previous

Welcome to the Active
Directory Domain Services
Installation Wizard

This computer is already an Active Directory domain
controller. You can use this wizard to uninstall Active
Directory Domain Services on this server.

More about Active Directory Domain Services




=lalx|
File Action View Help

G
= Sover arager WV,
® 5 Roles res .. ..
i Features

= ¥ Diagnostics
@ it Configuration
# 3 Storage

_1! Get an overview of the status of this server, perform top management tasks, and add or remove
24 server roles and features.

~ Server Summary H server Summary Help

~ Computer Information % Activate Windows
™
Full Computer Name: WIN-DEN3TL8CCSB.corp.wark.com Change{ System
Properties
Domain: corp.wark.com ¥ View Network
Connections
‘& Configure Remote
Publicnetwork: 192.168.1.100, IPv6 enabled Desktop
% Configure Server
Manager Remote
Server Manager Disabled Management
Remote Management:

privatenet1: 192.168.100.1, IPv6 enabled

Remote Desktop: Disabled

Product ID: Not activated

" Do not show me this console at logon

# Go to Windows
Firewall

2 Configure Updates

~ Security Information

Windnwe Firawall- Nomain: On

¥ Last Refresh: Today at 12:29 Configure refresh

Task 2: Installing Client Computers and Basic Object creation in the Active Directory

In the server we need to add a new computer, the client computer.

x

I Cpre————
—
’»-,—
e
...
o

™ s s computeraccaunt o8 gre s 2000 computer

o] _oma |_me |

In the client computer after having installed the operative system, we also set up the all the
parameters related to the IP address configuration. This is the output when we try to
connect to our domain from client computer.



CLIENT1\User
I S

Reset password...

f Switch User ‘

Worksheet 2: Resource Management in Active Directory: Users,
Computers and Groups

Task 1: Creating an Organisational Unit Hierarchy.

In this task we are creating Organisational Unit in our domain to delegate administrative
authorities and to distribute group policy. As first step in the Active Directory User and
Computer, we create a new Organisational Unit ‘lceCream Dept’.

_lolx
File Action View Help
B GIEEIE ISR 21
3 Active Directory Users | Name [Type [ Description ] |
B [sou x|
I Builtin 51 Domain Contr...

I Computers I ForeignSecurit. <= ¢
Create in: .wark com/
5 Domain Controller| - yanaoed Sery.. = oer

® [ ForeignSecurityPr [ Users
1 Managed Service
(1 Users

Name:
|Ioecream Dept

[ Protect container from accidental deletion

Product ]

™ Do nol

S oK cancel | Hop |

Windowe Firewall: Nomain: On & Configure Updates

3 Last Refresh: Today at 16:36 Configure refresh




BEE
File Action View Help
== =dE

Features Get an overview of the status of this server, perform top management tasks, and add or remove
y y server roles and features.
Diagnostics
4 Configuration
Storage

 Server Summary

= - File Action View Help
e [2m {0 XD =AM eEras

Full Computer Name:  WIN-DENS [ e oie e ome [T [Description |

Domain: corpwark.| 1 Saved Queries

& &4 corp.wark.com
) Builtin

There are no items to show in this view.
privatenet1: 192.168.10

Publicnetwork: 192.168.1.: 21 Computers

@ (1 Domain Controllel
ForeignSecurityPr

Server Manager Disabled Managed Service

Remote Management: % 9 Users

Product ID: Not activat| = oecream Dept

% IceCream

™ Do not show me this console at log. &1 Computer

% Resources

Remote Desktop: Disabled

“ Security Information

Windawe Firawall- Namain: O
3 Last Refresh: Today at 16:46 Configure Ll |

Within ‘IceCream Dept’ we are going to create other three OUs: ‘User’, ‘Computer’,
‘Resources’. Inside Computer OU we drag in the default Computer OU previously created.

ETTa— _ox]
File Action View Help |
es=la

% Server Manager (WIN-
 Roles

= Features Get an overview of the status of this server, perform top management tasks, and add or remove
& server roles and features.

= Diagnostics
& i} Configuration Blo oo i

3 storage ' —lolx|
File Action View Help
e MNP 4 O0XDo=Hm8euTaE
T Active Directory Users | Name ~ [Type [ Description
11 Saved Queries % BIANCA-PC Computer
& i corp.wark.com
[ Builtin
[ Computers
/21 Domain Controllel
1 ForeignSecurityPr
I Managed Service
I Users
= 2] IceCream Dept
a1 User
B Compute

=1 Resources

In the ‘IceCream Dept’ we have different kind of users that can be grouped in the more OUs: ‘All

users’ and ‘Technical Staff Support’. In this way we can manage these two different groups of
users in different ways.



File Action View Help

E.». Server Manager

_|of x|

& Roles

&l Features

= Diagnostics
il Configuration
® £3 Storage

X server roles and features.

File Action View Help

Active Direct

- [ ISP
ory Users and Computers

e @ E—

ENCEWERUETESI(IINEN Server Manager (WIN-DEN3TL8CCSB)

Get an overview of the status of this server, perform top management tasks, and add or remove

I GIEENEE sl SR A

I Active Directory Users and Computer
“I Saved Queries
= &3 corp.wark.com
1 Builtin
1 Computers
=1 Domain Controllers
(1 ForeignSecurityPrincipals
1 Managed Service Accounts
1 Users
= =1 IceCream Dept
= & User
[ All Staff
121 Technical Support Staff
=1 Computer
=1 Resources

Name ~

[Type [ Description

o

Task 2: Creating and Managing Active Directory User and Computer accounts

Now that we have created our OUs, we can start to populate them with different Users, so
basically for each of them we need to create an access to the domain through the use of
password. Before we need to check the Domain Security Policy set up by Microsoft, so we

1% BIANCA-PC

Computer

need to go to Group Policy Management in Administrative Tools.

(£ Group Policy Management

Account Policies/Account Lockout Policy

Policy
‘Account lockout threshold

=l=lx|
4 File Action View Window Help =1s|x|
. Xo @
Group Policy Management Default Domain Policy
A Forest: 3
 Domains. L —
5 corp.wark.com Default Domain Policy 4
Data colectod on 091032020 17.1350
‘Domain Controler Computer Configuration (Enablod)
ceCream Dept
e oy Objcs e
WMI Filters Windows Settings
2 Starter GPOs.
“ @ Sites Security Settings.
@ Group Policy Modeling Account Policies/Password Policy
2 Group Policy Results
Policy. Setting
Enforce password history 24 passwords remembered
Maxmum password age 42days
Minimum password age 1days
Minmum password lengih 7 characters
Password must meef complexty requiements Enatied
Store passwords usng revossibie enciypion Disabled

Account Policies/Korberos Policy
Policy Sotting L
Enforco user logon restictons. Enabied
Maxmum iotime for sorvioo tcket 600 mawtos
Masmum ifetime for user bcket 10 hows.
Masmum ifetime for user bcket renewal 7days
Maxmum tolerance for computer cock synchonization 5minutes
Local Policies/Socurity Options
Network Access
Policy Setting
Network access: Alow anomymous SIDIName transiation Disabled
Notwork Security
Policy Setting
1of

e Bled T o

\ \
PERG mm™

D@y — = ol

In the Default Domain Security Policy we can check and modify the Password Policy.



¥ Group Policy Management i

% TR aiB-
PRI 8 Group Poticy Managementsator -lol
& Fores| File Action View Help
#0clpw| 2(m X @D
o « 1 Software Settings ][ Policy ~ [ Policy setting |
Windows Settings Enforce password history 24 passwords remen...
Name Resolution Policy Maximum password age 42days
Scripts (Startup/Shutdown) Minimum password age 1days
i Security Settings Minimum password length 7 characters fod
81 Accounk Poliles Password must meet complexity require... Enabled
Store passwords using reversible encryption Disabled

x

- Account Lockout Policy
G
Gn

@ I Wired Network (IEEE 802.3) Policies
Windows Firewall with Advanced Secur
Network List Manager Policies
# 14 Wireless Network (IEEE 802.11) Policie
# 1 Public Key Policies
# 1 Software Restriction Policies
Network Access Protection
# 2 Application Control Policies
& 8 IP Security Policies on Active Directory
Advanced Audit Policy Configuration
# du Policy-based QoS
= 1 Administrative Templates: Policy definitions.
Preferences
= & User Configuration
Policies

Preferences b |

Y | o

Notwork secusity. Force logoft when logon hours expre Disabled
Public Key Policies/Encrypting File System
Certificates

In this case we want to change the minimum password length from 7 to 8 characters.

Minimum password length Properties [ 44| tting

ttings  Security Policy Setting | Explain | ords rerl
Folution

tartup/< % Minimum password length

bettings
it Policie
fword Pc  [v Define this policy setting
unt Loc
feros Po
olicies

hters

Password must be at least:

characters

0g
ted Grot
Service

ptem
Network
s Firew
k List M
s Netwi
ey Polic
Ire Restr
k Acces
tion Cot
rity Poli
ed Audi
bed QoS
ve Tem|

oK I Cance|| Applyl

idll

And we also want to disabled the option for the Password must meet complexity
requirements field.



s Security Policy Setting | Explain|
ion
o/ |

gs M

icie

Hpc [v Define this policy setting:
oc  Enabled

Po

ps (@ Disabled

proi
ice

ork
rew
t M

olic

pstr
ces

em|

5 assword must meet complexity requirements Pro|

Password must meet complexity requirements

tting

Cancel Apply

ords remem|

cters

T

Now in ‘Account Lockout Policy’, clicking in the Account Lockout Threshold we can set 5 as

value for invalid logon attempts.

File Action View Window Help
Bl 2[=Iala

|\ Fores| File Action View Help

WY 8 Group Policy Management Editor

30| e o[ #[m|X 5 @

=

Software Settings

B

Policy ~

[ Policy setting

© 11 Windows Settings
/ Name Resolution Policy
Scripts (Startup/Shutdown)
& Security Settings
Account Policies
Password Policy

5
@ 5 Kerberos Policy
® 3 Local Policies
& 3 Event Log
4 Restricted Groups
4 System Services
4 Registry
 File System
Wired Network (IEEE 802.3) Policies
= 1 Windows Firewall with Advanced Secur
Network List Manager Policies
it Wireless Network (IEEE 802.11) Policie
1 Public Key Policies
Software Restriction Policies
1 Network Access Protection
1 Application Control Policies
@ & IP Security Policies on Active Directory
@ I Advanced Audit Policy Configuration
@ i Policy-based QoS
2 Administrative Templates: Policy definitions
® [ Preferences
& # User Configuration
@ 1 Policies
= 1 Preferences

ERERCC

Rl

< |

oI

‘ Account lockout duration
Account lockout threshold
Reset account lockout counter after

Not Defined

0 invalid logon attempts

Not Defined

Network security: Force logoff when logon hours expire Disabled

Public Key Policies/Encrypting File System

10




Help

b H &

. 2 |
ttings Account lockout threshold Properties _.lé, Ctting

ttings  Security Policy Setting | Explain| ined
solution logon attempts
tartup/< % Account lockout threshold ned
pettings &
t Policie
bword Pc [~ Define this policy setting

puntLoc Account will lock out after:
pberos Po

olicies 5 -
log
fted Grot
Service
Yy
stem
Network
s Firew
rk List M
bs Netw:
Key Polic
re Restr
k Acces
ption Cor
Lirity Poli
Fed Audi
bed QoS
ive Tem|

invalid logon attempts

oK | Cancel Apply

Now we can start to populate ‘All staff’ OU.

B Active Directory Users and Computers

File Action View Help

[ 3 Active Directory Users and G
# 1 Saved Queries
= #1 corp.wark.com
# 1 Builtin
@ 1 Computers First name: IAnna
# & Domain Controllers
@ 1 ForeignSecurityPrincipal  Last name: |Sm\a
= & IceCream Dept
51 Computer Full name: |Anna Scala
# & Resources
=& User User logon name:
« 51 All Staff Ia scala [@eorpwarkoom
# & Technical Support ¢
# ) Managed Service Accoul

6 Createin:  corp wark com/IceCream Dept/User/All Staff

User logon name (pre-Windows 2000):
® [ Users
[CORP\ Ia scala

11



Active Directory Users and Computers

File Action View Help New Object - User
€9 2/m] 4 BIXE 6
= Active Directory Users and Ci )
& Saved Queries Createin:  corp.wark com/IceCream Dept/User/All Staff
& &3 corp.wark.com
1 Builtin
“ Computers When you click Finish, the following object will be created:
= 51 Domain Controllers
@ ] ForeignSecurityPrincipal
& ] IceCream Dept User logon name: a.scala@corp.wark com
) Computer
® & Resources e user must change the password at next logon.
& & User
All Staff
& Technical Support !
1 Managed Service Accoul
@ [ Users

K —

[Full name: Anna Scala

<Back Finish

File Action View Help

€9 2@ 4 XD =HE2 5 T70%

I Active Directory Users and Computer | Name - | Type
(71 Saved Queries 2 Alessandra Cau User
= i corp.wark.com 2 Anna Scala User

1 Builtin % Barbara Baker  User
] Computers

2] Domain Controllers
(71 ForeignSecurityPrincipals
= =] IceCream Dept

121 Computer

2] Resources
= &1 User
=1 All Staff
&1 Technical Support Staff
(1 Managed Service Accounts
1 Users

o

And ‘Technical Support Staff’ OU.

New Object - User
B Active Directory Users and Computes
File Action View Help

€9 [ 2m 4 0[XDe=HD S RET 2 5 Createin:  corp.wark.com/IceCream Dept/User/Technical Support Staf
= Active Directory Users and Computer [ Name
@ [ Saved Queries There i
= & corp.wark.com When you click Finish, the following object will be created:
© Builtin
4 Computers [Full name: adm Bianca B
51 Domain Controllers
7 ForeignSecurityPrincipals
&1 IceCream Dept e user must change the password at next logon.
21 Computer
& Resources
=& User
& All Staff
21 Technical Support Staff
“ Managed Service Accounts
I Users

User logon name: adm.bianca@corp.wark com

]

< Back Finish I

12



B Actve Drectory Users and Computers =TT
File Action View Help

P IEENETE e E 25

I Active Directory Users and Computer | Name | Type | Description
® 1 Saved Queries

% adm Bianca User

= &3 corp.wark.com % adm Michele

User

1 Builtin % adm Ralitza User
1 Computers

51 Domain Controllers
(1 ForeignSecurityPrincipals
= =1 IceCream Dept
(& Computer
1) Resources
B 51 User
21 All Staff
= Technical Support Staff
(1 Managed Service Accounts
7] Users

In this way every user could have access through a password inside the domain

CORP\a.scala
. S

(e ——
} Switch User |

In the Active Directory we are able also to reset users password

13



\ctive Directory Users and Computers —
Action View Help

’I@'%I PICNK W=l W B N

m Reset Password ? E |
Saved
i corp.w New : |
[ Buili
Confirm password:
1 Com |
&1 Don V" User must change password at next logon
1 Fore
51 IceC The user must logoff and then logon again for the change to take effect.
®EC

&R Account Lockout Status on this Domain Controller: Unlocked
“ D; [~ Unlock the user's account

BE

1 Man OK | Cancel

& Use

L s

So for instance if the user ‘Anna Scala’ try to log in after we reset her password using the old one,
this is what she will appear.

()?} The user name or password is incorrect.

@’

So she need to use the new password reset by the admin and she also need to change it.

word must be changed before logging on the first time:

Cancel

14



Log on to: CORP
How doTlog on to anotherdomain?

} Cancel

In the Active Directory we can also disable user account. In this case we are disabling ‘Anna Scala’
account.

B Active Directory Users and Computers - 10| X|

File Action View Help
e ZEl40(XRED o= H6m B eETa%
I Active Directory Users and Computer | Name [ Type | Description
1 Saved Queries 2 Alessandra Cau User
B & c'orp.\./v?rk_com 3 o
1 Builtin 2 Barbara |
1 Computers Addltoalgroup:..
21 Domain Controllers Dlzllle fggauit
] ForeignSecurityPrincipals Reset Password...
& 2] IceCream Dept Move...
21 Computer Open Home Page
'] Resources Send Mail
= 5] User
=1 All Staff
121 Technical Support Staff
1 Managed Service Accounts
) Users

All Tasks

15



So when now she try to log in this message will appear.

(X) Your account has been disabled. Please see your system administrators

16



Worksheet 3: Resource Management in Active Directory — Managing
Access to Files and Folders, and Controlling Domain User
Environments

Task 1: Managing local access and Network Access to files and folder objects in Active
Directory.

In this task we are going to share a file to two different groups of Users with different levels of
permission. First of all we create a folder on the desktop of our Server and we insert a file inside.

_|olx]
¥ DeptDatabase ~ §4 | Search DeptDatabase (2

Organize v Includeinlibrary v Sharewith v New folder = v @

Favorites 21 Name ‘ Date modified ‘ Type

I Desktop
3 Downloads

Salesdatabase 30/03/2020 15:28 Text Documen

<5 Recent Places

Libraries
* Documents
J. Music
&, Pictures
& Videos

A Computer

€& Network

1 item

DeptDatabase

We are now going to share this folder with the Global group of Technical Support Staff allowing
them to have the full control of the folder, so basically the member of this group can modify,
create and delete the folder.

File Action View Help
a9 £00% Hmltatwa
I Active Directory Users and Computer | Name Type Description
= - Saved Queries LadmBianca  User
= 54 corp.wark.com %adm Michele  User

@ Builtin 2 o i

# 1 Computers. |

@ &1 Domain Controllers

= ForeignSecurityPrin

= & IceCream Dept

# 1 Computer
= &1 Resources Group or user names:

Share Permissions |

= & User i corp.wark domainusers (CORP\corp wark domainusers)

21 All Staff ¥ corp.wark domaintechnicalsupport (CORP'corp.wark domainte:

4 Technical Sup
% 1 Managed Service A
# 1 Users

K E—

Permissions for
corp wark domaintechnicalsuppor

Full Control
Change
Read

Learn about access control and

o]

17



We are also going to share the folder with the All Staff users, allowing them to only read the file,
so basically they cannot modify, delete or create anything inside the folder.

x|
x|

V" Share this folder Share Permissions |
Group or user names:

M corp wark domainusers (CORP\corp.wark domainusers)

2, corp.wark. ipport (CORP\corp.wark domainte

Settings
Share name:
[DeptDatabase

Add

Limit the number of simu

Comments: Add Remove

Permissions for
corp.wark.domainusers Allow Deny

Full Control O O

Permissions Ce Change ] O

Read O

Learn about access control and

With this operations we only shared the folder, its content is still inside the local disk of the
server and it is governed by NTFS(New Technology File System). To give to the different users
groups the access to the folder content we need to configure NTFS permission in the Security tab
of the shared folder.

. DeptDatabase Properties
General | Sharing Security | Previous Versions| Customize |

Object name:  C:\Users\Administrator\Desktop\DeptDatabase

Group or user names:

LISYSTEM

2 Administrator
4 Administrators (CORP\Administrators)

To change permissions, click Edit Edit

Permissions for SYSTEM Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

For special permissions or advanced settings, Advanced
click Advanced.

Learn about access control and permissions

OK Cancel |

DeptDatabase

18



In the Permissions for the folder we add the two groups of users, allowing the All Staff
User(domainusers) only for read permission.

o3

€ security |

Objectname:  C:\Users\Administrator\Desktop\DeptDatabase

Group or user names

2 SYSTEM

2 Administrator

2, Administrators (CORP\Administrators)

£2 corp. wark domainusers (CORP\corp wark domainusers)

Add. Remove
Permissions for

corp.wark domainusers Allow Deny

Modify O
Read & execute

List folder contents

Read

Write

Learn about access control and

OK Cancel

DeptDatabase

And allowing the Technical Support User to full file control.

5
General\ Sharing Security ‘ Previous Versions | Customize

Peri ns for DeptDatabase

€ security |
Object name:  C:\Users\Administrator\Desktop\DeptDatabase

Group or user names:

2, SYSTEM

2 Administrator

2, Administrators (CORP\Administrators)

42, corp.wark domaintechnicalsupport (CORP\corp.wark domainte....
2, corp.wark domainusers (CORP\corp wark domainusers)

Permissions for
corp.wark domaintechnicalsuppor

Full control

Modify

Read & execute
List folder contents
Read

Learn about access control and permissions

OK Cancel

DeptDatabase

19



We can now log in the workstation as one of All Staff members to check the result of the
previous operations. On the Computer we are going to look for Map network.

@"Q~ % ) Computer » ~ [4 ][ Search Computer

Organize v System properties  Uninstall or change a program  Map network drive  Open Control Panel

43¢ Favorites # Hard Disk Drives (1)

I Desktop isk (C)

& Downloads — J
% Recent Places 0.7 GB free of 318 GB

4 Devices with Removable Storage (1)
474 Libraries [ CD Drive (D)

%) Documents _\" GSPLRMCENXVOL_EN_OVD
> & Music ¢ 0 bytes free of 296 GB

&= Pictures

B Videos
> 18 Commuter

G Nety & Manage
Openin new window

Map network dive...
Disconnect network drive...

Add a network location

Delete

Rename

Properties

[y BIANCA-PC Domain: corp.wark.com Memory: 200 GB
L Processor: Intel(R) Core(TM) i5-63...

And we are going to insert the name of the shared folder.

OQ [S2 » Computer » DeptDatabase (\\corp.wark.com) (Z:)

Organize v New folder

"

W Favorites
B Desktop » (=)
18 Downloads (©) & Map Network Drive

%l Recent Places

What network folder would you like to map?

4 Libraries
5| Documents Specify the drive letter for the connection and the folder that you want to connect to:
& Music
B videos OV o com\DepiDatobesd -

% Computer Example: \\server\share
Reconnect at logon
i Network [7] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

litem  Offfine status: Online
L Offline availability: Not available

20



As we can see from the following screenshot the user found the folder with the shared file.

" Salesdatabase - Notepad
File Edt_Fomat View Hep

M:(he‘!
A r——— T
| OO = G » ) 12

Oganize v T Open v Print  Newfolder
¢ Favorites R

B Desitop | Selesdatabase

6 Downloads

L Recent Places

5 Lbaaies
% Documents
& Music

& Pictures
 video:

 Computer

G Network

If the user try to create a new file or folder inside the shared one the system is giving the
following output as expect it.

Destination Folder Access Denied

You need permission to perform this action

DeptDatabase (\\corpmark.com)
Space free: 224 GB
Total size: 318 GB

Try Again

Organi

I Favorites
B Desktop L Solesdatabase
8 Downloads

4 Recent Places

4 Libraries
3 Documents File Access Denied =
& Music

i Pictures

B videos L

You need permission to perform this action

Salesdatabase

1% Computer Type: Text Document
Size: 34 bytes

- Date modfied: 0/03/2020 1528

S Network

5 Salesdatabase Dste modfied: 30/03/2020 1528 Date crested: 30/03/202015:28 Offline status: Online
Text Document Size: 34 bytes Offline availability: Not available
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Let’s try now to access the workstation as one of the users of the Technical Support Staff. When
we found the shared folder in the Computer we can easily create a New Folder and Delete it with
no restriction, as expected it.

( (@) [ » Computer » DeptDatabase (\\corpwark.com) (Z) »

Organize » 55 Open  Newfolder

2 Favorites Name

B Desieop Salesdatabase
1 Downloads ). New folder
% Recent Places

4 Libraries

File folder  Offline availability: Not available

’ New folder  Date modified: 03/04/2020 1217 Offfine status: Online

[cllel®

() (3 » Computer » DeptDatabase \\corpwerk.com) Z)

Organize v New folder

2 Favorites Name Date modified Type Size

B Desktop | Selesdatabase 30/03/20201528  Text Document 1k8
18 Downloads
1 Recent Places

A Libraries
% Documents
& Music
= Pictures
B Videos

1% Computer

€ Network

_, litem  Offlinestatus: Online
— ¥ Offline availabilty: Not available
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Task 2: Controlling ‘domain resources’ using Organisational Units and Group Policy.

In this task we are going to manage Group Policy for our Organisational Units.

g Group Policy Management
4 File Action View Window Help
G GEIEIENE S

& Group Policy Management corp.wark.com
= 4\ Forest: corp.wark.com

Linked Group Policy Object]

= 55 Domains :
Lnor._~_[GPo
= Default Domain Policy 1 i Def

2]

=1 Domain Controllers
21 IceCream Dept
=1 Computer
=1 Resources
= 2] User
=1 All Staff
51 Technical Support Staff
® 7 Group Policy Objects
® [ WMI Filters
® |3 Starter GPOs
i@ Sites
s Group Policy Modeling
« Group Policy Results

m

We start to create a new Group Policy Object(GPO) in ‘All Staff’ OU.

= Group Policy Management
| = File Action View Window Help
e [#[m(0[XE ¢ [H 5
4 Group Policy Management All Staff
= 4\ Forest: corp.wark.com
= 53 Domains
& & corp.wark.com LinkOr.. ~ [GPO [ Enforced] Link Enabl
=/ Default Domain Policy
@ =1 Domain Controllers
& 51 IceCream Dept
@ 2] Computer
=1 Resources
& 21 User
= =
. Tec CreateaGPO in this domain, and Link it here...
(% Group P Link an Existing GPO...
® 5 WMI Fil Block Inheritance
& [ Starter C

Linked Group Policy Objects | Group Policy Inheritance | Deleg

Group Policy Modeling Wizard...

i Sites New Organizational Unit
¥ Group Policy M
= Group Policy F View »

New Window from Here

Delete
Rename
Refresh

Properties

Help
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The name of the new GPO is No Right Click Access and it will forbid all the users inside the

OU to right click on the Start button of Windows.

Name:

|No Right Click Access|

| File Action View Window Help

Source Starter GPO:
[(none)
OK | Cancel
E Group P Management

e[ 2[mlc [d6m

% Group Policy Management
= A Forest: corp.wark.com

All Staff

Linked Group Policy Objects | Group Policy Inheritance | Delegation |

= (3 Domains
& 23 corp.wark.com
Default Domain Policy
Domain Controllers
IceCream Dept
Computer
&1 Resources
2 User
= 2 All Staff
@ 1 Technical Support Staff
@ [ Group Policy Objects
@ 5 WMI Filters
1 Starter GPOs
i Sites.
i Group Policy Modeling
% Group Policy Results

@

W ow

®

File Action View Help

roup Policy Management Editor B

e [m= @y

TR E )|

LR IE Sl ¥ Start Menu and Taskbar
= & Computer Configura

Do not display any custom toolbars in the taskbar

| = policies Remove access to the Setting State | Comment |
| = preferences context menus for the ;- Remove Run menu from Start Menu Not confi. No
= User Configuration | taskbar emove Default Programs link from the Start menu. Not confi.. No
=1 Policies E—— 1 Remove Documents icon from Start Menu Not confi. No
1 Software Settir| F0It bolicy setting. emove Music icon from Start Menu Not confi. No
) Windows Settil| oquirements: £/ Remove Network icon from Start Menu Not confi.. No
. =11 Administrative | At least Windows 2000 emove Pictures icon from Start Menu Not confi.. No
l @  Control Pane - £Do not search communications Not confi.. No
5 & Desktop | Description: emove Search Computer link No
" @ 1 Network | Hides the menus that Remove See More Results / Search Everywhere link No

| Shared Fold| appear when you right-

A ool cick the taskbar and Do not search for files No
B items on the taskbar, such Do not search Intemet No
@1 System as the Start button, the Do not search programs and Control Panel items No
o ZVI:"::;:QC; E‘;’;‘l‘;ﬂz"d the taskbar | Remove programs on Settings menu No
& = Preferences . & Prevent changes to Taskbar and Start Menu Settings No
“This setting does not emove Downloads link from Start Menu No
prevent users from using = Remove Homegroup link from Start Menu No
other methods to issue emove Recorded TV link from Start Menu No
the commands that Remove user's folders from the Start Menu No
appear on these menus. Remove Videos link from Start Menu No
Force classic Start Menu No
&/ Remove Clock from the system notification area No
revent grouping of taskbar items No

Not confi..

Ll |

76 setting(s)

24




Before to enable this policy we need to force the policy update from the Command Line
window.

P O XI]
o] Administrator: C:\Windows\system32);

Microsoft Windows [Uersion 6.1.7601]
Copgright (c) 2009 Microsoft Corporation. All rights reserved.

PIIC : \Users\Administrator>gpupdate/force_

le Action View Window Help

== .‘J Remove access to the context menus f _ ol x|
buj
Fo I Remove access to the context menus for the taskbar
Previous Setting ‘ Next Setting ‘
 Not Configured ~Comment: ] -
& Enabled J PnU
¢ Disabled Supported on: | At Jeast Windows 2000 bm the Sta
art Menu
Bnu
Options: Help:
ptions elp .
Hides the menus that appear when you __| Menu
right-click the taskbar and items on the
taskbar, such as the Start button, the
@ clock, and the taskbar buttons. ch Everyw
I
This setting does not prevent users from
using other methods to issue the trol Panel i
commands that appear on these menus. enu
Start Menu
rt Menu
| art Menu
tart Menu
OK | Cancel ‘ Apply ‘ tart Menu
—emUveTTaETs TR TronTotaremenu

= Force classic Start Menu
-] Remove Clock from the system notification

o L : Lao 1 2
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We can now check the output logging in the workstation as one of the user in ‘All Staff’ OU.

We also create other two GPO for ‘All User’ OU: the first is removing the icon of the Recycle
Bin from the Desktop and the second is hiding Property from the menu by right-clicking on
Computer.

All Staff
Linked Group Policy Objects | Group Policy Inheritance | Delegation |
LinkOr... - |GPO Enforced | Link Enabled | GPO Status | WMI Filter | Modified | Domain
= I No Right Click Access Enabled None 04/04 corp
= 2 »:/ No Recycle Bin No Yes Enabled None 04/04/... corp....
~ 3 =i/ No Property for Computer No Yes Enabled None 04/04/... corp....
=
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No Recycle Bin Output.

No Property for Computer Output.

%v|§ » Libraries » [ 4| [ Search Libraries

Organize v New library & -
43¢ Favorites Libraries
B Desktop Open a library to see your files and arrange them by folder, date, and other properties.
|18 Downloads.
%] Recent Places Documents Music Pictures
Library <& by Library
)
< Videos
b | ] Documents 5 Library
b o) Music
» &= Pictures
> B Videos
1% Computer
Expand
€
> €M Networ @ Manage
Open in new window
Map network drive...
Disconnect network drive...

Add a network location

Delete
Rename

== 4 items
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Worksheet 4: Network Administration using DHCP
Task 1: Installing and configuring the DHCP Service.

[PART A: INSTALL THE DHCP SERVICE].

To install the DHCP(Dynamic Host Configuration Protocol) we need to operate on the Server.
So inin the Server Manager we Add a New Role.

[, Server Manager _[o| x|
File Action View Help

es(2zla

2 server Manager (winv- [
]

= & Features § ) Viewthe health of the oles installed on your server and add or remove roles and features.
= i Diagnostics ~
@ il Configuration ~ Roles Summary H Roles Summary Help

@ {4 Storage

~ Roles: 3 of 17 installed % Add Roles

e ’ ; 3 Remove Roles
% Active Directory Domain Services

% DNS Server
& File Services

“ Active Directory Domain Services H AD DS Help

Stores directory data and manages communication between users and domains, including user
logon processes, authentication, and directory searches.

£ Go to Active Directory

* Role Status Domain Services

Messages: 1
System Services: 9 Running, 1 Stopped
% Events: 2 warnings, 5 informational in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer
scan, go to the Best Practices Analyzer tile on this role's

3 Last Refresh: Today at 11:28 Configure refresh

RecydAdd Roles Wizard |

iK;H Select Server Roles

Before You Begin

DHCP Server
Network Connection Bindings
IPv4 DNS Settings
IPv4 WINS Settings

Select one or more roles to install on this server.
Roles: Description:
‘Active Directory Certificate Services Dynamic Host Configuration Protocol
. (DHCP) Server enables you to
centrally configure, manage, and

[ Active Directory Federation Services e ey et e A
Active Directory Lightweight Directory Services related information for client

g:gm:etsl od Active Directory Rights Management Services S
ateless Mode [ Application Server

IPV6 DNS Settings =
DHCP Server Authorization .

Confirmation

Progress

Results

[ Fax Server

Hyper-V/
Network Policy and Access Services
[ Print and Document Services
[ Remote Desktop Services
Web Server (1IS)
[ Windows Deployment Services
[ Windows Server Update Services

More about server roles

<previous || Next>
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Before You Begin
Server Roles
DHCP Server
IPv4 DNS Set
IPv4 WINS Settings
DHCP Scopes
DHCPv6 Stateless Mode
IPv6 DNS Settings
DHCP Server Authorization
Confirmation
Progress
Results

[Add Roles Wizard

One or more network connections having a static IP address were detected. Each network connection can
be used to service DHCP clients on a separate subnet.

Select the network connections that this DHCP server will use for servicing clients.

Network Connections:
1P Address Type
192.168.100.1 Pv4

192.168.1.100 Pv4

Details
Name: privatenetl
Network Adapter: privatenet!

Physical Address: 08-00-27-F3-EB-87

< Previous ‘ Next >

Cancel

ég} Specify IPv4 DNS Server Settings

Before You Begin
Server Roles
DHCP Server
Network Connection Bindings
1Pv4 DNS Settings
IPv4 WINS Settings
DHCP Scopes
DHCPv6 Stateless Mode
IPv6 DNS Settings
DHCP Server Authorization
Confirmation

Progress
Results

When dlients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of DNS servers and the parent domain name. The settings you provide here will be applied to
clients using IPv4.

Specify the name of the parent domain that clients will use for name resolution. This domain will be used for
all scopes you create on this DHCP server.

Parent domain:

|corp.wark.com
Specify the IP addresses of the DNS servers that clients will use for name resolution. These DNS servers will
be used for all scopes you create on this DHCP server.

Preferred DNS server IPv4 address:
[127.0.0.1

Validate

Alternate DNS server IPv4 address:

vadate |

More about DNS server settings

< Previous | Next >

Cancel
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In this task we do not need WINS (Windows Internet Naming Service).

RecydAdd Roles Wizard

g‘r\rn, Specify IPv4 WINS Server Settings

Before You Begin When clients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
Server Roles addresses of WINS servers. The settings you provide here will be applied to clients using IPv4.
DHCP Server

Network Connection Bindings © WINS is not required for applications on this network

IPv4 DNS Settings

€ WINS is required for applications on this network

DHCP Scopes

DHCPv6 Stateless Mode

IPv6 DNS Settings

DHCP Server
Confirmation
Progress

Results

More about WINS server settings

< Previous ‘ Next > Cancel

We also need to disable DHCPv6.

%}} Configure DHCPv6 Stateless Mode
<

Before You Begin DHCP Server supports the DHCPv6 protocol for servicing IPv6 clients. Using DHCPv6, clients can automatically
Server Roles configure their own IPv6 addresses using stateless mode, or they can acquire IPv6 addresses in stateful mode
DHCP Server from the DHCP server. If routers on your network are configured to support DHCPVG, verify that your selection

R TR i TS below matches the router configuration.

IPv4 DNS Settil

|rTgs Select the DHCPv6 stateless mode configuration for this server.

IPv4 WINS Settings

DHCP Scopes € Enable DHCPV6 stateless mode for this server

DHCPVG Stateless Mode 1Pv6 clients will be automatically configured without using this DHCP server.

DHCP Server Authorization
Confirmation © Disable DHCPv6 stateless mode for this server
Progress After installing DHCP Server, you can configure the DHCPv6 mode using the DHCP Management console.
Results

More about DHCPv6 stateless mode

< Previous | Next > Cancel
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e
{Add Roles Wizard 5|

Authorize DHCP Server

Before You Begin Active Directory Domain Services (AD DS) stores a list of DHCP servers that are authorized to service clients
Server Roles on the network. Authorizing DHCP servers helps avoid accidental damage caused by running DHCP servers
DHCP Server with incorrect configurations or DHCP servers with correct configurations on the wrong network.

e co“nfedmn ilicgs Specify credentials to use for authorizing this DHCP server in AD DS.

IPv4 DNS Settings

Tl Sl @ Use current credentials

DHCP Scopes

The credentials of the current user will be used to authorize this DHCP server in AD DS.
DHCPv6 Stateless Mode

DHCP Server Authe

User Name:  [CORP\Administrator

Confirmation
Progress
Results
© Use alternate credentials
Specify domain ini ials for izing this DHCP server in AD DS.
User Name: | Specify.

 Skip authorization of this DHCP server in AD DS
1. This DHCP server must be authorized in AD DS before it can service clients.

More about authorizing DHCP servers in AD DS

< Previous | Next > Instal Cancel

e —
E Add Roles Wizard i

Confirm Installation Selections

EEERVE g To install the following roles, role services, or features, click Install.
Server Roles i
DHCP Server (i) 1 informational message below
Network Connection Bindings @ This server might need to be restarted after the installation completes.
IPv4 DNS Settlr?gs » DHCP Server
IPv4 WINS Settings 5
Network Connection 192.168.100.1 (IPv4), 192.168.1.100 (IPv4)
PP Eerres Bindings :
DHCPV6 Stateless M.ode. IPv4 DNS Settings
DHCP Server Authorization DNS Parent Domain :  corp.wark.com
| | Confirmation | DNS Servers : 127.0.0.1
Progress WINS Servers : None
Results Scopes : No scopes defined
DHCPV6 Stateless Disabled
Mode :
DHCP Server Authorize using credentials associated with CORP\Administrator

Authorization :

Print, e-mail, or save this information

< Previous Next > ‘ Install Cancel
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We can now proceed to the installation.

Ly{add Roles wizard

_ig} Installation Results

Before You Begin
Server Roles
DHCP Server £ 1 warning message below

The following roles, role services, or features were installed successfully:

Network Connection Bindings i Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is
IPv4 DNS Settings automatically updated, turn on Windows Update in Control Panel.
TS VLD TS DHCP Server  Installation succeeded
DHCP Scopes
DHCPv6 Stateless Mode
DHCP Server Authorization
Confirmation
Progress

Print, e-mail, or save the installation report

[PART B: CREATING A DHCP SCOPE FOR LEASING IP ADDRESSES TO DHCP CLIENTS ON
THE PRIVATE NETWORK]

After DHCP has been installed we need to create a scope for our Private Network.

4a i —
New Scope Wizard

Or€  Scope Name @
You have to provide an identifying scope name. You also have the option of providing a
description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: |SalesCIienﬂ

Description: |

< Back I Next > | Cancel
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We also need to choose an IP Address Range of our Network and we are going to use the IP
address of Client 1.

da L N
New Scope Wizard

Or€  |P Address Range @
You define the scope address range by identifying a set of consecutive IP addresses

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: | 192 . 168 . 100 . 2

End IP address: | 192 - 168 . 100 . 2|

Configuration settings that propagate to DHCP Client

Length: 24 _I;,
Subnet mask: 255.255.255. 0

< Back | Next > Cancel

Having to check the client IP address for the IP Address Range we also modify the set up for IPv4
Properties. So from now the IP address and the DNS server are obtained automatically.

g @[5 » Control Panel » Network and Internet » Network and Sharing Center [+
U

Control Panel Home L : 2
View your basic network information and set up connections

Change adapter settings 1Ay }, x See full map
Change advanced sharing SlANCAD . Inteenat
settings = %
(This|
View your act U privatenetl Properties 58 | [onnect or disconnect
' Networking
& > access
Intemnet Protocol Version 4 (TCP/IPvd) Properties 7 |
Change your| General | Alternate Configuration
v e 1 | Youcan get P sett ] ur
< e this capabilty. Otherwise, you need to ask your network administrator < point.

for the appropriate [P settings.

L ;r © Obtain an IP address automatically
o
Use the following IP address:
@
Aq
i

© Obtain DNS server address automatically

Use the folowing DNS server addresses:

date settings upon e [ Advanced...
HomeGroup

K cel
Intemet Options Lo [ canc

Windows Firewall
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Back on our server we complete the definition of our new scope in Wizard.

2 a——r ——
New Scope Wizard

'€  Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

B [ oF [

< Back Next > Cancel

a L T
New Scope Wizard

'€  Configure DHCP Options
You have to configure the most common DHCP options before clients can use the scope.

When clients obtain an address, they are given DHCP options such as the IP addresses
of routers (default gateways), DNS servers, and WINS settings for that scope.

The settings you select here are for this scope and override settings configured in the
Server Options folder for this server.
Do you want to configure the DHCP options for this scope now?

(" Yes, | want to configure these options now

@ No, | will configure these options later

< Back | Next > | Cancel
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dd a '
New Scope Wi

more
Wizard
following:

2. Activate the scope.

To close this wizard, click Finish

Completing the New Scope

You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the

1. Add any scope specific options (optional).

< Back | Finish | Cancel

Now we can activate our scope from the console tree.

E,Server Manager

File Action View Help
o= alf,$ Y 7]
RNV VENERE(IEN Scope [192.168.100.0] SalesClient

Contents of Scope ‘

= & Active Directory [[ " Address Pool
= HCP Server
win-den3tl8ccs |

Address Leases
Reservations
Scope Options

Advanced...
Reconcile....

Activate
= ¥ Filte 5
5 % IPV6 View

= % DNS Server  pglete

® i File Service  pefrah
@ g Features Export List...
# &= Diagnostics

onfiguration Properties

= £3 Storage

Help

Displays Help for the current selection.

Actions

More Actions
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This is the output after the activation process.

_lo)x|

File Action View Help
S

% Server Manager (WIN-DEN3TL8CCSB) R  Actions
= & Roles Contents of DHCP Server Status Des:
© & Active Directory Domain Services aScope [192.168.100.0] Sale... ** Active *¥*
= % DHCP Server
= & win-den3tl8ccsb.corp.wark.com
- 5
® g Scope [192.168.100.0] SalesClient
Server Options
® 7 Filters
= B IPv6
= £ DNS Server

iServer Options More A... »

7| Filters

% File Services
% & Features

= = Diagnostics
# it Configuration
= 3 Storage

PART C: TESTING DHCP LEASES

In this part we are going to test the Dynamic Host Configuration Protocol on the computer
of Client 1, logging in as Administrator.

In Command prompt we need to force the refresh of the DHCP IP address of the computer
to request a different IP address. So We use the command ipconfig /release first to force the
client to immediately give up its lease by sending the server a DHCP release notification.
And then we use the command ipconfig/renew to request a new IP address. In this case the
IP Address is the same because of the new scope we create in the previous task.

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011
Copyright (c> 2809 Microsoft Corporation. All rights reserved.

IC:\Users\Adninistrator>ipconfig/release

Mindows IP Configuration

[Ethernet adapter privateneti:
Connection-specific DNS Suffix . =
Link-local IPu6 Address . - . . . : fe8@::3425:6ea3:efBe:92187%11
Default Gateuay :

Tunnel adapter isatap.corp.wark.con:

Media State : Media disconnected
Connection-specific DNS Suffix . =

[C:\Users\Adninistrator>ipconfig/renew

Mindows IP Configuration

[Ethernet adapter privatenetl:

Connection-specific DNS Suffix . : corp.wark.com
Link-local IPv6 Address . . : fe8@::3425:6

ead:ef@e:9218x11
: 192.168.100.2

: 255.255.255.0

ITunnel adapter isatap.{2F561F69-028E-475A-A8FF-4AFAAC46BIB6> :

Media State : Media disconnected
Connection-specific DNS Suffix . =
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Administrator: C:\Windows\system32\cmd.exe

IC:\Users\Adninistrator>ipconfig/all
)indows IP Configuration

Host Name . . . . . . . . Bianca-PC
Primary Dns Suffix - corp.uark.co
Node Type . . . . . . . . Hybrid

IP Routing Enabled. . . . No
UINS Proxy Enabled. . . . o

DNS Suffix Search List. . corp.wark.com
[Ethernet adapter privateneti:

Connection—specific DNS Suffix corp.wark.com
Description . . . . . . . . . Intel(R> PRO,/18@B MT Desktop Adapter
Physical Address. . . . . - #8-00-27-35-96-1F
DHCP Enabled. “ s o= s Yes
Autoconfiguration Enabled Yes
Link-local IPv6 Address . feB8M@::3425:6ea3:efBe:9218x11(Preferred)
IPv4 Address. . . . . . 192.168.100.2¢(Preferred)
Subnet Mask . . . 255.255.255.8
Lease Obtained. - @6 April 2020 14:4 5
Lease Expires . - 14 April 2020 14:43:14
Default Gateway N
. 192.168.100.1
. 235405351
- 00-01-008-01-25-F3-BA-EF-08-00-27-35-96-1F|

DNS Servers . . . . . 127.98.8.1
NetBIOS over Tcpip. Enabled

i

Media State . . . . . . . . . . Media disconnected
Connection—specific DNS Suffix corp.wark.com
Description . . . . . . . Microsoft ISATAP Adapter
Physical Address. . . . . . . P0-00-00-00-00-00-00—-EQ
DHCP Enabled. . . . . . .

Autoconfiguration Enabled

IC:\Users\Adninistrator>

ion View Help

7]
s Client IP Address lame Lease Expiration Type | Unique ID Description | Network Acce:
ctive Directory Domain Services %192.168.100.2 Bianca-PC.corp.wark.com 14/04/2020 14:28:38 DHCP  08002735961f Full Access
HCP Server

80-61-86-01-25-F3-0a-EF-08-00-2'

127.0.0.1
Enabléd

Media disconnected
¢ ISATAP Adapter
60-00-00-00-E0.

Physical Ad
DHCP Enabled.
Autocont igura
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Part A: Configuring DHCP Scope Options.

In this part we are going to configure DHCP scope option. In the DHCP console we are going
to change the IP Address of the Router with the server one.

[

General ‘Advanced \

Available Options Description lﬁ‘
0002 Time Offset UCT offset in st
003 Router Array of router ¢
0004 Time Server Array of time se
00005 Name Servers Array of name ¢
0006 DNS Servers Array of DNS st .
MOA7 1 an O et AAVT 1L
<« >
AData entry
Server name:

|

IP address:
192 1168 . 100 . 1 Add

OK | Cancel Apply

Part B: Testing DHCP Options.

On the client computer we are going to check if the if the previous set up was successfully.
in Command Prompt we can observe that since the default gateway is obtained
automatically, the IP address for the connection is the IP address of the DHCP server.

B Administrator: C:\Windows\system32\cmd.exe

. A1l rights reserved.

ng Enabled. . .
Enabled

[Ethernet adapter privateneti:

[ i ific DNS i c rk.c

In > PRO/1600 MT Desktop Adapter
08-88-27-35-96-1F

96 April 2020 14
14 April 2020 15:0

68.100.1

05351
00-01-00-01-25-F3-0A-EF-08-08-27-35-96-1F)

Hi £t ISATAP Adapter
86-06-06-00-00-00-00-E0
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Flo Acion View Help

%]

OHCP. Vendor
win-den3tifccsb corp wark.com Standard
b 006 DNS Servers  Standard
015 NS Doman ... Standard

 Scope [192.168.100.0) SalesChent
A

ress Pool

po
Reservations:

Vale
<None
127.00.1

cop.warkcom
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Worksheet 5: Planning and Deploying DNS in the Network

Infrastructure

Task 1: Understanding DNS operation; Planning and deploying DNS

Task (A). Check the Host Name and Fully Qualified Domain Name of your Server.

From Server 1 hostname

: Command Prompt

Microsoft Windows [Uersion 6.1.7601]
Copyright (c¢) 2009 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>hostname
WIN-DEN3TL8CCSB

C:\Users\Administrator>

From server 1 Fully Qualified Domain Name

( J_ ) ™ + Control Panel v System and Security ¥ System

Control Panel Home View basic information about your computer

_lalx|
~ §43 | Search Control Panel v

<

¥y Device Manager Windows edition
¥y Remote settings Windows Server 2008 R2 Standard
) Advanced system settings Copyright © 2009 Microsoft Corporation. All rights reserved.
Service Pack 1
System
Processor: Intel(R) Core(TM) i5-6360U CPU @ 2.00GHz 1.99 GHz

Installed memory (RAM): 2.00 GB
System type: 64-bit Operating System

Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-DEN3TL8CCSB
Full computer name: WIN-DEN3TL8CCSB.corp.wark.com
Computer description:

Domain: corp.wark.com

Windows activation

¥y Change settings

* You must activate today. Activate Windows now
Product ID: 00477-001-0000347-84439  Change product key
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From server 2 hostname

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>hostname
Server2

C:\Users\Administrator>_

From server 2 Fully Qualified Domain Name

[@spstem B
( J){ ) & v control Panel ¥ System and Security ¥ System ~ {23 | Search Control Panel v
(2]

Control Panel Home View basic information about your computer

%y Device Manager Windows edition
% Remote settings Windows Server 2008 R2 Standard
4) Advanced system settings Copyright © 2009 Microsoft Corporation. All rights reserved.
Service Pack 1
System
Processor: Intel(R) Core(TM) i5-6360U CPU @ 2.00GHz 1.99 GHz
Installed memory (RAM): 2.00 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: Server2 ¥y Change settings
% Full computer name: Server2
Computer description:

Workgroup: WORKGROUP

Windows activation

* You must activate today. Activate Windows now
Product ID: 00477-001-0000347-84439  Change product key
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Task (B). Installing the DNS Server Service.

DNS Server Service is already installed on Server 1

i DNS Manager

‘File Action View Help

| R 7|

el 0= E|

= 3 WIN-DEN3TL8CCSB
.
= (| Reverse Lookup Zones
# ] Conditional Forwarders
# (@] Global Logs

Name

I Status

corp.wark.com

_msdcs.corp.wark.... Active D... Running
Active D... Running

Task 2: Storing and Maintaining DNS Data.

Task (A):

i DNS Manager ]

File Action View Help

_ ol x|

e ERENN 7 Nosll
% DNS Name |Type | Data Timestamp |
= 3 WIN-DEN3TL8CCSB _msdcs
= [ Forward Lookup Zones sites
® =1 _msdcs.corp.wark.com :tcp
= -1 corp.wark.com _udp
= | Reverse Lookup Zones DomainDnsZones
® ] Conditional Forwarders ForestDnsZones
© (el Global Logs ©l(same as parent folder) Start of Authority (SOA)  [91], win-den3tl8ccsb.corp.wark... static
©I(same as parent folder) Name Server (NS) win-den3tl8ccsb.corp.wark.com.  static

£l (same as parent folder)
£l (same as parent folder)
“IBianca-PC
£lwin-den3ti8ccsb
£lwin-den3ti8ccsb

Host (A)
Host (A)
Host (A)
Host (A)
Host (A)
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192.168.1.100
192.168.100.1
192.168.100.2
192.168.100.1
192.168.1.100

17/04/2020 18:...
17/04/2020 18:.
09/03/2020 13:...
static

static




Task 3. DNS Application.

Installing a Web Server (IIS)

To execute this task the instruction in the worksheet are not clear so | find another way to
obtain the same result.

The first step is to install a Web Server(lIS) on Server 2. To do so in Server Manager Console
| clicked on Add Roles

Y

Recycle Bin

T
File Action View Help

» 7]

> Roles (.
© i Features i!“
% = Diagnostics
% i Configuration
% [ Storage

View the health of the roles installed on your server and add or remove roles and features.
~ Roles Summary H Roles Summary Help
“~ Roles: 1 of 17 installed 3 Add Roles
5 #= Remove Roles
@ File Services
~ File Services H File Services Help

Provides technologies that help you manage storage, enable file replication, manage shared
folders, ensure fast file searching, and enable access for UNIX client computers

~ Role Status 9 Go to File Services

Messages: None
System Services: All Running
% Events: 1 error in the last 24 hours

~ Role Services: 1 installed # Add Role Services

= # Remove Role Services
‘ Role Service Status .

‘_, File Server Installed

¥ Last Refresh: Today at 21:36 Configure refresh

Windows Server 20

Windows
Build 7601 |8
This copy of Windows is not genuine |8
~ P 21:37 ]
| [7start] ]
£ hy &I [}V J 5 (o 170472020 ™=
2 @ di: @ & = & { © (3] Left 3¢
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In Add Roles Wizard | selected Web Server (lIS) to install

E
£A Select Server Roles

Before You Begin Select one or more roles to install on this server.
Roles: Description:
Web Server (IIS) Web Server (IIS) provides a reliable,

Active Directory Certificate Services

Role Services

manageable, and scalable Web

[] Active Directory Domain Services

Confirmation . . 3 i application infrastructure.
Progress [ Active Directory Federation Services
3 4 It Active Directory Lightweight Directory Services

esults

[[J Active Directory Rights Management Services
[ Application Server
DHCP Server
L] DNS Server
[] Fax Server

[] Hyper-V

[1 Network Policy and Access Services
Print and Document Services

[] Remote Desktop Services

@
Windows Deployment Services

[ Windows Server Update Services

More about server roles

< Previous | Next > Cancel

| also choose an extra feature to install ASP.NET

Select Role Services

Before You Begin Select the role sevices to installfor Web Server (1IS):
Role services: Description:
Web Server et provides support for

Sl
Web Server (IIS)
o

Add role services required for ASP.NET? [Iotiet :\:l‘:g:‘ o extemal
‘You canno install ASP-NET unless the roqured woes aro also Tk e cilekpens b0 et
ssed applications.

Add Roquied Rolo Servicos

) Why are these rolo senvies required?
¥ HTTP Logging
Logging Tools
 Request Monitor

|

<mekon [ wets ]

> o N0 1770412020
2 p: = & G @ # Leftse |
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Confirm Installation Selections

Before You Begin

Server Roles :
Web Server (IIS) i) 2 informational messages below

To install the following roles, role services, or features, click Install.

Role Services i This server might need to be restarted after the installation completes.
% Web Server (IIS)
Progress

Results @ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize

CPU usage
Web Server

Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors

Application Development
ASP.NET
NET Extensibility
ISAPI Extensions
ISAPI Filters

Health and Diagnostics
HTTP Logging
Request Monitor

Security
Request Filtering

Print, e-mail, or save this information

< Previous | Install Cancel |

Before You Begin The following roles, role services, or features are being installed:

Server Roles

Web Server (IIS)
Role Services

Web Server (IIS)

Confirmation

Results

Installing...
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Creating a Virtual Directory

At installation completed in Administrative Tools we can now open IIS Management console

| Administrative Tools :'
2, Component Services
% Computer Management
; Data Sources (ODBC)
EI Event Viewer
&) Internet Information Services (IIS) Man Admil
& iSCSI Initiator
'ib Local Security Policy
() performance Monitor
2%, Security Configuration Wizard Comg
ﬂ Server Manager
., Services
‘327 Share and Storage Management
-y Storage Explorer
L system Configuration
(F) Task Scheduler
@ Windows Firewall with Advanced Securi
¥ Windows Memory Diagnostic
E&‘ Windows PowerShell Modules -
Jy Windows Server Backup
| Remote Desktop Services Ll

< Back

Docu

Netw

Contr

Deviq

Admi|

Help

Run..

L =

We can now right click on Default Web site to create a virtual directory

‘i. Internet Information Services (IIS) Manager
& |9 SERVER2 » EERICE
File View Help

= Adions |
—— # SERVER2 Home ~
S Start Page Filter: - (2Go -G Show All | Group by: Area =] < Restart
ERE] SERVER?2 (SERVER2\Administrator) » Start
ASP.NET
2 Application Pools } . - ® Stop
=4 Sites =) 2 & *} ‘j‘/ @A L L. = View Application
& ” . - Pools
@ Default Web Site .NET NET .NET Error NET .NET Trust Application Connection Machine Key Pages and View Sites
Authoriza... Compilation Pages Globaliza... Levels Settings Strings Controls @ Help
> fal Online Help
& &

Providers  Session  SMTP E-mail
State

s
£ ] ! . st 3
b 4 o = ] 2 = T [
Authentic... Compres...  Default Directory Error Pages  Handler HTTP ISAPI and ISAPI Filters
Document  Browsing Mappings  Respon... CGI Restr...
& A . q 2 <
i) I & ¥ = o 2

Logging MIME Types Modules Output Request Server Worker
Caching Filtering  Certificates Processes

Management

Configura... ~ Feature Shared
Editor Delegation Configura...

As alias name | choose Departement and as physical path inside the folder
inetpub\wwwroot

46



Add Virtual Directory 2| x|
pne
ftri
Site name: Default Web Site
B Path: /
ol 6
‘©  Alias: =
he lDepartement lgz
- Example: images
"J: Physical path:
IC:\inetpub\wwwroot
Pass-through authentication
An
" Connect as... Test Settings... |
IC
pdi OK | Cancel

We can now click on the Departement virtual directory

[ Comnections ]
€- |28
€5 Start Page
=-93 SERVER2 (SERVER2\Administrator)
22 Application Pools
=& Sites
=€ Default Web Site
I aspnet_client

Pl Departement

And then on default document where we choose the index.html as our page to create

Default Document

Use this feature to specify the default file(s) to 1
documents in order of priority.

Name ‘ Entry ... ‘
Default.htm Inherited
Default.asp Inherited
index.htm Inherited

indehtml ____Inherited
iisstart.htm Inherited
default.aspx Inherited
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So we need to put index.html in first place in the list as it has to be the default page to open.

_

bepartement »

7J Default Document

Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default
documents in order of priority.

Name ‘ Entry ... |
Default.htm Inherited
Default.asp Inherited
index.htm Inherited
index.html Inherited
iisstart.htm Inherited
default.aspx Inherited
]

( =% The list order will be changed for this feature. If you continue,
changes made to this feature at a parent level will no longer be
inherited at this level. Do you want to continue?

Yes | No Cancel

_

Departement *

. ~ Default Document

Use this feature to specify the default file(s) to return when a client does not reqy
documents in order of priority.

Name ‘ Entry ... ‘
index.html Inherited
Default.htm Inherited
Default.asp Inherited
index.htm Inherited
iisstart.htm Inherited
default.aspx Inherited

We can now create our page, creating a file index.html in the wwwroot folder

48



U~

¥ Computer ¥ Local Disk (C:) ¥ inetpub v wwwroot ¥

Organize ¥ @&

Favorites
I Desktop
3 Downloads

7] Libraries

-° Documents
@’ Music

. Pictures

B videos

‘A Computer

€& Network

Open v  Print  New folder
Name ~ | Date modified | Type | Size |
aspnet_client 17/04/2020 21:38 File folder

@ | iisstart.htm
@ index.html

web.config

.+ Recent Places

B welcome.png

17/04/2020 21:38
17/04/2020 21:43
17/04/2020 21:42
17/04/2020 21:38

HTML Document
HTML Document
CONFIG File
PNG image

1KB
0 KB
1KB
181 KB

.\/\/

¥ Computer ¥ Local Disk (C:) ¥ inetpub ¥ wwwroot ¥

2

v m,| Search wwwroot

Organize v ] Open ¥  New folder > [ @
Adr Favorites Name « | Date modified | Type
Deskt
Bl Desktop aspnet_client 17/04/2020 21:00 File folder
» Downloads
@ | iisstart.htm 17/04/2020 19:53 HTML Docume

+» Recent Places

| Libraries

_*, Documents

@ Music
& Pictures

B Videos ﬂindex.html - Notepad

B index.html
web.config

M. welcome.png

File Edit Format View Help

17/04/2020 21:28 HTML File
17/04/2020 21:18

17/04/2020 19:53

CONFIG File
PNG image

8 (=]

‘A Compute

€& Network

<!DOCTYPE html>

<html>

<head>

<title> Departement</title>
</head>

<body>

<hl>Web Site under maintenance</hl>

</body>
</html>

=

Xists

that
file to
list to

ent




We save our page and we open it from internet explorer from Server 2 to check

,  —— o S
l /- Departement - Windows Internet Explorer

(€] ele localhost
Red Favorites t

_lalx|
Elelx|? e
) v @y [ <
@ Departement [ | % v E) v e v Pagev Safetyv Toolsv @~
Web site under maintenance

ex
7 S, Local intranet | Protected Mode: Off s [Fs0% v L

Now we will open the same page from server 1

-
F| Departement - Windows Internet Explorer

_|o|x|
e le v nozes 0y =lisleofx|]
Favorites | 5 € Suggested Sites v %) Web Slice Gallery v

@ Departement

SRA SR

= v Page~ Safetyv Tools¥ @~

Web site under maintenance

i | Intemet | Protected Mode: Off
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