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Abstract
Ransomware such as CryptoWall, Trojans and viruses are designed to infiltrate personal and business computers and IT in order to hold your accounts and information at ransom for a sum of money. Many examples of this have made media headlines, including the Eurofins Scientific attack in 2019, and can have a seriously damaging effect on your data, your accounts, and your reputation as a business. Typical viruses may have certain patterns or traits to look for, and this can be anything from an unusual email address, through to ‘clickbait’ (content whose main purpose is to attract attention and encourage visitors to click on a link to a particular web page). But perhaps the most common method of transferring a virus is through asking the victim to click on a link. This action can cause things such as taking you to a false webpage and asking you to enter personal details like card numbers, or it can allow viruses to be installed onto your device there and then. This can be fatal for the device, as malware can then perform actions such as record what keys you type (so can remember passwords), and then sends this information to a hacker.
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1. Introduction
a. Definitions
Ransomware can be defined a type of malicious software designed to block access to a computer system until a sum of money is paid [1]. This can be used to target anyone, including both individuals and businesses.
CryptoWall is a term used to describe a ‘particularly nasty form of ransomware’, and is a type of ransomware that makes it incredibly difficult to restore data such as passwords [2]. 
Trojans and viruses can be defined as a type of malicious code or software that looks legitimate, but can take control of your computer. It is designed to damage, disrupt, steal, or in general inflict some other harmful action on your data or network [3].  

b. Introduction

Ransomware such as CryptoWall, Trojans and viruses are designed to infiltrate personal and business computers and IT in order to hold your accounts and information at ransom for a sum of money. Many examples of this have made media headlines, including the Eurofins Scientific attack in 2019, and can have a seriously damaging effect on your data, your accounts, and your reputation as a business. This report will highlight how to spot possible viruses, and how to deal with the effects of ransomware in the event of an attack. The report will also cover how best to secure your network, and give you some advice on how to protect your data.



2. Trojans and Viruses
a. Overview
As previously stated, Trojans and viruses are malicious types of software that are intended to take control of your computer. These can come onto your system via many methods, including but not limited to [4];
· File sharing websites
· Downloading music files
· Downloading games
· Email attachments
· Messages e.g. links in text messages
· Infected websites
· Hacked Wi-Fi networks 
Typical viruses may have certain patterns or traits to look for, and this can be anything from an unusual email address, through to ‘clickbait’ (content whose main purpose is to attract attention and encourage visitors to click on a link to a particular web page [5]). But perhaps the most common method of transferring a virus is through asking the victim to click on a link. This action can cause things such as taking you to a false webpage and asking you to enter personal details like card numbers, or it can allow viruses to be installed onto your device there and then. This can be fatal for the device, as malware can then perform actions such as record what keys you type (so can remember passwords), and then sends this information to a hacker.

b. Effects on your computer and methods of removal

Some computer viruses are programmed to harm your device by many ways, including damaging programmes, deleting files, or reformatting the hard drive [6]. Some of the symptoms of a computer virus are slow computer performance, erratic computer behaviour, unexplained data loss, frequent computer crashes, and many other effects.

Antivirus solutions are one method of resolving a virus issue- when a device becomes infected, installing antivirus solution software is an effect way of removing the problem. This software will scan for the malicious programme once installed, and locate the virus. It will then present some options for its removal, however some viruses cannot be removed automatically. In the event of this, seek advice from a technician- they often will remove a virus free of charge [6].


3. Ransomware
a. Overview 
According to the 2018 Verizon Data Breach Investigation Report, ransomware incidents now make up about 40% of all reported malware incidents [7]. As Ransomware is malware that demands some kind of payment, there are very distinct features that may help you spot when if have been a victim of a ransomware attack;
· Your web browser or desktop may constantly display a message detailing how to pay the ransom
· Your file directories contain a ‘ransom note’ that is usually a .txt file
· All of your files have a new extension appended to the filenames [8]

Ransomware attacks can be seen in examples such as when Eurofins, the forensic company employed to carry out police work, was attacked by ransomware. In this situation, the company decided to pay the ransom money in order to unlock their accounts held ‘hostage’ by the criminals behind the ransomware [9]. 

b. Methods of recovery

If you are it with a ransomware attack, there are a few methods you could try:
· Report the attack- this could be to the police (and you will be put through to their cybercrime investigations department), or through the website Action Fraud- this is the national centre for reporting Fraud and Cyber Crime. 
· Cleanse your systems- there are a couple of software packages out there that will eradicate ransomware from your system, but please note that as ransomware is quickly developing and changing, there may not be a programme out there that will eradicate your specific type of ransomware.
· Restore your data- this could be done through a backup, if you regularly backup your data. Backing up data is good practice, and could potentially save your data if hit by an attack. Backups can be conducted by carrying out a DIY system restore (this is cheap and easy to do, however there could be traces of malware buried in your existing data). [10]



4. CryptoWall Trojans
a. Overview
CryptoWall is a file-encrypting ransomware program that targets all versions of Windows. When first infected, your computer will be scanned for data files and they will then be ‘encrypted’ by the software so that you are no longer able to open them. Once completed, the virus will then open a Notepad window on your desktop which will instruct you on how to access the CryptoWall Decryption Service- this is where you will be asked to pay a ransom. Ransom costs start at $500, but will increase to $1000 after 7 days, and will usually be paid for in Bitcoins [11]. There are different version of CryptoWall, with CryptoWall 3.0 being the most lucrative version to date. CryptoWall v.4 added a new feature that made backups much more difficult to restore, as well as making the ransom notes more threatening. This could be particularly damaging to a company that may not fully understand CryptoWall, as the ‘scare factor’ increases the chance of the victim paying the ransom [2]. Which leads onto the next point; should you pay the ransom money?

b. Should I Pay?

It is advised that you do not pay the ransom fee demanded by the attacker. It is thought that only 19% of users that pay the ransom get their files back, so there is by no means a guarantee that you would recover your date. The attacker may try to convince you that they will restore your files by restoring 1 or 2 files as to show ‘good faith’, however this is likely to be a scam and they will have no intention of restoring your data [2]. 


c. Methods of Protection

· Keep your computer patched and up to date- Malware uses vulnerabilities in your software, so keeping these vulnerabilities like your applications patched to the latest updates and releases, you’ll be better protected against a potential attack.
· Use anti-virus scanners- these will quarantine the known malware programs and prevent them from executing their task of taking over your files.
· Use a firewall- these can protect you from harmful links and connections being made to your device. The malware depends on the connection to your device to base its attack, so cutting this link may say your data.
· Don’t click unfamiliar links- These may be in the form of links in emails through to downloading files that you aren’t sure about.
· Practice safe browsing habits- make sure your browser is up to date, and be selective with what ads and popups are allowed on your browser, as these can be potentially dangerous.
· Back up your files- always keep a backup copy of your files, as this will work as a great fail-safe for an attack, or even just hard drive failure. There are many options for this, including online cloud storage options, or USB hard drive backups [2].


5. Summary

To summarise, many types of viruses can infect your computer or device, including Trojans, ransomware, and CryptoWall. However, there are many precautionary measures you can take to help protect you against this.

One of the most important measures to take is performing regular backups of your data, which can be carried out in many methods as discussed. It is also worth noting that all may not be lost if you are hit with an attack, especially if you have a recent backup stored. 

Lastly, it is important to be aware that if you are hit with a ransomware attack, it is advised that you do not pay the ransom fee to the attacker. This not only is feeding money to a criminal, but in no way guarantees that you will receive your data back. If you do believe you have been attacked by ransomware, do report it to the Action Fraud website, and they will investigate the cybercrime for you.
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