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I have decided to investigate how technology and new ways of working can be used to improve  the backup system used in work. 

Digital Health and Care Wales (DHCW) is a National organisation that designs and delivers digital services to support health and support services across Wales.  It 
was established as a special Health authority , evolving from the former NHS Wales Informatics Service (NWIS).

DHCW inherited the infrastructure from NWIS, including the current backup systems.  Whilst there have been ongoing improvemen ts to this system, Its underlying 
architecture is dated. 

In March 2025 concerns were raised by the Welsh Government about DHCW's  ability to deliver major programs and were placed un der enhanced monitoring to 
improve performance and outcomes.

DHCW's intention is to move to a cloud-based model to modernise its infrastructure and help provide improved services to its stakeholders.  As a result a new 
system for the backups will need to be devised. 

Q2 Selected Project area
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Research Aim :
To investigate how cloud technologies and  modern workplace 
practices can enhance the effectiveness , resilience and 
compliance of backup systems within Digital Health and Care 
Wales (DHCW)

Objectives :
Evaluate the limitations of current backup architecture inherited 
from NWIS and assess its impact on performance and risk

•

Analyse modern cloud based backup solutions with a focus on 
healthcare requirements including data sensitivity, uptime and 
regulatory compliance

•

Explore opportunities for automation and intelligent monitoring 
to improve backup reliability, reduce downtime and support 
disaster recovery.

•

Evaluate the role of artificial intelligence in enhancing backup 
system efficiency, resilience and predicative risk management 
with DHCW's infrastructure

•

Recommend  an optimal  backup strategy that balances technical 
feasibility, cost-effectiveness and long-term scalability

•

Q1 Create & Document Aim and several  Objectives of 
project
Tuesday, July 15, 2025 5:21 PM

   Task 2 Aim, Objectives and Research area Page 6    



Research Methodology

This study adopts a pragmatic research philosophy to explore backup system 
improvements within the Digital Health and Care Wales (DHCW) infrastructure. 
The pragmatic approach supports flexibility in methods[1], encourages 
stakeholder engagement[2], and prioritises operational relevance over 
theoretical idealism. 

To address the central research question—How can cloud-based and remote 
backup strategies enhance resilience, compliance, and efficiency at DHCW?  a  
mixed methods approach  is employed:

Quantitative methods  are used to measure system performance, cost-
efficiency, and risk mitigation using historical uptime data and cloud provider 
SLAs.

Qualitative methods, including stakeholder interviews and staff surveys, assess 
perceptions of usability, barriers to implementation, and workflow integration.

Stakeholders from IT operations, policy leadership, and clinical services are 
actively engaged throughout[3]. The study is iterative, allowing methodological 
refinement as insights emerge. The research setting mirrors real-world 
conditions to ensure findings are actionable, and implementation pathways 
are supported by schematic diagrams, risk matrices and decision models.

To illustrate the practical design of this study, a PRECIS-2 wheel is included.

Q2 Identify an appropriate  research philosophy for the 
project
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Using Google Scholar linked to the UWTSD account

To assist in the collection of relevant research I adopted the CRAAP approach,

Ensuring  that the research would be current, relevant , have authority, accuracy and has relevant purpose.

To help me obtain that research I used Google Scholar linked to my university account. This heled ensure the validity of the research and also 
helped avoid any paywalls. The other benefit of this was that it prompted other research questions which helped find further research

I also used the library’s Primo Research assistant which helped me find credible sources of information.

Whilst there are many different databases, I used ProQuest,  IEEE Xplore, ACM Digital library, JSTOR and Directory of Open Access Journals (DOAJ)

Once a few keywords were established a Boolean search was used to refine the results. I mainly used the “AND” Boolean.

Using UWTSD Library Primo Research assistant 

Q3 Document Appropriate search tools
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Primo Research Assistant suggesting other searches

Research found using  JSTOR

Research found using DOAJ
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Q1. Strategies to Enhance Validity, Reliability, Generalisability, and Ethical Considerations

This study employed a rigorous and ethical mixed-methods approach to investigate how emerging technologies—namely cloud computing, AI, 
encryption, and disaster recovery practices—can enhance organisational backup systems.

To promote validity, triangulation[1] was used across three data sources: stakeholder interviews, survey feedback, and secondary infrastructure 
performance logs. Technology-specific constructs (e.g. predictive anomaly detection[2], zero-trust architecture{4][5], multi-region failover) were 
clearly defined using insights from peer-reviewed literature (IEEE, ACM), vendor white papers (Azure, AWS, Google Cloud), and recognised 
frameworks from NIST[5] and OWASP. This ensured that terminology reflected current and accurate industry usage.

Reliability was supported through consistent phrasing across instruments. Pilot tests of the survey and interview tools highlighted areas requiring 
simplification (e.g. "zero-knowledge encryption") and led to the inclusion of a glossary and visual prompts. To ensure procedural consistency, 
responses were anonymised, time-stamped, and version-controlled. Additionally, hands-on testing of technologies (e.g. open-source backup 
schedulers and failover simulations) helped validate technical feasibility and reinforce measurement consistency.

Generalisability was promoted by engaging a diverse stakeholder group—including IT engineers, security analysts, and operations leads—and by 
selecting technology themes aligned with mid-sized organisations exploring cloud and AI services. Selection of case technologies was informed by 
scanning industry reports (Gartner[7], IDC, TechTarget) and open-source documentation, 

Ethical safeguards were embedded throughout. Participants received detailed briefings and gave informed consent. All data—quantitative, 
qualitative, and technical—was stored securely, anonymised, and used solely for research purposes. Sensitive infrastructure details and personal 
identifiers were redacted during thematic coding and trend analysis.

Q1 Validity Reliability, generalisability & ethical considerations
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Q2. Research Strategies and Pilot Design
A mixed-methods strategy was adopted to examine both quantitative infrastructure metrics and qualitative perceptions of emerging technologies. Key 
components included:

Qualitative Instruments: Stakeholder interviews and surveys explored expectations around disaster recovery, trust in AI systems, cloud adoption, and data 
protection concerns. Interview prompts and survey items were derived from technical documentation and refined through pilot testing. Literature from 
ScienceDirect and technical blogs (Cloudflare, Microsoft Learn) helped frame question wording to match current usage.

•

Quantitative Data: Secondary data from infrastructure logs captured metrics such as backup success rates, RTO/RPO compliance, and encryption latency. 
These metrics were selected based on performance benchmarking guidelines found in vendor white papers and DR frameworks.

•

Pilot Design: A test version of the survey was trailed with technical stakeholders. Initial feedback suggested confusion around emerging terms. Based on this:•
A glossary of terms was added (drawn from NIST, OWASP, and EFF sources).•
Confidence scales were introduced to gauge trust in AI-enabled scheduling.•
Visual prompts illustrated proposed cloud and DR architectures.•

Interview protocols were also piloted. Sequencing and thematic groupings were adjusted to allow participants to reflect on technologies in context, aided by 
concepts extracted from GitHub repositories and Azure implementation guides. Appendix A includes pilot tools and lessons learned.

Q2 Data Collection methods
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Quantitative analysis focused on infrastructure metrics such as: 

Backup success rates (%) across regions•
Mean recovery time (RTO) and restore points (RPO)•
Encryption latency and failure frequency•

These were evaluated using descriptive statistics [8]and trend analysis, identifying recurring patterns or performance gaps. 

Qualitative analysis involved thematic coding [9]of interviews and open-ended survey responses. Key themes included stakeholder concerns about automation 
reliability, benefits of cloud scalability, and organisational readiness for encrypted DR solutions. These insights were grouped under three meta-categories:

Trust & Transparency•
Scalability & Resilience•
Risk & Control•

The integration of both data types provided a rich, multidimensional picture of how technological advancements can improve backup infrastructure, inform smarter 
recovery strategies, and shape enterprise-level risk mitigation.

Q3 Outline some different types of quantative and qualitative analysis
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Term Definition Reference Source(s)

AI-enabled Backup 
Scheduling

Automation of backup timing and method using machine learning algorithms to optimise 
performance and resource allocation.

Microsoft Learn; IEEE Xplore; AWS Backup 
Documentation

Zero-Knowledge 
Encryption

Security model ensuring that service providers cannot access user data or keys, maintaining 
total privacy even from infrastructure hosts.

[3]

Zero-Trust 
Architecture

A cybersecurity approach that rejects implicit trust; access is validated through identity, 
behaviour, and device authentication continuously.

[4], [5]

Multi-Region Failover Strategy where services automatically switch to a secondary cloud region to maintain 
availability during outages.

Azure Resilience Patterns; Google Cloud DR 
Reference Architecture

Recovery Time 
Objective (RTO)

The maximum time allowed to restore a system after a disruption before unacceptable 
impact occurs.

Veeam DR Planning Guide; Gartner 
Infrastructure Glossary

Recovery Point 
Objective (RPO)

The maximum tolerable duration of data loss measured from the last successful backup. IBM Security DR Glossary; AWS Well-
Architected Backup Lens

Encryption Latency Delay introduced during data encryption and decryption processes, affecting throughput 
and user experience.

Cloudflare Blog; ACM Digital Library

Predictive Anomaly 
Detection

Use of AI models to proactively identify irregular behaviours that may signal system failure 
or security threats.

IEEE on AI Risk Modelling; GitHub - OpenAI 
Schedulers

Hybrid Cloud Backup Backup architecture combining local (on-premises) and cloud-based storage to provide 
redundancy and flexibility.

TechTarget DR Best Practices; AWS Hybrid 
Backup Strategies

Sandbox Testing Isolated testing environment used to validate backup tools or failure simulations without 
risk to live infrastructure.

Azure DevTest Labs; ScienceDirect; GitHub -
Backup Simulator Tools

This glossary defines key technical concepts used in the study, ensuring clarity and accessibility during survey and intervie w phases. Terms were selected 
based on stakeholder feedback, pilot testing, and references from peer -reviewed literature, vendor documentation, and standards organisations (IEEE, 
OWASP, NIST, EFF, Microsoft Learn).

Glossary of technical terms
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Survey Design
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coding-for-qualitative-research/ (accessed Aug 6, 2025).
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Make a list of 5 things that you have used or activities you have engaged in that would 

have not  been around 10 years ago.

Conference calls using Teams  Zoom

Cooking with Air Fryers

Meal providers - Hello Fresh , Gusto

Food Delivery -  Uber Eats, Deliveroo 

TV on Demand - Amazon Prime,  Disney Plus

Fitness trackers - Garmin, Fitbit 

Which innovation do you think has had the biggest impact

I think the computer probably has had the biggest impact.

I still think that it has had the biggest impact on the development of societ as we know it 

today 

Interaction with course material 
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today 

It is ubiquitous in our daily lives.  How we communicate, purchase things, how we work  

and our entertainment
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Do you still agree that this innovation has had the biggest impact on the development of 

society?

Yes I still think computers have had the  biggest impact on the development of society

It has lead to the development of the internet, allowed the boundries of scientce to be 

pushed to new areas,  communcation around the world, artificail intelligence

The biggest technology listed by the World economic Forum to have an effect on my 

discipline area is Digital health
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Working for the NHS, there are already plans in place to modernise the Health system with 

the data collected . The idea is to provide areas of concern,  adapt processes that will be 

proactive rather than reactive.  Some treatments will be tailored to the individual. Patients 

will also be able to access their records digitally and be given access to NHS apps to help the 

patients'.

https://www.longtermplan.nhs.uk/areas-of-work/digital-transformation/
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Describe an experience from the past where you felt discouraged/encouraged to be 

creative and how this may have affected how you feel about you level of creativity

In school I was in second set for english. The teacher bluntly told the class that as we werent 

in top set there was no point in studying Literature. As a result I never really read much after 

that. It was only in my 20s that I started reading again and feel that I missed out, especially 

at an age where you were still developing.

Why is creativity important in your subject area.  ?

As an infrastructure engineer, I feel it is important to be creative  as the indusrty does not 

stand still.   Appendicies Page 30    



stand still.

New technologies are being developed ,  new threats are emerging and the budgets are 

being stretched  year on year.

It is important to provide a reliable working environment that can be rolled out/updated  

quickly  whilst  remailing resilient  and flexible to adapt to new technologies.
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