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Screenshot 7.4 Ping from Clients1 (Windows 10) to B-DC and Internet
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Screenshot 8.5 Access from Clients1 (Windows)
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debian@debian-client: ~ Qfl = [

debiangdebian-client:~$ ping -c 2 172.16.1.1
PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data
64 bytes from 172.16.1.1: icmp_seq=1 ttl=127 tim
64 bytes from 172.16.1.1: icmp_seq=2 ttl=127 tim

.66 ms
71 ms

--- 172.16.1.1 ping statistics --
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.661/1.683/1.706/0.022 ms
debiangdebian-client:~$ ping -c 2 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data
64 bytes from 8.8.8.8: icmp_seq=1 ttl=253 tim
64 bytes from 8.8.8.8: icmp_seq=2 ttl=253 tim

.24 ms
17 ms

--- 8.8.8.8 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 6.173/6.706/7.240/0.533 ms

debiangdebian-client:~$ ping -c 2 google.com

PING google.com (142.250.129.138) 56(84) bytes of data

64 bytes from lclhrb-in-f138.1e100.net (142.250.129.138): icmp_seq=1 ttl=253 tim
e=6.41 ms

64 bytes from lclhrb-in-f138.1e100.net (142.250.129.138): icmp_seq=2 ttl=253 tim
e=6.89 ms

--- google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev 6.406/6.649/6.893/0.243 ms
debian@debian-client:~$ [
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debian@debian-client: ~ Qfl = [

root@debian-client:~# ip addr show enpes3
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000

link/ether 08:00:27:3b:2c:9d brd ff:ff:ff:ff:ff:ff

altname enx@800273b2c9d

inet 172.16.2.10/24 scope global enp@s3

valid_1ft forever preferred lft forever

root@debian-client:~# [
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ootel-cd: "%

ootel-cd:“# cat /etc/default/isc-dhop-relay

f Defaults for isc-dhcp-relay initscript

 sourced by setc/init.dsisc-ohep-relay

 installed at setc/default/isc-dhep-relay by the maintainer scripts

b This is a POSIX shell fragment

b Hhat servers should the DHCP relay foruard requests to?
172.16.1.1"

 0n what interfaces should the DHCP relay (dhrelay) serve DHCP requests?

 Additional options that are passed to the DHCP relay daemon?
prPrIoNs=""
ootel-cd:“# systenctl status isc-dhcp-relay
isc-dhcp-relay.service - LSB: DHCP relay
Loaded: loaded (/etc/init.d/isc-dhep-relay; generated
Active: since Sun 2026-04-26 20:59:53 BST; 1h 20min ago
Invocation: cdbbo728h2884c0dal691hess1c78284
Docs: man:systend-sysv-generatar (8
Process: 4246 ExecStart=/etc/init.d/isc-dhep-relay start (codesexited, status=0/SUCCESS)
Tasks: 1 (limit: 2301)
Memory: 928K (peak: 1.7M)
cPU: 181ms
CGroup: /system.slice/isc-dhep-relay.service
'—4250 susr/shinsdhcrelay -g -1 enpos3 172.16.1.1

3 l-cd systend[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay..
3 l-cd isc-dhep-relay[4250): Requesting: enposS as upstream: Y dounstream: Y
3 l-cd systend[1]: Started isc-dhcp-relay.service - LSB: DHCP relay
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PS C:\Users\Administrator> ping 172.16.1.10

Pinging 172.16.1.10 with 32 bytes of data:
Reply from 10: byte:

Reply from

Reply from 172.16.1.

Reply from 172.16.1.10: bytes=3:

Ping statistics for 172.16.1.10
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds
Minimum = Oms, Maximum = 1ns, Average = Oms

PS C:\Users\Administrator>

’E

O @@

Script

- o x
Commanas X

Modules: | Al ~ | [Refresn
Name:

e

‘Adg-ADCentralAccessPolicyMember
‘Adg-ADComputerSenviceAccount
‘Adg-ADDomainControllerPasswordReplc
‘AdG-ADDSReadOnlyDomainControllerAc
~AdG-ADFineGrainedPasswordPolicySuble
‘Adg-ADGroupMember
‘Add-ADPrincipalGroupMembership.
‘AdG-ADResourcePropertyLstiember
Add-AppyClientConnectionGroup

o
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ootel-cd:™# ping -c 5 172.16.1.1
NG 172.16.1.1 (172.16.1.1) 56(84) butes of data
4 bytes from 172.16.1.1: icmp_seq=1 tt1=128 tine=1.24 ms
4 bytes from 172.16.1.1: icmp_se .784 ms
4 bytes from 172.16.1. _: 67 ms
4 bytes from 172.16.1.1: icmp_seg=4 tt1=128 .849 ms
4 bytes from 172.16.1.1: icmp_seq=5 tt1=128 .982 ms

-- 172.16.1.1 ping statistics ---
packets transmitted, 5 received, 0% packet loss, time 4054ms
tt minsavg/max/mdey = 0.784/1.104/1.671/0.322 ms

ootel-cd: ¥ _
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debian@debian-client: ~ Qfl = [

rootedebian-client:~# ping -c 3 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data
64 bytes from 172.16.1.1: icmp_seq=1 ttl=127 time=1.67 ms
64 bytes from 172.16.1.1: icmp_seq=2 ttl=127 time=1.56 ms
64 bytes from 172.16.1.1: icmp_seq=3 ttl=127 time=1.70 ms

--- 172.16.1.1 ping statistics --

3 packets transmitted, 3 received, 0% packet loss, time 2006ms
rtt min/avg/max/mdev = 1.564/1.642/1.696/0.056 ms
root@debian-client:~# ping -c 3 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_se
64 bytes from 8.8.8.8: icmp_seq=2 ttl=253 time=8.15 ms
64 bytes from 8.8.8.8: icmp_se

--- 8.8.8.8 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2006ms

rtt min/avg/max/mdev = 7.653/7.938/8.150/0.209 ms

rootedebian-client:~# ping -c 3 google.com

PING google.com (142.251.29.139) 56(84) bytes of data

64 bytes from uv-in-f139.1e100.net (142.251.29.139): icmp_seq=1 ttl=253 time=9.7
s ms

64 bytes from uv-in-f139.1e100.net (142.251.29.139): icmp_seq=2 ttl=253 time=9.8
3 ms

64 bytes from uv-in-f139.1e100.net (142.251.29.139): icmp_seq=3 ttl=253 time=9.7
1 ms

--- google.com ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 9.708/9.770/9.825/0.048 ms
root@debian-client:~#
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C:\Users\Administrator>ping 172.16.1.1

O6men
oTEeT
oTEeT
oTEeT
otEeT

nakeTamu ¢ 172.16.1.1 no C 32 6aliTamu AaHHHX:
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oT 172.16.1.1: “MCno 6aiiT=32 Bpemacimc TTL-128
oT 172.16.1.1: wMCro Gair

©OT 172.16.1.1: 4MCrO 6aWT=32 BpemA=1nC

CratucTuka Ping anA 172.16.1.1:
NakeTos: OTNpaBNEHo = 4, NONY4eHO = 4, MOTEPAHO = 6
(6% notepe)
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MunMmansHoe = BMCeK, MakcumansHoe = 1 Mcek, Cpeaee = © mcek

O6men
oTEeT
oTEeT
oTEeT
otEeT

:\Users\Adninistrator>ping 8.8.8.8

nakeTamu ¢ 8.8.8.8 N0 C 32 GaliTamn AaHHHX

ot aMcno Gair TTL=254
ot : wMcno Gair TTL=254
ot sMcno Gair TTL=254
ot sMcno Gai TTL=254

CratucTuka Ping ann 8.8.8.8:
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pMEAMIUTENLHOE BPEMA NpUEMa-Nepenasm & Mc:
MunMmansHoe = 6MceK, MakcumansHoe = 9 Mcek, Cpeamee = 7 mcek

O6men
oTEeT
oTEeT
oTEeT
otEeT

Users\Administrator>ping google.com

naxetamu C google.com [142.251.20.160] C 32 GaWTamu MaHHuX:
OT 142.251.20.100: 4MCHO 6aiT=32 BpemA=6MC
OT 142.251.20.100: 4MCnO 6aiiT=32 BpemA=8MC
OT 142.251.20.100: 4MCnO 6aiiT=32 BpemA=6MC
OT 142.251.20.100: “MCnO 6aiiT=32 BpemA=6MC

CraTucTuka Ping ana 142.251.29.160:
NakeTos: OTNpaBneHo = 4, NONy4eHO = 4, MOTEpAHO = 6
(6% notepe)

pMEAMIUTENLHOE BPEMA NpUEMa-Nepenasm & Mc:
MunMmansHoe = 6MCEK, MaKcumansHoe = 8 MCeK, Cpeaee = 6 mcek
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debian@debian-client: ~ Qfl = [

root@debian-client:~# traceroute -n 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 172.16.2.1 0.846 ms 0.495 ms 0.448 ms

2 172.16.1.1 1.659 ms 1.333 ms 1.087 ms

3 10.0.2.2 1.575ms 2.220 ms 2.413 ms

4 10.0.2.2 2.866 ms 2.607 ms 2.859 ms
root@debian-client:~#




image30.png
File Edit Vew Tools Debug Add-ons Help

0@ B«

\Users\adm

\Users\adm

Completed

[
fmy
]
L3

B Xx» 9

Disk Management

File Action View Help

e mEm XD LE3E0

Volume [Loyout [ Type | FileSystem

[ status

- Smple  Basic  NTS
= (DiskOpariion3) Simple  Basic

= BirminghamFiles .. Simple  Basic  NTFS
=SysemReseved  Smple  Basic  NTFS
L VBox_GAs 7.24 (D) Simple Basic CDFS

Healthy (B,
Healthy (R
Healthy (8,
Healthy (5.
Healthy (P,

= Disk 0

Basic
50,00 GB
Online

©
4917 GB NTFs

System Reserved
100 MB NTFS
Healthy (System, Acti

Heslthy (Boot, Page File, Crash Dump, Primary Parito

Healthy (Recovery Partition)

= Disk 1

BirminghamFiles (E)
29868 9,98 GB NTFS
Online Heslthy (Basic Data Partition)

W Unallocsted I Primary partiton

~ | [Refresn

Member
ccount

fasswordRepic
InControlerac
raPolicySubje

ership
sthember

Group

e

inser] [ oy





image31.png
B Administrator: Windows PowerShellISE
Ele Edit View Tools
ted

Debug  Add-ons Help

B Xx|9C

Boolm
Seript

PS C:\Users\Administrator> icacls E:\BirminghanFiles
E:\BirminghanFiles BUILTIN\Administrators: (F)

BUILTIN\Users: (1) (CD) (R)

RENUGA\Domarin Users: (OI) (CT) (F)

BUILTIN\Administrators : (1) (OI) (CI) (F)

NT_AUTHORTTY\SYSTEM: (1) (OT) (C) (F)

CREATOR OWNER: (1) (OT) (CT) (10) ()

BUILTIN\Users : (1) (0T) (CT) (RX)

BUILTIN\Users : (T) (CI) (AD)

BUILTIN\Users : (T) (CI) (WD)

Successfully processed 1 files; Failed processing 0 Files

PS C:\Users\Administrator>

- o x
Commands X

Modues: | Al ~ | [Refresn
Name:

)

~Add-ADCentralAccessPolicyMember
‘Add-ADComputerSenviceAccount
‘Add-ADDomainControllerPasswordRepic
‘Adg-ADDSReadOnlyDomainControllerAc
~Add-ADFineGrainedPasswordPolicySubje
‘Add-ADGroupMember
‘Adg-ADPrincipalGroupMembership
‘AcG-ADResourcePropertyLstiember
‘Add-AppyClentConnectionGroup
Aco-AppiClentpackage
‘Add-AppyPublisningServer
Add-AppiPackage
 Add-AppxProvisionedPackage
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debian@debian-client: ~ Qfl = [

root@debian-client:~# ls -la /mnt/BirminghamFiles/

total 5

drwxr-xr-x 2 root root 0 Apr 26 18:18 .

drwxr-xr-x 4 root root 4096 Apr 26 18:15 ..

-ruxr-xr-x 1 root root 24 Apr 26 18:15 test-debian.txt

-rwxr-xr-x 1 root root 7 Apr 26 18:18 test-windows.txt

root@debian-client:~# mount | grep BirminghamFiles

//172.16.1.1/BirminghamFiles on /mnt/BirminghamFiles type cifs (rw,relatime,vers
=3.0, cache=strict,upcall target=app,username=r.jayakunar,donain=renuga, uid=o,nof
orceuid, gid=6,noforcegid,addr=172.16.1.1, file mode=0755,dir_mode=0755,soft,nouni
x,serverino,mapposix, reparse=nfs, rsiz 194304, wsize=4194304,bsize=1048576, retra
ns=1,echo_interval=60,actimeo=1,closetimeo=1)

root@debian-client:~# [
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Microsoft Windows [Version 16.6.19045.3803] B
() Kopnopauws MaiikpocodT (Microsoft Corporation). Bce npasa 3aumuess

C:\Users\Administrator>dir Z:
Tom & ycTpocTse Z umeeT meTKy BirminghamFiles
CepuitHtiit Homep Toma: AC6D-A993

Conepmoe nankw Z:\

26.04.2026 23:18  <DIR>

26.04.2626 23:15 24 test-debian.txt

26.04.2626 23:18 7 test-windows. txt
2 gainos T

1 nanok 10 680 664 64 GaWT CEO6OAHO

C:\Users\Administrator>
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‘ommand Prompt

iicrosoft Windows [Version 16..20348.4405]
(c) Microsoft Corporation. All rights reserved

C: \Users\Administratorsdir C:\inetpub\webs.renuga.acca

Volume in drive C has no label
Volume Serial Number is D89E-BeD7

Directory

04/26/2026
04/26/2026
04/26/2026

of C:\inetpub\webs.renuga.acca

8
8
s

35 PM <DIR>

14 PH  <DIR> .

e 34 index. html
1 File(s) 34 bytes

2 Dir(s)  35,994,386,432 bytes free

C: \Users\Administrator>
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iicrosoft Windows [Version 16..20348.4405]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administratorsnetsh http show sslcert | findstr 8443
1P:port : 6.0.0.0:8443

P
AC:\Users\Administrators.

Bttt At At
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PS C:\Users\Administrator> # RRAS status
Get-Service RemoteAccess | Format-List Name, Status

# Static route
route print -4 | findstr 172.16

# NAT rule
Get-NetNat

Name : RemoteAccess
Status : Runming

172.16. 255.255.255.0 on-Tink
172.16.1.1 255.255.255.255 on-Tink
172.16.1.255  255.255,255.255 on-Tink
172.16.2.0  255.255.255.0 172.16.1.10
224.0. 240.0.0.0 on-Tink
255.255.255.255  255.255.255.255 on-Tink
172.16.2.0  255.255.255.0 172.16.1.10

Name BirminghamNaT
ExternalIPInterfaceAddressPrefix
InternalIPInterfaceAddressPrefix : 172.16.1.0/24
TcmpQueryTimeout 30
TcpestablishedConnectionTimeout : 1800
TcpTransientConnectionTimeout 120

TcpFilteringBehavior AddressDependentFiltering
UdpFi TteringBehavior AddressDependentFiTtering
UdpIdleSessionTimeout 120

UdpInboundRefresh False

Store

I
b §

548.AM
ADds oo B
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PS C:\Users\Administrator> Install-WindowsFeature -Name RDS-Web-Access, RDS-Gateway, RDS-Connect!

Ada.
Add-ADGroupMemb

Add-ADPrincipalGroupMembership

Ada.
Success Restart Needed Exit Code Feature Result

E F t Add-Agp
Failed o Add-Appy
Add-Agp
acd.
PS C:\Users\Administrator> acd.
Acd.
acd.
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B Admiistrator: Windows PowerShell ISE

Debug  Add-ons
[SIP

mmands X

Users\Adwinistrator> # ICMP rule fr
netsh advFirenall firewall show rule name

# HTTP rule
netsh advFirewall firewall show rule name="

# ROP rule

netsh advFirewall firewall show rule name="RDP

Rule Name: Allow ICMPv4-In from London

Enable Yes
Direction: In
Profiles Domain, Private,Public

Grouping
Local1p: Any
RemotelP: 172.16.2.0/24
Protocol IHPv4
Type  Code
Ay Any
Edge traversal: No,
Action: Allow

Rule Name: Allow ICMPv4-In from London

Enabled: Yes
Direction: In

Profiles: Domain, Private,Public
Grouping

LocalIs Any
RemotelP: 172.16.2.0/24
Protocol: IHPv4
Type  Code
Ay Any
Edge traversal: No,
Action: Allow
ok.

Rule Name: HrTP

Enable Yes
Direction: In

Profiles: Domain, Private,Public

Grouping

LocalIs Any.

RemotelP: Any.

Protocol: P DnsConfiguration
LocalPort: 80 °
RemotePor- Any.

Edge traversal: No,

Action: Allow





image3.png
s Powers
Debu

Recycle Bin a »

mmands X

Enable Yes
Direction: In

Profiles Domain, Private,Public
Grouping

LocalIs Any.

RemotelP: Any.

Protocol P

LocalPort 80

RemotePort : Any.

Edge traversal: No,

Action: Allow

ok.

Rule Name:

Enable Yes
Direction: In

Profiles Domain, Private,Public
Grouping

Local1p: Any.

RemotelP: Any.

Protocol P

LocalPort 3389

RemotePort : Any’

Edge traversal: No,

Action: Allow

Rule Name: ROP.

Enabled: Yes
Direction: In

Profiles Domain, Private,Public
Grouping

LocalIs Any.

RemotelP: Any.

Protocol: P

LocalPort 3389

RemotePor- Any’

Edge traversal: No,

Action: Allow

ok.

Users\Administrator>
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ront@l-cd:"# ping -c 2 172.16.1.
PING 172.16.1.1 (172.16.1.1) 56(B4) bytes of data
54 bytes from 172.16.1.1: icmp_seq=1 tt1=128 time=0.635 ms
64 bytes from 172.16.1.1: icmp_seq

- 172.16.1.1 ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1063ms
rtt min/avg/max/mdey = 0.695/0.781/0.868/0.086 ms
rootel-cd:“# ping -c 2 8.8.8.6

PING 6.8.8.8 (8.8.8.8) 56(84) butes of data

64 bytes from 8.8.8.8: icmp_sen=1 tt1=254 time=5.75 ms

64 bytes from 8.8.8.8: icmp_sen=2 tt1=254 time=5.21 ms

- B.8.8.8 ping statistics ---
2 packets transmitted, 2 received, 8% packet loss, time 1084ms
rtt min/avg/max/miey = 5.206/5.477/5.749/0.271 ms

root@l-cd:“# ping -c 2 google.com

PING google.com (142.250.129.102) 56(84) butes of data

64 bytes from lclhrb-in-f162.1e100.net (142.250.129.102): icmp_set
64 bytes from lclhrb-in-f162.1e106.net (142.250.129.102): icmp_sers=:

- google.con ping statistics ---

2 packets transmitted, 2 received, 8% packet loss, time 562ims
rtt min/avg/max/mdey = 8.821/8.946/9.072/0.125 ms
root@l-cd:“#
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Administr

(c) Microsoft Corporation. All rights

c: \uindows\system32>ipconfig /all
indows TP Configuration

Host Name .
Primary Dns Suffix’
Node Type . . .

Ip Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.

Microsoft Windows [Version 16.0.19045.

3803]
reserved.

DESKTOP-RISVFCE

Intel(R) PRO/1066 MT Desktop Adapter
08-06-27-12-82-A1

No

Yes

Fego: :880d: 1fe3:8F8b:
172.16.1.50(Preferred)

255.255.255.6

172.16.1.1

101187623
06-01-00-01-31-7E-C7-46-68-60-27-12-82-A1
8.8.8.8

Enabled

4c1%7 (Preferred)
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Administrator: Command Prompt

c: \uindows\system32>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:
Reply from 172.16.1.1: bytes=32 time-ims
Reply from 172.16.1.1: bytes=32 time-ims
Reply from 172.16.1.1: bytes=32 time-ims
Reply from 172.16.1.1: bytes=32 time<ims

ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ims, Average = 6ms

C: \uindows\system32>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=6ms TTL=254
Reply from 8.8.8.8: bytes=32 time=sms 54
Reply from 8.8.8.8: bytes=32 time=6ms 54
Reply from 8.8.8.8: bytes=32 time=sms 54

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Sms, Maximum - 6ms, Average = 5ms

C: \uindows\system32>ping google.com

Pinging google.com [142.256.120.161] with 32 bytes of data:

Reply from 142.250. : bytes-32 TTL-254
Reply from 142.250. bytes-32 TTL-254
Reply from 142.250. bytes-32 TTL-254
Reply from 142.250. bytes-32 TTL-254.

ping statistics for 142.256.129.101:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = Sms, Maximum - 6ms, Average = 5ms

C: \uindows\system32>_





