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Introduction 

This project involved designing and implementing a virtualised network environment for a company operating in two locations, Birmingham and London. The network was built using a hypervisor and multiple virtual machines, including Windows Server, Windows clients and Debian systems. The main aim was to configure core network services such as routing, domain services, DHCP, VPN, file sharing, IIS and remote access. During the implementation, there had been some issues encountered with network connectivity and incorrect configurations. This required troubleshooting and different settings had to be made and changed.



1. Routing:
The first task was to configure the routing between the networks on Windows and Debian virtual machines. I then installed the Routing and remote access service on the windows server. I have done this using server manager, by adding the role and enabling the route. After the installation I proceeded to configure RRAS to allow for LAN routing. I then proceeded by adjusting firewall rules to allow ICMP traffic, this is essential for ping testing. This was an important step because if the ICMP was disabled this would have resulted in fails in connectivity testing, even if routing is done correctly. Next, I moved on to the London side. I configured routing by using and Debian system which enables IP forwarding. These processes needed the editing of the files to ensure that the system can route the traffic between these interfaces. During this stage I have made an error which caused some issues with the network configuration. The internal networks name where different from the one on the other virtual machines and therefore prevented the communication within the network. I have some time till I’ve spotted the issue and resolved. My solution and correct fix were to reconfigure both systems to be on the same internal network and use the same name. This successfully resolved my issues and then I moved on to the next task [1].
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TS 1- Starting Remote Access Management 
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TS 2 Firewall – inbound rules
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TS 3 -  NAT internet connection  




2. Domain Server (Birmingham)
My next step is to configure the domain controller (B-DC) , I did this this using the Active Directory Domain Services in Windows. I choose to create and name the new forest called “birmingham.acca”. After I changed the Windows server to a  domain controller, the DNS was configured automatically. The virtual machine was then restarted in order for the settings to be applied. DNS is an important step in this process. Records are created for the servers so they could be used by the hostname instead of using their Ips addresses. Reverse lookups zones are created in order for IP addresses to get back to the hostname, following the PTR records. This can benefit the network by improved management and troubleshooting. At this stage I have experienced some issues and errors such as “server not operational”, this was more likely because the domain services were not in full operation. I fixed by ensuring that the DNS and its services were configured correctly and were fully operational. The domain controller was the main focus because it’s essential for authentication and the management of users and devices. Also later tasks depend on the correct configuration and operation of those services [2] . 

[image: ]
TS 4 – DNS manager, Reverse Lookup Zones

3. Encrypted Connection between Birmingham and London

I choose to create a site to site VPN connection, which then I configured it etween the London and Birmingham networks. I did this by using routing and remote access on the Windows Server. A demand dial interface its also essential to ensure to establish the connections between the two networks. During working on this task I have encountered several errors. The main issue was that the VPN was failing to connect, because the IP address was configured wrongly and there was a network mismatch. One of the errors I got was “network connection interrupted”, this error meant that the Linux side was not correctly configured. The next issue was related to the network adapters, One of the adapters was not attached to the correct one, as on the other side of the network. This therefore prevented the connectivity within the network. I then proceeded to correct the adapter and ensure both sides used the same internal network, then I have seen some improvements in connectivity. I did not configure the VPN with advanced security settings, instead I opted for a basic connection which was established, this allowed for connectivity between the networks. This was influenced by the complexity of those settings and risking affecting the network parts which already worked [3].
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TS 5 Linux configuration 
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TS 6 IP configuration




4. Users
The accounts of the users were created in active directory for my domain “Birmingham.acca”. I have entered the users manually, instead of using automated PowerShell scripts due to experiencing issues and errors in the process. Each user I have created followed the required name and username from the excel spreadsheet and also using the same password provided. The usage of this demonstrates consistency and reflects common industry standards. In total there were eight students created across two folders a shown in the photos. This task is important because the users are required for effective authentication on the network. The users will be used to access shared resources on the network, logging on the network and accessing remote control. Therefor this has showed the domain control was functioning correctly.
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TS 7 users location 1
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TS 8 users location 2






5. Domain Membership
During this task, I had to join the virtual machines to the domain. This included the Debian and Linux machines in the network. This involved accessing and changing system settings, changing the name of the pcs and then joining the domain “birmingham.acca”. During this process I was required to enter the login details of the administrator in order to validate the request. I have used the same details as required per brief. After this step, the machines had to restart, so the changes could be applied. After the systems had successfully joined the network, they were able to authenticate using the domain accounts, confirming that the domain was working properly, this step has helped to ensure centralised management and access control in the network [4]. 
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TS 9 pinging Birmingham.acca
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TS 10 ping on Debian 






6. DHCP Server
When the DHCP server was configured on the Birmingham domain controller, I then proceeded to create a scope which will automatically assign the Ip address within the specific range (10-24). This will ensure that the client machines receive IP addresses dynamically instead of the use of a manual configuration. During the setup I have experienced some minor issues regarding incorrect Ip configuration and some validation errors. I had resolved this issues by making changes to the scope and ensuring the correct subnet and gateway were used. Once this was configured, the clients were able to automatically receive Ip addresses, confirming the proper use of DHCP functionality. This task has simplified the network management and reduced the risk of IP conflicts [5]. 
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TS 11 DHCP proof
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TS 12 DHCP proof
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TS 13 DHCP contents
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TS 14 DHCP server




7. Test and Troubleshoot
The next task was to test the connectivity between the two networks, this was done by using tools and commands such as ping to verify the connectivity in the network. At first I had some failed tests due to one network misconfiguration, this included wrong adapter settings and a mismatch of the internal network. Firewall settings also affected the connectivity of the network, that was particularly ICMP traffic, once this was enabled the ping tests were successful. Troubleshooting has a crucial role in completing this assignment, as multiple issues had to be identified and then resolved one by one. As seen in the time stamps the successful ping results confirmed that the network is connecting with the other Virtual machines and functions correctly. 
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TS 15 Successful ping test on windows
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TS 16 Test on windows
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TS 17 Debian test




8. Disk Drive
A second disk has been created, using Oracle Virtual Box and was added to the virtual machine. This required shutting down the virtual machines and adding the virtual hard disk. After the successful restart, the disk has been formatted in Disk Management and then assigned the letter “E”. Then I created folder called “BirminghamFiles and was shared. I then had to deal with the permissions so that the Domain users had full access and control. I managed to complete this task successfully and demonstrate file sharing within the network. This is also shown in the time stamps below.
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TS 18 Folder location 
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TS 19 Permissions settings 
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TS 20 Permissions 






9. IIS Server
The IIS server was installed on the Windows Servers using the server manager application on the system. Initially I had some confusion weather the server was installed because the server was disabled. I then enabled the server and then after the set-up, IIS was enabled and working. I then performed a test by accessing http://localhost , which displayed the default IIS page. This confirmed the server was operational. Therefore, a basic website was available as per the requirement as shown in the time stamps below. 
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TS 21 IIS server
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TS 22 Website 





















10. Remote Desktop Services 

The Remote Desktop services were enabled on the server trough the system settings. It then become active. I tried connecting to one of the virtual machines but failed numerous times, the network was unreachable as per errors showed. I was not able to identify the issues and troubleshoot the network. Therefore, this task was not successful, although I have included some images of what I managed to do and identify.
[image: ]
TS 23 Connection attempt 
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TS 24 Remote desktop enabled
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TS 25 Remote desktop settings 


Conclusion 
In conclusion, the project successfully demonstrated the setup and management of a virtual network environment. All required services were implemented at a functional level, including routing, domain services, DHCP, file sharing, web services and remote access. Although several issues were encountered, particularly with networking and configuration errors, these were resolved through troubleshooting and adjustments. Overall, the project provided practical experience in configuring enterprise-level services and highlighted the importance of correct planning and troubleshooting in network implementation.
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