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[bookmark: _Toc26445301]Introduction

The following report will advise what measures a company should implement when trying to ensure a secure network with a comprehensive security policy. This will include security measures implemented through basic procedures such as usernames and passwords and appropriate levels of access for employees. What software and hardware can be utilised to aid the security of the company’s network to protect their data and intellectual properties and what preventative measures can be put in place. The author will discuss Bring Your Own Device (BYOD) also known as Bring Your Own Tech (BYOT) and what benefits/advantages this brings to a company. They will recommend a software that can be implemented in line with BYOD/BYOT.	Comment by Carlene Campbell: A conclusion along with the Future work would be good.  The conclusion wraps up the overall key points from the entire report.It would be good to inter-relate your discussion to the case study. How will the MDM helps Coffe Capulus?a simplify diagram but to the point. Well done!Very brief introduction. a summarised background research information relating to the overall assignment could have been included.






















1. [bookmark: _Toc26445302]Network Security

All companies that have a network will be vulnerable to security threats but implementing simple security measures can assist in defending the network to such risks. The kind of threats to the network are varied but the bigger the network and the higher volume of users/devices the more vulnerable it can be. This is a major factor for companies as not only does it effect their intellectual property but also their data and reputation. [1]
Implementing several security measures can bolster your networks defences but it is vitally important that those security tools must be maintained and frequently tested. By doing this you prepare your security for potential scenarios that could pose a risk to the network and the company. Just as important is informing employees (users) of the security policies in place and what measures they can take to ensure they do not create vulnerabilities in the network.
Physical barriers to the company such as access keys to buildings are also a network security measure as this prevents anyone outside of the company gaining access to the building to attempt any attacks or data breaches.

2. [bookmark: _Toc26445303]Usernames & Passwords

One of the first and most simple lines of defence for your network is to assign accounts to users which are password protected. Each employee will be set an account username and a password. The user can also be granted different levels of access depending on their position and requirements. This is managed by different policies such as a password policy. The password policy would explain to the user of their responsibilities to maintain the password integrity.
The password will be made up of letters, numbers and special characters with a minimum of 12 characters in total. The password will expire every 8 weeks and the user will be locked out after the expiration date until they have created a new password. The user will be prompted every day in the 7 days leading to the expiration date. If a user is no longer employed, then their account can be deleted, and they will no longer have access to the network.
Managers should encourage employees to protect their passwords by not writing them down anywhere or sharing them with others. Be mindful of others watching when inputting their password and all users should sign the password policy stating they have read and understood it.

An example of a Password Policy can be seen below.



***PASSWORD POLICY***
Overview
This policy is intended to establish guidelines for effectively creating, maintaining, and protecting passwords at Coffee Capulus.
Scope
This policy shall apply to all employees, contractors, and affiliates of Coffee Capulus and shall govern acceptable password use on all systems that connect to Coffee Capulus network or access or store Coffee Capulus data.
Policy
1. All user and admin passwords must be at least [8] characters in length and must include a mixture of numbers, letters and special characters. Longer passwords and passphrases are strongly encouraged.
2. Passwords must be completely unique, and not used for any other system, application, or personal account.
3. Default passwords must be changed immediately after initial access is complete.
4. User passwords must be changed every 12 weeks. Previously used passwords may not be reused.

5. System-level passwords must be changed on a quarterly basis.


6. Passwords must not be shared with anyone (including co-workers and supervisors), and must not be revealed or sent electronically.
7. Passwords shall not be written down or physically stored anywhere in the office or at home.
8. When configuring password “hints,” do not hint at the format of your password (e.g., “DOB + middle name”)
9. User IDs and passwords must not be stored in an unencrypted format.	Comment by Carlene Campbell: Expand the scope of reference sources consulted to improve the quality of research based tasks.
Write abbreviations out in full on first use.
10. User IDs and passwords must not be scripted to enable automatic login.
11. “Remember Password” feature on websites and applications should not be used.
12. All mobile devices that connect to the company network must be secured with a password and/or biometric authentication and must be configured to lock after 3 minutes of inactivity.
Responsibility
It is the responsibility of the end user to ensure enforcement with the policies above.
If you believe your password may have been compromised, please immediately report the incident to the I.T. Security department and change the password. [2]	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

3. [bookmark: _Toc26445304]Firewall

Firewalls are a method of protecting your network from risks outside of your network that try to cause damage or loss for various purposes. Firewalls are mainly reactive and will act when it detects suspicious activity on the network. When viruses such as phishing emails, Trojan horses etc. try to invade the network the firewall will identify them and prevent them from corrupting the network or stealing data. [3]
Firewalls can be hardware, software or a combination of both that act as a barrier between networks or more commonly protect external threats to your internal and/or external network. The firewall requires configuration to decide what way it deal with the traffic on your network and how it inspects the data contained within each packet. The configuration will be set by the network administrator and will be in line with the relevant policy. [4]
There are a number of ways the firewall can conduct this process, such as, packet filtering, stateful inspection, application proxies and network address translation. Packet filtering is where the firewall will monitor the outgoing and incoming packets and will allow them to continue based on their where they have come from and where they are going. The firewall will determine this by checking the Internet Protocol (IP) addresses, protocols and ports of the source and destination. [5]
Stateful inspection allows the firewall to not only analyse where the packets originate from and their destination but what data is held within the packet itself. This method is better than packet filtering as it adds an additional level of security when deciding if the packets can travel within the network. There can be a deal with this method however the firewall software is designed to reduce this delay to the absolute minimum to prevent any noticeable change. [4]
Network Address Translation takes one step further by allowing the network not to have to register IP addresses and gives a flexibility of how the internal IP addressing structure is managed. When translating the IP addresses of traffic travelling through the firewall the translation disguises the identity of the devices on your network and protects the network from intruders/hackers. 
Application Proxy is another common method used, it sits between the network and the packet source network. It intercepts each packet and inspects it. When the packet has been inspected the proxy interacts with the destination server on behalf of the packet and then replies to the source. This means that the source and destination network never actually interact with each other directly. However this is the slowest of all methods stated. [4]
Firewalls will log network traffic and send alerts to the administrators telling them of suspected attacks or suspicious activity. Given this, it is imperative that someone is able to efficiently read and properly understand such logs in order that it can be interpreted correctly and learnt from. [4]

4. [bookmark: _Toc26445305]Intrusion Prevention systems

An Intrusion Prevention System (IPS) is a form of security for your network that actively looks to prevent identified threats. They work by continuously monitoring your network and looking for anything that seems suspicions such as malware. The information relating to the threat is captured and shared with the administrators. The IPS will also take preventative measures by setting up firewalls and preventing access and future attacks. IPS is an essential part of network security as they monitor intrusion data and prevent them from developing.

The IPS inspects each packet that tries to penetrate the network and takes immediate action if it is seen as malicious. It blocks the IP address from the network and ends the session. It then updates the firewall to recognise any further attacks automatically. If there are any parts of the network that have been affected then it will search for that content and remove it.
The IPS is configured in a number of ways, it can be predefined by using already well known threats, this enables the IPS to recognise these attacks and take the necessary action when they are detected.
It can also be set to monitor for anomaly based behaviour, this will allow the IPS to react to any anomaly that occurs within the network and block their access.
For a company network it is essential that the IPS is also given a policy based approach in relation to its networks infrastructure. This allows the administrators to prevent additional activity on the network such as blocking particular actions or websites accessed by the employee. If there is a breach in the policy then the IPS prevents this and notifies the administrators. This allows for comprehensive control of the network and education of employees. 
There is also Intrusion Detection systems which do not block threats but observe the network for threats and alert the administrator when a potential attack is detected allowing them to take necessary action.
Implementing IPS and IDS on a company network is instrumental in preventing modern day network exploits and essential in the protection of the company’s intellectual property. [6]

5. [bookmark: _Toc26445306]Data Protection Solution

Data is one of if not the most important part of a company’s business because if it is lost then it could prevent the company from functioning effectively and cause prosecution of the company and significant financial loss. Data prevention solution is ensuring the necessary data is backed up in the case of a malicious attack and/or a natural disaster. This allows the company to still function effectively even in the event of a disaster. [7]
Implementing data protection solution software allows your company to securely backup data from a host device to a destination device. It does this by having the software installed on all necessary devices. It then backs up the data to either an in house and/or remote storage location. Having a remote storage location in addition to an in house storage gives an extra layer of protection for your data. 
The software will encrypt data in transition giving security from potential attacks. It will also verify the data that is received at the storage location in case there was a data breach in transit. The software provides the company an efficient process of managing the way data is stored, backed up and maintained whilst reporting any failures in the process. [8]


6. [bookmark: _Toc26445307]Penetration Testing

Penetration testing also known as a Pen Test is where trained professionals, either internal or external, simulate an attack on your network by actively looking for vulnerabilities in your network. This is done to identify areas in the network that need improvement to secure and teach your firewalls and IPS software to detect these threats in the future. 
The pen test will examine what vulnerability was exploited, what data was accessed and how long the attacker had access to the network before being detected. Conducting regular penetration testing will keep your security measures up to date with new and developing threats and identify vulnerabilities in the network. 

7. [bookmark: _Toc26445308]Employees

It is imperative that employees are kept up to date with the most current security policies in place for your network. All employees should be made to read and sign that they understand the policies and will abide by them. Supervisors should ensure that they implement and advertise the policies put in place by the network administrators to reinforce the importance of network security. Policies should be restricted to private company use only and should not be shared with anyone outside of the company.

8. [bookmark: _Toc26445309]BYOD/BYOT

Bring Your Own Device (BYOD) or Bring Your Own Tech (BYOT) is a system whereby employees are invited to utilise their own devices for their work as well as their own personal use. This has advantages for a company but also brings with it some disadvantages such as security risks and a wide range of differing devices. 
[bookmark: _Toc26445310]8.1 Advantages 

Employees feel more comfortable with a device of their own choice as they will know the functionality of the device and have a good working knowledge of its capabilities. This will inevitably increase productivity as employees won’t have to learn the functions of a new device and/or make mistakes by using functions in the wrong manner due to the constant swapping of devices from personal to work. 
It allows employees to use their device anywhere as they would be connected to the network wirelessly and not only during working hours but also private use times too. 
It also brings a financial benefit as the company does not then have to pay for brand new devices and contracts to be used by employees specifically for work. By using BYOD the company can choose to contribute towards the use of the personal device rather than a separate contract/device. If the company were to pay for their own devices then they would also need to be updated regularly to maintain security and efficiency which also brings a financial cost. 
It attracts more potential employees to the company as using a personal device for work benefits those who wish to work flexible hours and away from their place of work. Again this ensures employees have higher morale and encourages higher efficiency. [9]

[bookmark: _Toc26445311]8.2 Disadvantages

Security is one of the obvious disadvantages to BYOD because employees will have access to sensitive company information on their own personal device. Because the company does not own the device then it cannot dictate what websites are accessed and how the device will be used. It is difficult to ensure that all devices are protected from threats such as malware etc. 
Because of the large number of devices and the differing devices that would be used by the employees it may result in the company needing extra I.T. staff  to manage the devices and/or additional training for I.T. staff so they are sufficiently trained to be able to manage a wide variety of devices.
Another issue would be scalability, the company may not have the resources required to deal with the amount of traffic on the network due to the high number of devices being used. This may also cause a financial implication to the company. [10]

8.3 [bookmark: _Toc26445312]BYOD Yes or No?

Whether BYOD is the right choice depends on the company and what they wish to achieve by implementing BYOD and weighing up the advantages and disadvantages for them. What would be required to combat some of the risks would be a clear BOYD policy for employees which emphasises and defines the security policies, an I.T.T department able to effectively cope with the amount of devices and the varying devices used by the employees and a network able to handle the amount of traffic generated by the devices using it. [10]
Below is a data flow diagram which simplifies the process of the MDM and how it works with devices using the network.
[image: ] [11]	Comment by Carlene Campbell: 


8.4 [bookmark: _Toc26445313]Mobile Device Management Software	Comment by Carlene Campbell: 


Mobile Device Management (MDM) software is designed to assist your company monitor the use of devices, mobile apps and data used by your employees’ personal device. It aids the network administrators in maintain the security of the network. It does this by monitoring and managing the traffic from those devices across the network. [12]
To implement an MDM there must be 2 components, a server component which sends policies to the users and is managed and configured by the I.T. department and a client component. The client component is installed on the users’ device and receives and implements the configuration/commands from the server component. Modern day software can detect new devices on the network and can manage them over the air. [13]
The current top 8 MDM software services according to pcmag.com [14]on the market today are as below; 
[image: ] [14]

As can be seen the top 2 choices are SOTI MobiControl and VMware AirWatch. However it is dependent on what the company requires and what is financially viable for them. The recommended MDM in this case would be VMware AirWatch as they are currently the market leader in this area. The software offers a variety of customer needs and is visually pleasing with a customizable user interface as can be seen below. 

[image: ] [14]

[image: ] [14]

[image: ] [14]

In summary VMware AirWatch offers a comprehensive MDM software at a competitive price and gives the administrators the ability to track and manage the devices using the network.



9. [bookmark: _Toc26445314]Future Work	Comment by Carlene Campbell: 
	Comment by Carlene Campbell: 

For future work the author would like to develop a full network and configure the security measures mentioned in the report. They would then conduct pen tests to develop the network and use the results to assess what software would best benefit the company. Complete a fully comprehensive collection of security policies for a company network. They would like to expand their knowledge around the practical application of the subjects spoken about during the report also.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]The referencing convention used but the report lacks credible sources such a peer review articles.  Only websites sources used.  A number of areas within the report could utilised more referencing citation. (Grade mark: 40.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]6

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Based on comments above, using peer review articles to aid your discussion would demonstrate good understanding. The basic concepts of subject area were explained. (Grade mark: 43.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]6.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The report was more generic.  It would be good to inter-relate your explanations to the case study and your design.  How the areas explained would assist/help Coffee Capulus?  See further comments within the report. Written security policy and DFD done. (Grade mark: 55.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A working packet tracer diagram.  It would be good to have some annotation or brief explanation about it. Relevant security measures implemented. Firewall to the Internet was considered. (Grade mark: 65.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]13

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]The report could do with formatting and justification.  Spell out all acronyms first time used. (Grade mark: 45.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]52%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




Page 15 of 15

image1.png
Internet_Access BYOD_Access

Domain Users




image2.png
soTl VMware
MobiControl AirWatch
rodue
SOTI sy
Lovest e
Editors’ Rating. © 2
Yes, Al Yes, All
Locate Phone. Platforms Platforms
Supported Supported
Windows Phone 10 v v
Android App. v v
05 App. v v
BlackBerry Version v —
Repsston v v
Remote Lock v v
Remote Wipe v v
comgsseae P
oy - v
(S50 o R v v
Geofencing v v
Knox Support v v

Citrix XenMobile

cmx
XenMobile

Yes, All
Platforms
Supported

v

v
v
v
v
v
v
v

ANERNERN

1BM Maa$360

Yes, All
Platforms
Supported

v

v
v
v
v
v
v
v
v
v
v
v

ManageEngine
Mobile Device
Manager Plus

ManageEngire

000

Yes, All Platforms

Supported

<

AN N N N N N U N NN

Intune

W Microsoft Intune.

00000

Yes, Buti0S
Only

v
v

I N N N N

AANERN

AppTec360
Enterprise

Mobility
Management

@ /PTECEo

[T T ele}

Yes, All Platforms

Supported

v

AN N N N NN

ANERNERN

Baramundi
Management
Suite

@ baramundi

00000

Not Supported

CLC«




image3.png
AirtWatch Hub
Devices

Starus Breakdown

Placform Breakdown

Enrollment History

remvey 3

Compliance




image4.png
Device

Enrollment Instructions





image5.png
TestoRve

List View

AIRepoTs | by pepor

] 1 @





