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i. [bookmark: _Toc7611894]Project Proposal

ii. [bookmark: _Toc7611895]Abstract
The aim of this study is to answer the following research question: Does wearing a body cam create a safer environment? Whilst researching data for the literature review, it was found that controlled trials done by public officials suggested that body worn cameras decrease violent acts from 10 to 65 percent depending on the state and the act. The violent act who’s decline was most significant was injuries during police arrests. The literature review also found that there was a 50% reduction in police brutality. This allowed the conclusion that body worn cameras instigate good behavior.
After researching the controlled trials that had taken place, a body worn camera was built using a Raspberry Pi, a GMS module, a battery charger and a camera. This allowed the set up of another controlled trial to acquire primary knowledge on the subject. 8 candidates were chosen in this trial, 4 males and 4 females, 4 living in the United Kingdom and 4 living in Pakistan. Each candidate tested the prototype for 3 full normal working days, then underwent an interview done by the researcher of this thesis. The data acquired found that no acts of violence occurred whilst any of the candidates were testing the hypothesis. The strangers who did not want to be filmed either turned their head so not to be seen, walked faster to avoid being filmed, or both. It was concluded that body worn cameras create a safer environment not only for the public but also for public officials. This is most likely due to the fact that humans do not want others seeing them commit sins, they want to avoid issues with law enforcement and as such should be used more frequently not only by the police but also by individuals. 







1. [bookmark: _Toc7611896]Introduction 
This study is based on the security of more vulnerable human beings in an era where violence is increasingly in the public consciousness. In this day and age, it is very common to see Closed Circuit Television (CCTV) cameras in most public locations, and even for police officers to use body-worn cameras (or body cams for short) for not only their protection, but also for the protection of the civilians around them. This observation suggested the following research question which will be addressed in the research section of this thesis; Can body cameras worn by the public create a safer environment? This theory will be analyzed by building and testing a body camera which, when turned on, streams all the video footage it records to a computer. A variety of subjects will then be chosen to test this apparatus, having each test subject experience it for 3 days. Upon the time period’s completion, each of the test subjects will be asked to complete not only a questionnaire, but to also undergo an interview. This extensive questioning will be used to ensure that the data collected is correlated.
As the human species can be quite private, many may complain that one should not be allowed to record every person one sees. This concern will be addressed by ensuring that a user does not have access to the footage acquired by the body-worn camera. The footage acquired by said apparatus may only be accessible by court order as well as the consensus of either the owner of the body cam or a family member, in case the owner is not able to give permission themselves. As teenagers are the some of the most targeted age groups when it comes to fashion, fashion will be used to ensure that children and teenagers will want to wear one, by personalizing the body cams to fit each individual.
The duration of this dissertation will document the already existing studies on this subject. These studies will then be analyzed and evaluated, and the conclusion as to whether or not body cams create a safer environment for the public will be discussed.
[bookmark: _Toc7611897]
2. Research and review of literature
[bookmark: _Toc7611898]2.1. The effects of police body worn cameras
Over the years, the effectiveness of police body-worn cameras has been tested by randomized control trials done by different departments. These controlled trials generally involve the investigation of body worn cameras on police brutality, complaints on police officers, use of force reports, and cost effectiveness for the department. A wide variety of reports and papers suggest that police body-worn cameras create “better evidence documentation and increased accountability and transparency” [1] for the department.
In 2014, a paper was published investigating police body-worn cameras, and what effects these had on police brutality and on citizens’ complaints against the police. The investigation took place over the span of 12 months and consisted of a randomized control trial on the body-worn cameras. The paper summarized that “the number of complaints filed against officers dropped from 0.7 complaints per 1,000 contacts to 0.07 per 1,000 contacts” [2].
This same paper was referenced in a 2015 paper submitted by a student as part of his Master’s degree in Applied Criminology and Police Management investigating police body-worn cameras and the effects they have on police brutality during arrests. This paper states that throughout its six month trial, body-worn cameras contributed to a 50% reduction in police brutality as well as a 65% reduction in recorded injuries in arrests. However, it also contributed in a general increase in recorded injuries on the officers doing the arresting.
 In 2017, the Las Vegas Metropolitan Department published a study involving more than 400 police officers. This study found that the police officers wearing the body-worn cameras generated a fewer number of complaints against officers, as well as use of force reports. Furthermore, the study stated that “savings from reduced complaints against officers, and the reduced time required to resolve such complaints, resulted in substantial cost savings for the police department” [3].
However, in 2017, The New York Times published an article on a randomized test carried out on 2,000 Washington D.C. officers regarding the investigation of police brutality, complaints on police officers, use of force reports, and cost effectiveness for the department. This study suggests that “the effects were too small to be statistically significant” [4].
After analyzing various different randomized controlled trials on police body worn cameras, the evidence suggests that these cameras do indeed create a safer environment for the public. However, as there are no public controlled trials that have taken place in Pakistan, it can be said that the data on the effects of body cameras used by the public is very limited. As such, a prototype will be built and given to a variety of different people over the span of four weeks for them to test. After testing, each subject will complete a questionnaire and will be interviewed. 

[bookmark: _Toc7611899]2.2. Products 
[bookmark: _Toc7611900]2.2.1. WCCTV Body Worn Camera
WCCTV is British company created in 2003 that manufactures became the first manufacturer of live-streaming body worn cameras live-streaming body worn cameras. This is another system developed only for professionals. The website states that “The Company’s multi-award-winning body worn cameras are proven to reduce conflict, improve personal safety and help secure criminal prosecutions by providing encrypted and tamper-proof video and audio evidence.”[5]

[bookmark: _Toc7611901]
2.2.2. Zepcam
Zepcam is a Dutch company created in 2009 which manufactures live-streaming body worn cameras. This system is currently used by the different police departments around Europe and Asia and is not available to the public. “The system is developed for professionals in public safety, specials operations and industry”[6]. As the website suggests, this device was not creative for the public, but rather for experienced professionals working to help the public.


[bookmark: _Toc7611902]2.2.3. Pinnacle Response
Pinnacle Response is an American company established in 2007 which manufacture live-streaming body worn cameras. This system is used in police departments and private security sectors in more than 40 countries around the world. On the 11th of June 2018, Pinnacle Response began selling live-streaming body worn cameras to the public.
[bookmark: _Toc7611903]

2.3. Policies
Police body worn cameras operate under a variety of different policies. These are the Data Protection Act 1998, The European Convention on Human Rights, the Criminal Procedure and Investigations Act 1996, the Freedom of Information Act 2000, the Regulation of Investigatory Powers Act 2000, the Protection of Freedoms Act 2012 and the Surveillance Camera Code of Practice, and finally, the Police and Criminal Evidence Act 1984.
These policies ensure the security of all processed data, and state weather this data can be used in legal circumstances.

[bookmark: _Toc7611904]
3. Research Methodology
[bookmark: _Toc7611905]3.1. Introduction
	In order to generate a solution to test out weather body worn cameras do indeed influence the public, the perfect research methodology had to be chosen. It was decided that a survey-based review would have the best range of data to be collected, as the data would not only be collected in the United Kingdom, but also in the Pakistani city of Islamabad, thus, a wireless footage streaming camera prototype was built. This prototype allowed a total of 8 people to test it, 4 of them being UK citizens, and 4 being Pakistani citizens. It was decided to test out this thesis in two different countries to ensure that the data collected was not specific to the country but to the person, as this is a social experiment whose main focus is human emotions. A detailed questionnaire was written and each of the prototype’s testers were interviewed to ensure that the answers’ emotions would also play a part in the social experiment. 
	The advantages of using this research methodology dwell on the simplicity of the methodology. Surveys allow for broad questioning, for example, one could ask 100 questions to ensure all the data needing collection is collected. Surveys are also difficult to create errors for when doing a one-to-one interview with the candidates, it gives the interviewer a chance to minimize error both whilst they originally write the survey, and whilst they are conducting the interview. Additional questions may come to mind, possibly candidate-oriented questions. However, there are also some disadvantages to using questionnaires as a way of retrieving research. For one, there is no assurance of the candidate’s ability to provide accurate answers, for personal reasons or social reasons, a candidate may choose to spin their answer in order to feel more comfortable. There is also a possibility that the candidate will not answer all the questions, however, this is highly unlikely if the candidate is being interviewed with a survey. It is also quite difficult to obtain effective results without allowing a large number of candidates to complete the interview. One might end up interviewing a bias group of people for example. If a multiple-choice questionnaire being used, there is also a possibility that answers for specific view points will be missing, however, allowing candidates to answer questions in any manner they see fit allows for more profound questioning. 

[bookmark: _Toc7611906]3.2. Survey and Interviews
	As this survey’s aim is to evaluate the average findings of what emotions are released in the presence of body cameras worn by the public, the evaluation of the surveys will be in percentages. For example, what percentage of the candidates were content whilst wearing a body worn camera in the presence of a police officer, etc. When choosing methods of statistical analysis, one must decide the timeline, the sampling procedure, etc. This project’s survey was chosen to be a cross-sectional survey as there was no need for it to be time-related. The sampling procedure chosen was simple random sampling. This because systematic sampling usually allows for bias research due to the fact that the candidates chosen to fill the questionnaires are suspect to a specific mindset. To get as accurate a reading as possible, different age groups and different sexes were chosen as the candidates.

	The objective of this survey was to not only find out the emotions of different age groups when presented body worn cameras, but also to see who profits most from using these devices, is it the public, those who protect the public, or does it help no one.
	The objectives of the survey were based on the SMART methodology. As such, the questions needed to be specific, measurable, attainable, relevant, and timely. As the project initially targeted the more vulnerable members of the human society and their security, most of the candidates chosen were part of that social class. However, it was later decided that as the research was based also on how humans react to other humans wearing body worn cameras, 2 candidates were chosen to test the prototype outside of the chosen social class. See Image 1 in the appendix for a copy of the survey given to each of the candidates. The questionnaire was divided into three sections. The first of which had to do with the sense of security the candidates were feeling whilst wearing the body camera.
· Did you ever feel scared whilst wearing the prototype?
· Did you feel uncomfortable at any point because of the apparatus?
The next set of questions focuses on weather the security was something the candidate felt, or weather the body camera really did create a safer environment for the wearer. So as such, the questions asked were to do with how others reacted to them being filmed.
· Did anyone notice the prototype you were wearing?
· Did anyone ask you about the apparatus?
· Did any law enforcement officers ask about the prototype?
· Did people mind they were being filmed? If so
· What reason did they give you for not wanting to be filmed?
· Did you have any confrontations about this prototype? If so
· Did you telling them that the footage was not going to be seen by anyone, not even you make the situation better?
Lastly, the last section of questions was a conclusion to do with the future use of the prototype and similar apparatus. This section focuses on their experience and whether it was a positive or a negative one.
· Would you want to keep using this prototype?
· Would you recommend this or a similar apparatus to anyone?
· Would you buy this for your future child as a preventive measure?
	The survey chosen to gain the primary knowledge needed to make an educated conclusion for this thesis was valid mainly due to three reasons. The questions were asked to three different cultural groups, meaning that the candidates chosen for the interviews ranged from people that lived in the United Kingdom their whole lives, people who lived in Pakistan their whole lives, and people who moved around the world. Each of these groups has their own views on the world and the different emotions were interpreted in different ways because of the varies cultural backgrounds. This gives the survey a supplementary set of data than that of a single group of individuals. Furthermore, this would be considered a valid survey is that the questions which were asked allowed individual candidates to give detailed, rather than yes and no, answers for each of the questions, which was only possible due to the face to face interview conducted. 
	The face to face interview gives the survey more reliability as there is more emotion which can be understood from a face than from a piece of paper. This also ensures the reliability of more truthful answers. As the candidates chosen for the survey are varied, the survey is generalizable. The survey can be used for different social, economic, and cultural groups. The data it acquires is as the calculations are in percentages, the same which can be said about the controlled trials held on professionals. 

	As a result of prototyping the survey, the survey’s questions were modified numerous times to ensure the most data could be collected. The changes to the questionnaire are drastic. The survey started out in a test format, to ensure more information. However, it was later suspected that allowing candidates to choose how much they could write would ultimately lead to them not writing enough. To analyze the results, the average percentage of each of the answers will be calculated, and a conclusion will be drawn based on the data collected.

[bookmark: _Toc7611907]3.3. Experiment
To answer the questionnaire, a prototype will be built and tested with 8 people, from 2 different countries. This prototype was chosen to show not only an understanding in Software Engineering but also the self-taught Electrical Engineering skills needed to complete the project.  

[bookmark: _Toc7611908]3.3.1. Hardware
	During the research for this project, many different single board computers were considered. However, the Raspberry Pi 3 Model B+ was the chosen module. This is due to the wide variety of perks it offers, to the processor’s speed, and due to its price. As there was a discount, the Pi became the cheaper option for the specifications needed. In order to connect to the internet, a GMS module was bought and connected to the Raspberry Pi via GPIO cables. A 5MP camera was bought and connected onto the raspberry pi, which was powered by a very slim rechargeable battery. 

[bookmark: _Toc7611909]3.3.2. Software
As a monetary buget for the project was around £100, a large part of the hardware planning followed the purchase of a Raspberry Pi 3 Model B+ which was on sale. Because of this, it was decided that the software to be used in the project would be Raspbian, a Linux-based operating system for Raspberry Pi devices. Along with Raspbian, the language chosen to program the device was Python. This is due to its simplicity. The simplicity of the python language made up for the complication of learning about single-board computers.

[bookmark: _Toc7611910]4. Design, Implementation, and Analysis
[bookmark: _Toc7611911]4.1. Design
	The design of the prototype changed considerably during the course of the project. This is due to the complexity of the hardware. Different pieces were tested, and mistakes were made when initially buying pieces for the prototype. As an unexperienced student, soldering equipment was not available to me and as such different pieces of hardware had to be returned for similar pieces with GPIO (general purpose input output) cables. There was also an issue regarding the size of the prototype, it needed to be about half of its size as testing it would involve individuals wearing the apparatus. The factors that ended up being most important were, size, durability, and efficiency.
[bookmark: _Toc7611912]4.2. Design methodology and Implementation
	As the initial plan for this project’s hardware was not as successful as one would have hoped, a spiral prototyping experience was made. This methodology starts by determining the objectives of the project, before entering the spiral. After these objectives are understood, the project moves into the spiral section which has three phases, develop, refine, and demonstrate. The project will cycle through each of the stages of the spiral until it is ready, it then leaves the spiral where the testing and implementation occurs. The choice of this process allowed the assurance that all the hardware changes worked well together. After the hardware was set up correctly, the pre-written software was uploaded to the microSD card used in the Raspberry Pi. As the software was written in the Python programming language, it was written meanwhile building the hardware for the prototype. As the software required the Raspberry Pi to record footage, and send the footage across a network, hard testing was only done after the hardware was completely finished.
As the building of the prototype was not the main part of the project, its implementation of said prototype was not treated as such. The prototype was built to work as well as possible given the circumstances, however, the project’s main purpose is finding the emotional reactions that people have to body worn cameras, and being filmed in general. As such, it was very important that the footage recorded could be saved and sent over the internet.
[bookmark: _Toc7611913]4.3. Analysis
When asked if they felt scared whilst wearing the prototype, 25% of the candidates said that they did feel slightly scared that people would notice it, but only when they first wore it. One of the candidates mentioned their emotions had to do with how Pakistani strangers would react to a foreign woman videotaping them without their consent. The candidate mentioned that the feeling soon went away once she started walking. When asked if strangers noticed the prototype they were wearing, 87.5% of the candidates said yes. However, when asked whether anyone inquired about said apparatus, 12.5% of the candidates that the strangers only noticed the prototype but never said anything. The one candidate who was asked mentioned that the only stranger who inquired about the apparatus was a young boy looking to be around 12 years of age. 
When asked if the candidates felt uncomfortable at any time wearing the apparatus, 75% of the candidates mentioned that they didn’t have any sense of discomfort wearing the prototype. It is important to mention was that the two candidates who did feel uncomfortable were the same to feel scared at the beginning. And just like the feeling of fright, the candidates noted that the feeling of discomfort went away quite quickly once they were in the middle of their day to day routine. The candidates were then asked whether any law enforcement officers asked about the prototype, 87.5% of which answered no. The one candidate who was asked about the prototype by a government official was one of the candidates testing the apparatus in the United Kingdom. As none of the candidates had any problems with confrontations due to public filing, the candidates were asked to interpret whether, in their opinion, strangers minded being filmed. 37.5% of the candidates replied that they did mind as many would turn their face, to try to stop their face from being on the camera, whilst others looked somewhat annoyed that they were being filmed without their permission.
When asked whether they would want to keep wearing it, 100% of the candidates mentioned that although they did feel safer after a few hours of wearing it, the device was deemed too heavy for day to day routines, and space-consuming. When asked whether the candidates would recommend this or a similar apparatus to anyone, a few candidates mentioned the recommendation for children, however 50% of the candidates answered no. Lastly, the candidates were asked weather they would buy this apparatus or a similar one for their future child as a preventive measure, the same 50% of the candidates that would recommend the product stated that they would also buy it for their future child. 
As initially, the project’s candidates were all meant to be British citizens, the expected results differed. The expected results were slightly more positive. The prototype was expected to create a sense of security for those wearing it, but 25% of the candidates that were chosen noted that the initial experience was quite the opposite. However, as those candidates ensured that the feeling soon went away when they noticed they were feeling scared for nothing. It was expected that more strangers would ask the candidates about the prototype they were wearing, however only 12.5% of the candidates experienced this. 
Whilst researching the literature and data for the tertiary knowledge needed to establish a conclusion for this thesis, it was found that having law enforcement officers wear body cameras decreases violence in different occasions, some of which are arrests, and complaints. Whilst conducting the experimental stage of this project, no violent outburst occurred. None of the candidates had any issues, in either of the two countries the device was tested. Even though some strangers preferred not to be filmed, the thoughts did not convert to negative emotions. As one is unable to find any data on randomized controlled trials for body cameras done in Pakistan, the effects of body cameras worn by the public in Pakistan are still somewhat unknown. 
Whilst interviewing the candidates who tested the prototype, the face to face notion was focusing on the candidates’ emotions. The interviews’ questions were the same as the surveys’.

[bookmark: _Toc7611914]5. Evaluation 
When reviewing not only the data from the literature review but also that of the prototype’s experiment, it is safe to assume that generally, the public ensures their best behavior when on screen. As numbers on police brutality, complaints against police, and even arrests decrease when officers are wearing body cameras, it is safe to assume that it is highly unlikely for someone to do something sinful when there will be hard evidence for committing said sin. The data acquired in the experimental phase of this project backs up the data in the literature review as there were no accounts of violent acts committed due to the body worn camera. Even in their discomfort, the strangers who did not want to be filmed did not cause any disagreements, they would rather leave the situation. 
The project’s objectives were split up into 2 different sections, the objectives for the prototype, and the objectives for acquiring the data. While planning the prototype, the objectives were focused on the simplicity of the device as well as the performance. The device had to send data virtually when the camera was connected, which was done successfully. The data’s objectives had to do with the survey and the candidates chosen for the experiment. The candidates had to be chosen from a wide variety of social groups, the questions asked to the individuals had to be SMART, and finally, the questions had to be answered in front of the researcher. All of these objectives were met. The aim of this thesis was to find out whether body cameras worn by the public create a safer environment. After reviewing all the collected data, it is safe to assume that body cameras do indeed create a more stable environment.
When predicting this project’s conclusion, it was assumed that body worn cameras would indeed regulate violence as usually, the ones who do bad attempt to get away with it. Once people know they are being watched, they show the best possible versions of themselves as they do not want issues with authority, they want to continue to do the malicious things they could not do it they were to get caught. If this project were to be repeated, two more prototypes would be built and more time would be given to the testing of the prototypes to ensure that more data is collected.

[bookmark: _Toc7611915]6. Conclusions and Recommendations

	Once the question for this thesis was chosen, many controlled trials on body worn cameras held around world were researched and documented. Whilst controlled trials on the public were devoid, those on law enforcement were slightly more common. This allowed the retrieval of testing data from the United Kingdom, and from the United States. The data found suggested that body cameras worn by public officials created a more docile environment, causing the departments that tested the cameras to decrease violent acts from 10 to 65 percent depending on the state and the act. The most of which being a 65% decrease in injuries during arrests. The literature’s review concluded that in average, both the public and public officials are obtaining vital benevolence with the use of body worn cameras.
	This project’s data is so limited that similar trails should be held in different continents and different cultural groups. This is to do with the fact that different people react in different ways. As most of the tests done are aimed at the northern hemisphere, it is difficult to say for sure that the trails’ outcomes would be the same in each country around the world. As 50% of the project’s candidates live in Pakistan, this research has become part of the slightly-less limited data that one can find. 

[bookmark: _Toc7611916]7. Reflection

In the completion of this projects, there are a few things one must learn. The first and most important of which is to plan as much time as possible. It is very rare that one will complete their projects in the projected timeframe and as such one must always have room for error, if not the project will be rushed. 
As the world is so vast, one must remember that with all the cultures that live on Earth, not everyone is the same and as such everyone thinks in their own unique way. There will be times where ones’ conclusions may differ from another’s’, and reasonings do not correlate. This does not necessarily mean that one is wrong, only that there are different ways to view the world. As it is said in Italy, the world is beautiful because it is varied.
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Did you ever feel scared whilst wearing the prototype?
[bookmark: _Hlk7597049]Yes 											No 
Did anyone notice the prototype you were wearing?
Yes 											No
Did anyone ask you about the apparatus?
Yes 											No
Did you feel uncomfortable at any point because of the apparatus?
Yes						 					No
Did any law enforcement officers ask about the prototype?
Yes											No
Did people mind they were being filmed?
Yes											No
If yes…
What reason did they give you for not wanting to be filmed?



Did you have any confrontations about the prototype?
Yes											No
If yes…
Did you telling them that the footage was not going to be seen by anyone, not even you make the situation better?
Yes											No
Would you want to keep wearing it?
Yes											No
Would you recommend this or a similar apparatus to anyone?
Yes											No
Would you buy this for your future child as a preventive measure?
Yes											No
Image 1.
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Requirements (MoSCoW)
Must:
· Save all footage camera captures
· Send all footage captured by camera to pc
· Connect to the internet
· Be ‘headless’ (no monitor, just single-board computer)
· Attach to clothes for a hands-free experience

Should:
· Encode and decode for the fastest possible upload
· Have a battery life which lasts at least 6 hours


Could:
· Send data to a remote server for higher safety features

Won’t:
· Have a battery life longer than 12 hours
Image 3.
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Image 4.
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Image 5.
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Instructions

* Wear for 2 normal working days

« Donot be violent.

« Donotbe rude.

o If someone s not content with you wearing the prototype, explain to them that it is an
experiment to see if people mind being filmed.

* Make sure to inform anyone who asks about the camera that the footage will not be shared or
even viewed by anyone, including the wearer.
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