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Task 1 - Research Report
1.1 Hypervisors for NOSS2026’s Topology
Type‑1 (bare‑metal) hypervisors run directly on hardware and deliver lower overhead and stronger isolation than Type‑2 (hosted) designs that sit above a general‑purpose OS such as windows (Amazon Web Services (AWS), n.d.). For CW1 I have select Oracle VirtualBox (Type‑2) to deploy the entire lab on a single workstation, it offers broad guest support, snapshots, multi‑NIC VMs and Internal Networks without requiring dedicated server hardware (Oracle Corporation, n.d.). The trade‑offs are inherited host risk and extra emulation overhead that uses resources.
For CW2’s enhanced topology ( AD DS, RRAS/VPN and certificate services), a Type‑1 platform would be preferable. Microsoft Hyper‑V places workloads in child partitions connected via VMBus to paravirtualised devices managed by the root partition, yielding more efficient I/O paths and a reduced attack surface compared with device emulation (Microsoft Learn (b), 2025). Proxmox VE (KVM) similarly provides near‑native performance with strong isolation and clustering/HA features. 
VirtualBox is pragmatic for CW1 due to the resource constraints and the need for a quick iteration, it cleanly supports the three required networks (two LANs and one /30 link) and snapshot‑based rollback. The migration path to Hyper‑V (or Proxmox) for CW2 addresses performance and security at scale, paravirtual networking/storage is advantageous for DHCP/DNS responsiveness, domain joins and VPN throughput, while bare‑metal reduces the host OS exposure inherent in Type‑2. This staged approach balances learning objectives now with enterprise‑appropriate hardening later (Amazon Web Services (AWS), n.d.) (Microsoft Learn (b), 2025) (Oracle Corporation, n.d.).








1.2 IP addressing: Structure, IPV4/IPV6 and VLSM
IPv4’s 32‑bit space (RFC 791) remains the default in small, simple lab networks. IPv6’s 128‑bit model reserves /64 per L3 segment to support SLAAC and standard operational practice (Postel, 1981) (Hinden & Deering, 2006). My plan applies CIDR/VLSM to right‑size subnets, minimise waste and preserve simple route summaries for CW2. 
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Each site uses a /24 for readability and future DHCP scope management; the inter‑server link is a /30 to mark the L3 boundary and avoid host waste. I reserve .10 for servers, .2 for the first endpoint, and leave .1 available for a gateway if routing is later enabled. Assignments are as follows: S‑DC 10.20.1.10/24, ClientS1 10.20.1.2/24. L‑CD 10.20.2.10/24, ClientL1 10.20.2.2/24; P2P 10.20.3.1/30 & 10.20.3.2/30. This keeps screenshots self‑explanatory and makes ACLs and summaries straightforward. 
IPv6 (documented for CW1, enabled in CW2):[image: ] the addressing plan intentionally enables same‑LAN reachability and preserves inter‑LAN isolation for CW1 by omitting default gateways on clients and keeping IP forwarding off at Debian(routes are also not configured). IPv6 is documented for continuity (matching /64 per LAN) but deferred to CW2 to avoid bypassing the isolation objective. The layout provides an auditable scheme that maps directly to the test evidence and allows CW2 services (DHCP scopes, OSPF and VPN) to be added without renumbering (Postel, 1981) (Hinden & Deering, 2006)

1.3 Routing: Static vs Dynamic and why CW1 keeps isolation
Routing choices trade simplicity for scalability. Static routes are deterministic and low‑overhead but require manual change and maintenance, dynamic protocols adapt automatically at the cost of control‑plane complexity. For CW1, the requirement is for successful communication within the same LANs and unsuccessful communication between different LANs. I therefore keep clients without default gateways and leave Debian IP forwarding disabled, ensuring no inter‑LAN connectivity while still proving the /30 inter‑server link and a successful ping between the servers.
Looking ahead at CW2, multi‑service expansion (VPN, centralised authentication, replication) benefits from a link‑state protocol. OSPF forms adjacencies, floods LSAs and recomputes paths on change, this results in converging quickly and scaling hierarchically RIPv2’s hop‑count metric and slower convergence make it less suitable beyond very small topologies (Soomro, et al., 2023) but it does offer a simple and functional setup. 
This staged approach limits the attack surface and moving parts in CW1 while creating a clean baseline for later enablement of routing and policy as seen in CW2. The design choice is evident in the test section one‑hop intra‑LAN paths, an operational /30 between servers, and deliberate failure for cross‑LAN pings/traces until routing is introduced under controlled conditions.

1.4 Network Services: VPN, DHCP, AD DS and Certificate Services
CW2 will introduce remote access and identity services, so CW1’s research prioritises secure defaults and operational simplicity. 
For VPN, Windows Server RRAS supports IKEv2 and SSTP, legacy PPTP/L2TP (without IPsec) should be avoided. IKEv2 with certificate‑based EAP‑TLS provides strong mutual authentication and aligns with enterprise policy controls. SSTP can serve as a firewall‑friendly fallback where TCP/443 traversal is required. (Microsoft Learn, 2024) (Microsoft Learn (c), 2024)
DHCP is best centralised on Windows Server with Debian acting only as a relay on remote subnets, this reduces configuration sprawl and provides a path to DHCP failover if required in CW2. AD DS supplies directory, Kerberos‑based authentication and DNS integration. Careful site/replication design is critical to logon latency and name‑resolution consistency. For CW2 future certificates, I will look to implement a two‑tier AD CS (offline root, online issuing CA) that enables VPN and service authentication. Publishing CRL/AIA over HTTP(S) and protecting CA keys are non‑negotiable. Shorter CRL lifetimes improve revocation freshness at the cost of distribution frequency. 
In CW1 I document these plans and avoid premature enablement that would breach the isolation requirement. In CW2 I will look to standardise on IKEv2 with certificate‑based auth, introduce DHCP scopes and failover depending on if the relay setup persists, and I will look to configure AD DS with attention to replication topology and DNS health. This trajectory couples secure‑by‑default services with maintainability at small‑enterprise scale (Microsoft Learn (b), 2025)









Task 2 - Technical Documentation
2.0 Overview
In this technical documentation I will deploy the topology detailed in coursework1 using Oracle VirtualBox and evidence the configuration using timestamped screenshots captured over several days. I will justify my hypervisor choice. Document VMs and network inventory, summarise my VLSM-based addressing plan and highlight the key configuration details as requested on spec. I will verify required outcomes using ping & tracert to ensure successful intra-LAN connection whilst maintaining inter-LAN isolation.
2.1 Hypervisor Choice and Evidence
I opted for Oracle VirtualBox to deliver the entirety of the topology on a single workstation whilst supporting the essential features such as multi-NIC VMs, Internal Networks, snapshots and shared folders. These features allow me to mirror two isolated site LANs in addition to a /30 point-to-point link without dedicated Type-1 hardware.
Type-1 platforms such as Hyper-V & Proxmox generally offer lower overhead and stronger isolation, as coursework2 will introduce higher I/O & Security demands such as RRAS/VPN, AD DS, CA I plan to migrate if resources permit to gain a more vast expertise.
For Coursework1 VirtualBox’s hosted model remains sufficient and practical given the objectives and resource constraints. Evidence includes VirtualBox version and host specifications followed by guest OS inventories & NIC-to-network mapping.
11:05 18/02/2026 - VirtualBox version & host specs
[image: ][image: ][image: ][image: ][image: ]



2.2 Acquisition of Software
All operating systems and tools were downloaded from vendor‑verified sources such as:
· Windows Server 2022 ISO: https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022 
· Debian Stable (CLI): https://www.debian.org/distrib/
· Windows 10 client image: https://www.microsoft.com/en-gb/software-download/windows10 
· VirtualBox: https://www.virtualbox.org/wiki/Downloads (Supplied in lab)
Using official sources ensures the image integrity, reduces the attack surface and reflects the practise that of an enterprise deployment.
[image: A screenshot of a computer
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I have validated the ISO files with SHA-256 hasing and captured the output. Using verified official images reduces risk and reflects enterprise practise for software supply-chain hygiene.
[image: ]

12:07 07/02/2026 - Windows Server ISOs from Microsoft, ran through the setup, assigned usernames & hostnames but added no configuration
[image: ]
12:54 07/02/2026 - Debian ISO from debian.org, ran through the setup, assigned usernames & hostnames but added no configuration
[image: ]
2.3 VM Inventory and Network Mapping
The topology is comprised up of Swansea LAN (Windows Server S-DC, Windows client ClientS1) and London LAN (Debian Server L-CD, Debian client ClientL1) plus a /30 point-to-point link between the 2 servers. Each VM has their own NIC-to-VirtualBox-Network mapping detailed as Swansea-LAN, London-LAN and P2P-Link. Evidence contains per VMs NIC configuration.
Specification & Addressing table:
	VM / OS
	Hostname
	Username
	IP Address
	Subnet Mask
	Default Gateway
	P2P Address
	P2P Mask
	RAM
	vCPUs
	Storage

	Windows Server 2022
	S-DC
	Administrator
	10.20.1.10
	255.255.255.0
	-
	10.20.3.1
	255.255.255.252
	16 GB
	2
	60 GB

	Windows 10 Client
	ClientS1
	ClientS1
	10.20.1.2
	255.255.255.0
	10.20.1.10
	-
	-
	8 GB
	2
	50 GB

	Debian Server
	L-CD
	localadmin
	10.20.2.10
	255.255.255.0
	-
	10.20.3.2
	255.255.255.252
	4 GB
	2
	20 GB

	Debian Client
	ClientL1
	localuser
	10.20.2.2
	255.255.255.0
	10.20.2.10
	-
	-
	4 GB
	2
	20 GB



13:05 07/02/2026 - Internal Networks created for CW1
[image: ][image: ][image: ][image: ]
13:32 07/02/2026 S‑DC adapters bound to Swansea‑LAN and P2P
[image: ]
16:30 10/02/2026 - ClientS1 static IP on Swansea‑LAN[image: A computer screen shot of a black screen

Description automatically generated]
16:52 17/02/2026 - L‑CD adapters bound to London‑LAN and P2P
[image: A screenshot of a computer
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16:59 17/02/2026 - ClientL1 static IP on London‑LAN
[image: A screenshot of a computer
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17:36 24/02/2026 set ClientL1 adapter to dhcp.
 [image: A screenshot of a computer
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2.4 IP Addressing Plan (VLSM)
I adopted an efficient, low‑maintenance VLSM scheme to balance clarity today and scalability for Coursework 2. Each site LAN uses a /24 for straightforward client/server management and future DHCP scope planning, while the inter‑server link uses a /30 to minimise address waste and clearly mark the L3 boundary. To keep hosts easy to recognise in evidence and future ACLs/route summaries, I reserve .1 for a potential default gateway, allocate .10 to servers, and use .2 for the first endpoint. Example assignments are S‑DC 10.20.1.10 with 10.20.3.1/30 on the P2P, ClientS1 10.20.1.2, L‑CD 10.20.2.10 with 10.20.3.2/30, and ClientL1 10.20.2.2.
For Coursework 2, I will introduce DHCP and standardise addressing ranges (e.g., .10–.50 for servers, .51–.254 for endpoints) to support an enterprise growth model while retaining summarisation and clean scope boundaries. IPv6 is documented but disabled in CW1 to preserve the required isolation; it can be enabled in CW2 without renumbering.

2.5 Configuration Highlights
VirtualBox networking: I created three internal networks that being Swansea-LAN, London-LAN and the P2P-Link and I bound them to VM NICs accordingly.
Windows Server (S-DC): Static addressed configured on Swansea-LAN and the P2P interface.
Debian (L-CD): I configured isc-dhcp-relay to forward to S-DC but kept it disabled for coursework 1 isolation.
10:57 18/02/2026 - Debian DHCP relay targeting S‑DC - forwarding disabled
[image: ]

11:52 18/02/2026 – Date, Time & Region configurations
[image: ]
2.6 Testing and Troubleshooting
Outcome 1 - Same-LAN success: From ClientS1 to S‑DC (10.20.1.2 to 10.20.1.10) and ClientL1 to L‑CD (10.20.2.2 to 10.20.2.10), ping and tracert/traceroute confirm 1‑hop paths within each site.
Outcome 2 – Inter-LAN isolation: From ClientS1 to ClientL1 (10.20.1.2 to 10.20.2.2), tracert returns unreachable/timeouts, as no routing is configured between LANs and Debian IP forwarding remains disabled.
Inter‑server P2P check: From S‑DC to L‑CD on the /30, tracert -d 10.20.3.2 shows 1 hop, proving the P2P link only without end‑to‑end client routing.
Troubleshooting case: Cross‑LAN pings initially failed contrary to expectations for an intra‑LAN test. I enumerated each VM’s adapter‑to‑Internal‑Network binding and found a mis‑attached NIC on one host. After re‑binding to Swansea‑LAN , same‑LAN pings dropped to a single hop and cross‑LAN attempts remained blocked as designed. This confirmed that addressing and policies were correct and the symptom was due to a layer‑2 attachment error rather than layer‑3 reachability.




16:57 17/02/2026 - Inter‑server P2P connectivity verified (Successful ping between L-CD & S-DC)
[image: A screenshot of a computer
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17:16 10/02/2026 - Swansea LAN connectivity successful (Successful ping between ClientS1 & S-DC)
[image: A screenshot of a computer
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17:14 10/02/2026 - London LAN connectivity successful (Ping successful between L-CD & ClientL1)
[image: A screenshot of a computer
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(GUI ClientL1)
[image: A screenshot of a computer
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17:05 17/02/2026 - Inter-LAN isolation (Unsuccessful ping between clients on each LAN. (ClientS1 to Client L1))
[image: A screenshot of a computer
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(GUI ClientL1)
[image: A screenshot of a computer
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11:17 18/02/2026 - Same‑LAN path is single hop (Tracerts for ClientS1 to S-DC + Client L1 to L-CD)
[image: ]
[image: A screenshot of a computer
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11:24 18/02/2026 Cross‑LAN blocked as required (no route) + S-DC to L-CD traceroute
(ClientS1 to Client L1 + S-DC to L-CD) 
[image: ]




2.7 Summary and Coursework2 Readiness
CW1 is tailored to meet the specification, I have provided a documented VLSM plan, auditable VM/network mappings, verified outcomes for intra-LAN success & inter-LAN isolation with evidence captured over several days & time stamped. The environment was planned in readiness for coursework2 to introduce routing/VPN, AD DS and certificate services. If appropriate I will migrate to a type-1 hypervisor and enable DHCP scopes, OSPF and PKI to support performance & security at scale. 

Task 3 Reflection - Combined Technical and Personal Reflection
I approached CW1 as a constrained two‑site build with two explicit outcomes: prove same‑LAN connectivity and ensure inter‑LAN isolation. 
The VirtualBox design (two Internal Networks plus a /30 P2P link) mapped clearly to these goals and let me iterate with snapshots while keeping the lab on a single workstation. 
Early testing surfaced an unexpected failure that traced to a NIC bound to the wrong Internal Network. Verifying adapter‑to‑network mappings, confirming local addressing with ipconfig/ip addr and using tracert/traceroute to inspect hop counts isolated the fault quickly. Re‑binding restored the one‑hop paths within each LAN, while cross‑LAN traces continued to fail by design. I kept Debian IP forwarding disabled and omitted client default gateways to prevent unintended routing. 
From a supply‑chain and operations perspective, using vendor sources for ISOs and validating SHA‑256 hashes reduced risk and created an auditable evidence trail.
 Timestamped screenshots across multiple days demonstrate consistent progress rather than a last‑minute effort. The addressing plan (/24 per site, /30 P2P, .10 for servers, .2 for the first client) made evidence easier to read and will scale into CW2 without renumbering.
Key lessons learned were (1) adopt a pre‑flight checklist (adapter bindings, addresses, firewalls) before each test cycle for easy tracking & troubleshooting, (2) use snapshots at natural change points to enable safe rollback, (3) enforce gateway/forwarding hygiene so topology intent is reflected in runtime behaviour.
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individual files in /L hare/doc/x/copyright.
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permitted by applicable law.
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