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The first task of the following report outlines the wireless modulation scheme QAM, looking at what its features are, how it works, a few different formats that are found and looking at its advantages and disadvantages.
The second task of the report is a design of farm and city looking security sensors to improve the security of these two areas.
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What is QAM?
Quadrature Amplitude Modulation also known as QAM conveys two analogue message signals or two digital bit streams by modulating the amplitudes of two carrier waves using amplitude shift keying (ASK) or amplitude modulation (AM). The two carrier waves are out of phase of one another by 90 degrees so are called quadrature components. One of the signals is called the In-phase known as “I” signal, and the other is the quadrature known as “Q” signal. Both I and Q carriers contain both amplitude and phase variations. The modulated waves are a combination of phase-shift keying (PSK) and amplitude-shift keying (ASK) or phase modulation (PM) and amplitude modulation when it is an analogue signal. When it is a digital signal a limited number of at least two phases and two amplitudes are used [1]. 
QAM is used due to the fact that a straight amplitude modulated signal occupies twice the bandwidth of the modulating signal which is extremely wasteful of the available frequency spectrum. QAM places two independent double sideband suppressor carrier signals in the same spectrum as one ordinary double sideband suppressed carrier signal to restore the balance [2].
QAM needs to operate in the linear region of a power amplifier to avoid any signal compression and hence degradation. When QAM is being used, the waveform designer is foregoing power efficiency for bandwidth efficiency. QAM is a widely used modulation scheme in applications ranging from short-range wireless communications to telephone systems [3].
Analogue and digital QAM
QAM can be in both analogue and digital formats, the analogue versions of QAM are used to allow multiple signals to be carried on a single carrier. That can be found in television systems such as PAL and NTSC, QAM can carry colour information across different channels. In radio applications C-QUAM is used for AM stereo radio, the different radio channels enable the channels required for stereo to be carried on the single carrier [2].
Digital formats of QAM are known as “Quantised QAM” they are often used for data communications within radio communications systems. Wireless systems such as WiMAX and 802.11 use a variety of forms of QAM [2].
QAM formats
QAM can be realised in many different formats, type 1 and type 2 as shown below have circular constellations whereas type 3which is the most commonly used format of QAM is square [3].
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Type III QAM constellation









The diagram above shows 16QAM, this is a form of QAM meaning that there are 16 constellation points in the grid. The more points on the constellation grid the more bits per symbol can be transmitted. However, the higher the version of QAM the more constellation points there are the closer they are together meaning that they are more susceptible to noise and data errors. Due to this higher versions of QAM are only used there is a high signal to noise ratio or it will cause problems [2].
16QAM is the usually the lowest QAM used as 2QAM is the same as BPSK, 4QAM is the same as QPSK and 8QAM is not used much due to error-rate performance. 8QAM is only 0.5 dB better than 16QAM in error-rate performance and only ¾ of its data rate [2].
QAM is very good at transmitting data due to 16QAM transitions to 64QAM then 64QAM transitions to 256QAM and this pattern continues. Many different data transmission systems migrate between 16QAM, 32QAM and so on, dependant on the condition of the link. If the margin is good then higher orders of QAM can be used to gain a higher data rate but if the signal deteriorates then lower orders are used to preserve the noise margin and make sure a low bit error rate is preserved [4].

As the order of QAM gets higher, so does the distance between the constellation points and there is a higher chance of data errors being encountered. For higher orders of QAM to be used the link must have a high signal to noise ratio, when the ratio deteriorates then the power level must be increased or the QAM order must be decreased for the bit error rate to be preserved. A balance must be made between the data rate, the QAM modulation order, power and the wanted bit error rate [4]
QAM Applications
QAM is used in many applications such as radio communications and data delivery, however, some specific variants of QAM are used in specific applications. There is a requirement that there must be a balance between data throughput and signal to noise ratio, as the order of QAM is increased the data throughput achievable increases. This issue with this is that a better signal to noise ratio is required to use the higher orders of QAM [4].

An example where QAM is used is in domestic broadcast applications, 64QAM and 256QAM are often used in digital cable television. In the United States, 64QAM and 256QAM are the standard modulation schemes for digital cable. However, in the United Kingdom, 16QAM and 6QAM are currently being used for digital terrestrial television using Digital Video Broadcasting. As the demand for television has increased due to the popularity of TV and how much technology has advanced so has the complexity of the link adaptation technology. Data channels are carried pm cellular radio signals to enable a fast adaptation of the link to meet the prevailing link quality and ensure that the data throughput it at an optimum level, the transmitter power is balanced and the optimum order of QAM is being used [4].
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As shown above in 32QAM and 64QAM the higher the QAM the smaller the distance between the constellation points gets which causes issues. Also, the higher the order of modulation from the QAM signal the more amplitude variation is present on the transmitted signal [4]. 


QAM bits per symbol
The higher the order of QAM the more bits of information per symbol can be carried and by increasing the QAM order the data link can be increased. 
Below shows a table comparing QAM formats & bit rates [4]:
	Modulation
	Bits Per Symbol
	Symbol Rate

	BPSK
	1
	1 x bit rate

	QPSK
	2
	½ bit rate

	8PSK
	3
	⅓ bit rate

	16QAM
	4
	¼ bit rate

	32QAM
	5
	⅕ bit rate

	64QAM
	6
	⅙ bit rate



Below is a table showing how the different QAM modulations perform against noise [4]:
	
Modulation
	
ηb
	Signal to noise ratio
EB / NO FOR BER = 1 IN 106

	16QAM
	2
	10.5

	64QAM
	3
	18.5

	256QAM
	4
	24

	1024QAM
	5
	28



QAM advantages and disadvantages
The major benefit of QAM modulation is that it helps achieve a high data rate due to the more number of bits are carried by one carrier, 16QAM maps 4 bits per carrier, 64QAM maps 6 bits per carrier and so on. Because of this QAM has become very popular in modern wireless communications such as LTE and WLAN technologies such as 802.11n [5].
However, QAM also comes with its drawbacks as the higher the QAM modulation used it requires a high signal to noise ratio in order to decode the bits at the receiver, due to this the higher modulations encounter a lot more errors. Furthermore, it also needs a high linearity Power Amplifier in the transmitter or it will not work properly [5].





 Advantages and disadvantages of using simulations
One advantage of using simulation is that it allows the designer of the system to test and perfect the system before actually making the product which saves time and most importantly money. It also gives the opportunity to change and update the design of the product while testing to improve it which would be much harder to do if the system was actually being built and a simulation was not used. It would be very costly to create a number of different designs to evaluate their performance but with the use of a simulator the designer can find out which design works best without having to build the design [6].
Another benefit is that they allow designers to study a problem at several different levels of abstraction. By approaching a system at a higher level of abstraction the designer can understand the system better at all of the high-level components within the system. This ‘top-down’ technique of building a system which is used when building complex systems as it makes building systems quicker and more efficient [6].
Lastly, simulators are extremely useful for educational purposes, they can show the behaviour and relationship of all the simulated system’s components which will give the user a great understanding of how the system works [6]. 
However, despite the advantages, the simulations bring they always have their drawbacks. One of these is that due to the simulations requiring so much computing power they can take a long time to finish and due to this the results of the simulation may not be ready on time. The delays can be due to the large number of entities being simulated and the simulations are limited to the hardware it is being performed on. As more powerful platforms and simulation techniques improve this is becoming less of a concern [7].
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Farm
Front gate- RFID swipe card system on a low frequency with a passive tag, the low frequency means it has a short range of 10cm. As the card is passive the signal on the wall sends the signal so the card so it does not require any battery.
I have chosen to use RFID swipe card system on the front gate due to it having a short-range so whoever is opening the barrier will be seen by a security guard on the front gate who can identify the person and report whether if the person is not permitted access which will help keep the farm secure from this area. 

Back gate- large heavy-duty door, only can be accessed by trucks delivering and exporting stock using number plate recognition system to open the barrier. There is a Smart IR with up to 100m range that can recognise a number plate while still travelling up to 20mph which when the number plate has been verified will open the barrier so that delivery truck can get into the farm. This system works in the day and night.
I have chosen to huge the number plate recognition system as it will provide good security as it will only open for cars or trucks that have been given access to the farm so no unauthorised people will be able to gain access to the farm from the back. Due to the heavy-duty door being so robust it will not be easy to break into. 

Fence surrounding perimeter- There is a 2.5 meter high barb wired-fence all around the complex with a zone-reporting fence-mounted fibre optic intrusion detection sensor that detects intruders climbing, cutting or lifting the fence fabric making the site completely secure from the outside. If anything is picked up in any of the zones the security hut will be informed so they can make the appropriate decision whether there is a real threat. The fibre optic sensor cable is completely immune to electromagnetic interference and lightning meaning that it is very reliable and unlikely to break [8]. 
I have chosen to use this sensor because it keeps the entire perimeter secure as it will send an alarm back to the security hut is anything is picked up such as an intruder trying to cut the fence or dig under it. Having this system in place makes it very difficult for any intruder to cause any harm as even if they get through the fence the security will know exactly where they entered so they should be easier to find.


LiDAR Security Camera- LiDAR can detect a range of different objects from as small as a plastic drone or as large as imaginable. The material of the object or whether its night or day, no matter the weather it does not affect the LiDAR security cameras ability to function properly. Features include its excellent accuracy, distinguish individual targets if there is a group of people approaching the farm, the ability to detect very small objects even with poor visibility, the ability to scan non-metallic objects will the growing threat of items such as drones that can be used to cause harm, it works in all weather conditions such as rain, snow, hail, smoke, dust, fog. It also has a high resilience to spoofing, jamming, or any other interference to could stop the camera working so someone could try breaking into the farm [9]. 
I chose the LiDAR Security Camera due to its ability to work no matter the weather conditions and the fact that it works in the night which is when the farm is being attacked. With the 6 cameras placed around the farm it will make it impossible for an intruder to approach the farm going unnoticed so the appropriate measures can be taken when someone is trying to attack the farm such as calling the police. Also, due to its ability to look around 360, it can record footage of any crime done on the premises if an intruder did manage to get onto the farm.

Interior security sensors- The sensors use microwaves and passive infrared (PIR) to detect any intruders over a wide range. It uses active infrared for anti-masking to detect attempts to mask the sensor. Microwave and PIR technologies, combined with microcontroller-based advanced signal processing, provide excellent detection while virtually eliminating false alarms and costly service calls. The patented look-down lens catches saboteurs who try to disable the unit from below, while three different tamper switches deter criminals from physically damaging the sensor. It uses Active Infrared for anti-masking to detect attempts to mask the sensor [10].
I chose these security sensors as a secondary security measure just in case any intruder manages to get through one of the entrances or through the barrier undetected there are 4 sensors on the inside of the farm that if triggered will set off the speakers alarming the staff on the farm that there is an intruder. The sensor will also point out where it was triggered so that the security can investigate.

Main security hut- A number of the security features report back to the security hub is there has been anything picked up then it is up to the security guards on duty to determine whether it is a legitimate threat. If there is a real threat then the local police can be notified with a press of a button and set off the alarm which will play a loud noise from the speakers in the farm making everyone aware of the threat. The security hut has access to all of the LiDAR cameras which have a few of the entire farm so they should be able to see if anyone is coming but there are a range of other security devices if the intruder gets past that. To get into the security hut the security guard must press their finger against the biometric fingerprint scanner to open the door.
I chose the fingerprint scanner so that no unauthorised person can get into the building where they could do the most damage such as turning off the security systems.

Alarm speakers- There are six alarms around the farm that will play a loud noise if a button is pressed by the security guard or they can be linked to the LiDAR Security Cameras and security sensors so if anything is picked up the alarms will go off but this could have false calls if something other than a threat sets off the alarm.
I chose the alarm speakers so that anyone in the farm will be alerted that a potential attack on the farm is happening so they can prepare for it.
Farm plan key:
· 6x LiDAR Security Cameras
· 6x speakers
· 1x RFID swipe card system
· 1x Number plate recognition system
· 4x security sensors
· 1x biometric fingerprint scanner 
· 1x heavy duty barrier
· 1x front barrier
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City
Metal detectors on all entrances to train and bus station with additional metal detectors underground before a person can get on the train. If a detector goes off a warning alarm will be sent to the police station and police officers in the area then an operator at each metal detector will confirm whether it is a threat or not. 

CCTV cameras outside of the train and bus station as well as underground that are linked to the police station. These are to catch criminals trying to commit any crimes or do anything suspicious so evidence can be used in court or so officers can catch criminals in the act. 

Additional security hut based in the underground that police offices can use so if any crime happens on or around the train there is an officer or security guard close by to prevent the crime.

Turnstiles in the underground to slow down any criminal that is trying to escape or trying to get on the train without paying.
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On completion of the report, I have gained a lot of knowledge on the wireless modulation scheme QAM. I chose to pick QAM out of the three modulation schemes due to having some knowledge on it from going over it in lectures. I found some useful websites to help with my research but I struggled to find relevant information on QAM on articles or student papers which make getting a range of different sources difficult. 
On task two I was tasked with creating a design to improve security for a farm and a city. I enjoyed researching different security sensors and making a design that could be implemented to the farm and city. I initially found it quite difficult to find security sensors that would work on a farm due to the size whereas most of the sensors you find are built for homes so would not work. I got around this by using some higher-grade equipment such as the LiDAR Security Camera that is used on large sites such as Nuclear Power plant and the security sensor that is used on building sites. 
In my future studies, I will try to use a wider range of resources.  
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